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THEORY AND REVIEW

STATE OF THE INFORMATION PRIVACY LITERATURE:
WHERE ARE WE Now AND WHERE SHouLD WE GO?

Paul A. Paviou
Fox School of Business, Temple University, 334 Alter Hall,
Philadelphia, PA 19122 U.S.A. {pavlou@temple.edu}

While information privacy has been studied in multiple disciplines over the years, the advent of the information

age has both elevated the importance of privacy in theory and practice, and increased the relevance of
information privacy literature for Information Systems, which has taken a leading role in the theoretical and
practical study of information privacy. There is an impressive body of literature on information privacy in IS,

and the two Theory and Review articles in this issue of MIS Quarterly review this literature. By integrating
these two articles, this paper evaluates the current state of the IS literature on information privacy (where are

we now?) and identifies promising research directions for advancing IS research on information privacy
(where should we go?). Additional thoughts on further expanding the information privacy research in IS by
drawing on related disciplines to enable a multidisciplinary study of information privacy are discussed.

Keywords: Information privacy, personal information, information privacy concerns

Introduction I

Information privacy refers to the concept of controlling how
one’s personal information is acquired and used (e.g., Stone
et al. 1983; Warren and Brandeis 1890; Westin 1967). De-
spite the relative simplicity of most definitions of information
privacy (maintaining control over one’s personal informa-
tion), there has been a tremendous amount of research across
disciplines over the years. Nevertheless, much ambiguity and
disagreement still surrounds the concept of information
privacy. This is because information privacy is an arguably
complex concept that can be studied from many perspectives,
including law, economics, psychology, management, mar-
keting, and Information Systems. Accordingly, there isa very
rich literature on information privacy that is dispersed across
multiple disciplines, and there is a plethora of insights on the
nature, antecedents, and outcomes of information privacy and
related constructs, such as information privacy concerns,
attitudes, regulations, policies, and practices.

The advent of the information age has exacerbated concerns
about information privacy (Davies 1997). The global and
open nature of the Internet allows personal information to be
easily collected, stored, processed, and utilized by multiple

parties, both within and outside a specific economic ex-
change, thereby making information privacy concerns a major
issue for the information age (Smith et al. 2011). Specifically,
the tension between the proper use of personal information
and information privacy has been touted as one of the most
serious ethical debates of the information age (Mason 1986).
Furthermore, advances in information technology have greatly
expanded opportunities for technical solutions to address
information privacy concerns (Bélanger and Crossler 2011),
further allowing IS researchers to take a leading role in the
practical implementation of technological solutions to miti-
gate information privacy concerns. Therefore, the informa-
tion age has rendered information privacy a core topic in IS
research.

In e-commerce relationships, the issue of information privacy
is also taking center stage. Websites (firms) collect informa-
tion about customers through their websites to capture their
needs and strategically use the information for customized
promotions. While commercial websites increasingly rely on
collecting consumer information to formulate their marketing
strategies (Bessen 1993), consumers often view this practice
as an invasion of their information privacy (Culnan and Arm-
strong 1999). As more and more consumers become anxious
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about protecting their personal information from commercial
websites, privacy is becoming a major concern for consumers
(Pavlou and Fygenson 2006). For example, Wang and Emu-
rian (2005) showed that information privacy concerns are “a
most formidable barrier to people engaging in e-commerce”
(pp- 105-121). Still, sharing of personal information is neces-
sary to establish a relationship between websites and con-
sumers, thus raising the importance of information privacy in
e-commerce relationships. The collection of personal infor-
mation lays a heavy burden on firms to ensure adequate
privacy protection (Miller and Tucker 2009). Because con-
cerns about information privacy have taken central sage in
e-commerce relationships, information privacy has even
further attracted the interest of IS researchers.

Given the relevance of information privacy for IS researchers
with the advent of the information age and the emergence of
e-commerce, there is an impressive body of literature on
information privacy in Information Systems. Accordingly,
the two Theory and Review articles appearing in this issue of
MIS Quarterly seek to review and guide information privacy
research in the IS literature. By integrating these two manu-
scripts, this paper aims to evaluate the current state of the IS
literature on information privacy (where are we now?) and
identify promising research directions for further advancing
IS research on information privacy (where should we go?).

Overview of the Two Articles I

Both the article by Bélanger and Crossler and the article by
Smith, Dinev and Xu provide excellent coverage of the cur-
rent state of the broader literature on information privacy with
primary emphasis on the Information Systems and selective
coverage of related fields, such as economics and law.
Moreover, both papers offer a synthesis of the literature that
results in several specific recommendations for future IS
research on information privacy.

This paper offers an overview of the main points and recom-
mendations of the two Theory and Review articles, and then
attempts to integrate the articles to answer two fundamental
questions: where are we now and where should we go?

Review of “Privacy in the Digital Age”
(Bélanger and Crossler)

Bélanger and Crossler provide a critical analysis of the IS
literature on information privacy based on an in-depth review
of over 100 journal articles and over 100 conference pro-
ceedings papers derived from an analysis of a total of over
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500 articles. Their review starts by classifying the contribu-
tions made by these studies to the information privacy
literature, followed by a classification based on the level of
analysis (Skinner et al. 2006), the nature of the underlying
theory (Gregor 2006), and sample characteristics of the
populations used in these studies of information privacy in the
IS literature.

Conceptualization of Information Privacy

Bélanger and Crossler offer a rich discussion on the defini-
tion, nature, and conceptualization of information privacy,
drawing on studies that have viewed privacy as a moral or
legal right (e.g., Clarke 1999) and the ability to control one’s
personal information (e.g., Stone et al. 1983). Specifically,
Clarke (1999) identified four distinct dimensions of privacy:
privacy of a person, behavior privacy, communication pri-
vacy, and data privacy. Bélanger and Crossler argue that per-
sonal communication and data privacy can be merged into the
information privacy construct given the digitization of infor-
mation and communications, thereby focusing the broader
privacy literature on the concept of information privacy.

Bélanger and Crossler review multiple definitions of infor-
mation privacy in the literature, concluding that one’s control
over personal information, particularly the secondary uses of
this information, is a common theme across most studies on
information privacy (Bélanger et al. 2002). While several
definitions and dimensions of information privacy are
reviewed by the authors (e.g., Skinner et al. 2006; Smith et al.
1996; Solove 2006), the study relies on a definition of infor-
mation privacy based on Clarke, specifically, the interest
people have in controlling, or at least significantly influ-
encing, the handling of information about themselves.

Information Privacy Concerns

Considerable emphasis is paid by Bélanger and Crossler to
concerns about information privacy following the literature on
organizational practices (Smith et al. 1996) and the general
notion of an individual’s subjective view of fairness regarding
information privacy (Malhotra et al. 2004). Information
privacy concerns are usually measured in the IS literature
using self-reported scales (e.g., Malhotra et al. 2004; Smith et
al. 1996; Stewart and Segars 2002). While researchers used
many variations of these scales using different dimensions of
information privacy concerns, there is a general consensus in
the literature that information privacy concerns correspond to
a person’s willingness to render personal information (e.g.,
Dinev and Hart 2006), transaction activity (e.g., Pavlou et al.
2007), and government regulation (Milberg et al. 2002).
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Relationship of Information Privacy
with Related Concepts

Bélanger and Crossler provide a broad overview of studies
that have examined the effects of information privacy
concerns, such as intentions to use various types of online
services (e.g., Bélanger et al. 2002), disclose personal infor-
mation (e.g., Culnan and Armstrong 1999), engage in
e-commerce transactions (Dinev and Hart 2006), and
undertake online purchases (Brown and Muchira 2004). The
concept of attitudes toward information privacy is also
reviewed, which often has different connotations, such as atti-
tude toward privacy in general (e.g., Razzouk et al. 2008),
attitude toward privacy practices (Miyazaki and Krishna-
murthy 2002), attitude toward other people’s privacy (Earp
and Payton 2001), or attitude toward data access (Mossholder
etal. 1991). While the multitude of information privacy atti-
tudes makes it difficult to have a coherent stream of literature
(Bélanger and Crossler 2011), an interesting finding is that, in
the presence of information privacy attitudes, information
privacy concerns no longer seem to affect an individual’s
willingness to disclose personal information. Finally, how
information privacy concerns can be mitigated with various
means, such as monetary incentives (Hui et al. 2007), and
privacy attitudes in the context of RFID are deemed an impor-
tant question for future research by Bélanger and Crossler.

Information Privacy Practices

Bélanger and Crossler also review various individual and
organizational actions regarding information privacy protec-
tion. In terms of individual practices, while the literature
suggests that people are not always knowledgeable about
proper practices to protect their personal information, there is
much literature that instructs people to be cautious when
divulging personal information and using proper software to
protect their privacy (Chen and Rea 2004). In terms of orga-
nizational practices, the literature has focused on instituting
appropriate policies, designing fair information practices, and
complying with the organization’s privacy policies. Special
emphasis has been paid in the literature to how information
privacy practices deal with the protection of consumers’
personal information (Bélanger and Crossler 2011).

Information Privacy Tools and Technologies

Research on information privacy tools and technologies
focuses on privacy invasive technologies and privacy en-
hancing technologies based on an examination of privacy
threats and corresponding solutions. Most of this line of work
has been conducted by computer scientists (not IS re-
searchers), and much of the work is largely conceptual as
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opposed to implementable with specific technological tools
and solutions. Bélanger and Crossler identify a gap in this
literature in the sense that the user’s input has not been
adequately examined in studies on the conceptual design of
information privacy tools and technologies, thereby creating
an opportunity for IS researchers to examine the user’s input
and feedback into the design and implementation of infor-
mation privacy tools and technologies.

Sample Characteristics in IS Information
Privacy Research

Bélanger and Crossler also examine the nature of the respon-
dents in studies of information privacy in the IS literature. In
terms of studies on information privacy concerns, practices,
and attitudes, they find that most studies use consumers and
professionals (versus students); however, in terms of infor-
mation privacy in e-commerce, samples tend to be distributed
equally between students and consumers/citizens. In general,
while student data can be informative, the notion of generali-
zability using diverse populations is stressed by Bélanger and
Crossler. Moreover, the country of origin of respondents in
information privacy studies is reviewed by Bélanger and
Crossler, and they note that the majority of studies are con-
ducted in the United States. Accordingly, there is little
knowledge on information privacy differences across coun-
tries. Nonetheless, Bélanger and Crossler review several
conference proceedings papers on information privacy that
have used data from countries other than the United States,
and many interesting differences exist across countries, such
as differences in the level of information privacy concerns
across individuals and information privacy practices. They
conclude by stressing the need for more studies on informa-
tion privacy in multiple countries using, preferably, non-
student populations.

Levels of Analysis

Bélanger and Crossler also analyze the information privacy
literature across levels of analysis, concluding that most
studies have been conducted at the individual level of analy-
sis. They also note that information privacy could be concep-
tualized as a multilevel concept, albeit information privacy
was not adequately researched across multiple levels.
Bélanger and Crossler offer a detailed analysis of the litera-
ture on information privacy on each of the four levels of
analysis (individual, group, organizational, and societal), and
accordingly propose that more studies need to be conducted
at the group, organizational, and societal levels, specifically
to concurrently examine multiple levels and their interactions
by viewing information privacy as a multilevel concept. The
authors conclude their analysis by focusing on information
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privacy concerns as a concept that lends itself to multiple
levels of analysis, and they accordingly propose a multilevel
model of information privacy concerns (Figure 2, p. 1032).
Finally, Bélanger and Crossler propose a set of research ques-
tions that can be posed by adopting a multilevel perspective
on information privacy and integrating the four levels of
analysis.

Conclusions and Recommendations

Finally, Bélanger and Crossler categorize the papers in their
literature review using Gregor’s (2006) categorization of
theory contributions. The results show that the majority of
the literature on information privacy focuses on explaining
and predicting, followed by analyzing as the second major
area, while design and action was distant third. Accordingly,
they suggest that IS research should focus more on design and
action with emphasis on building actual implementable tools
to protect information privacy. Specifically, building on their
analysis of the various levels of analysis, Bélanger and
Crossler recommend that IS researchers consider the devel-
opment of more and easier to use information privacy protec-
tion tools and technologies for individuals, groups, organiza-
tions, and society. In conclusion, Bélanger and Crossler offer
five recommendations for information privacy research
(Table 4, p. 1035): (1) move beyond the individual level of
analysis and explore the other four levels of analysis,
(2) utilize a broader diversity of sample populations, (3) con-
duct more design and action research, (4) conduct more
studies investigating the why related to privacy as opposed to
the how, and (5) justify the use of existing construct mea-
surements and develop more common measurements to be
used across studies.

Review of “Information Privacy Research”
(Smith, Dinev, and Xu)

Smith, Dinev, and Xu provide an interdisciplinary review of
privacy-related research in order to enable a more cohesive
treatment of the information privacy literature. They cate-
gorize a large sample of 320 privacy articles, books, and book
sections in two categories: (1) using an ethics-based nomen-
clature of normative, purely descriptive, and empirically
descriptive studies, and (2) based on their level of analysis:
individual, group, organizational, and societal. Furthermore,
Smith, Dinev, and Xu direct their attention to three major
areas in which the IS literature on information privacy has
primarily focused: (1) the conceptualization of information
privacy, (2) the relationship between information privacy and
related constructs, and (3) the contextual nature of infor-
mation privacy and its relationships in various contexts.
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Conceptualization of Information Privacy

While there is considerable work on information privacy,
Smith, Dinev, and Xu find that much of the confusion sur-
rounding the conceptualization of information privacy is
because the concept has different meanings across disciplines,
such as a right or entitlement (in the law literature), a state of
limited access or isolation (in the social psychology litera-
ture), and control over information (in the information sys-
tems literature). Interestingly, the Younger Committee Report
(1972) concluded that general privacy could not be satis-
factorily defined. Smith, Dinev, and Xu review many ap-
proaches to defining general privacy across various disci-
plines, broadly classified as either value-based or cognate-
based (Figure 1, p. 992, and Table B4). Value-based defini-
tions view general privacy as a human right integral to
society’s moral value system. As reviewed by Smith, Dinev,
and Xu, the article by Warren and Brandeis (1890) in
Harvard Law Review defined general privacy as “the right to
be left alone.” Notably, the perspective of “privacy as a
right” has since shaped numerous opinions and has been
given constitutional sanction by the U.S. Supreme Court
(Breckenridge 1970).

The role of context shapes the meaning and conceptualization
of information privacy. Bansal et al. (2008) elaborated on
context to refer to discipline, time, location, occupation, cul-
ture, and rationale, all of which may alter the meaning of
information privacy. Following the importance of context,
Smith, Dinev, and Xu examine various facets of context that
shape the meaning of information privacy, namely infor-
mation sensitivity, industry sector, political sector, and tech-
nological applications. Summarizing these various perspec-
tives related to the conceptualization of information privacy,
Smith, Dinev, and Xu conclude there is no single concept of
information privacy that crosses all disciplines and that could
be embraced by all observers. Nonetheless, they distinguish
between information privacy and other related constructs,
such as anonymity, secrecy, transparency, confidentiality,
security, and ethics. This is an important contribution given
the need to clearly distinguish a construct (information pri-
vacy) from related constructs, and there are ongoing debates
regarding the distinction between privacy and related con-
structs, such as anonymity and security.

Relationship of Information Privacy
with Related Concepts

Perhaps the most important question raised by Smith, Dinev,
and Xu in regard to the relationship between information
privacy and other constructs is the extent to which the context
matters in the relationships between information privacy and
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other constructs. In the literature, there is a disagreement
regarding the extent to which these relationships are genera-
lized across contexts, such as different types of information,
different industries, and new technological applications. This
follows the notion that the context changes the very meaning
and conceptualization of information privacy, and therefore
it is likely to change its relationship with other constructs.

Smith, Dinev, and Xu find that the most common dependent
variables of information privacy deal with an individual’s
willingness to disclose information and engage in transactions
with others. Moreover, trust has been viewed as an interre-
lated variable to information privacy. Notably, some studies
view trust as a mediator between information privacy and
willingness to disclose private information (e.g., Dinev and
Hart 2006), some view trust as an antecedent of privacy (e.g.,
Bélanger et al. 2002; Eastlick et al. 2006), others describe
trust as a consequence of information privacy (Bansal et al.
2010; Malhotra et al. 2004), while others view trust as a
moderator of the effects of information privacy on behavior
(Bansal etal. 2008). Moreover, information privacy concerns
seem to have a weaker effect on online consumer behavior
relative to trust (Ba and Pavlou 2002; Pavlou and Gefen
2004). In sum, reducing information privacy concerns highly
correlates with trust, albeit the exact (causal) directionality of
the relationship (Zheng and Pavlou 2010) is still a debated
issue in the literature.

Privacy Paradox and the Privacy Calculus

The privacy paradox was described as the phenomenon where
an individual expresses strong privacy concerns but behaves
in a contradictory way to these concerns. For example,
despite self-reported privacy concerns, some consumers still
share their personal information (e.g., Acquisti and Grossklas
2005). There are several explanations for this interesting
paradox. Privacy is not absolute, and it can be assigned an
economic value based on economic principles, such as a cost—
benefit calculation (Bennett 1995). However, because the
benefits and risks of disclosing personal information may
spread over time, different people may differentially assess
the costs and benefits of information privacy (Acquisti 2004),
and thereby act in a seemingly irrational way by assigning dif-
ferent discounting to their expected future benefits and costs.

Related to the privacy paradox, there is also considerable
work on the privacy calculus (e.g., Ackerman 2004), namely,
that consumers will seek reveal certain information about
themselves to obtain certain benefits. This follows the eco-
nomic view that rational consumers are willing to reveal
private information about themselves to marketers in ex-
change for specific benefits but they would still keep other
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information as a secret if they do not expect to receive any
benefits (Varian 1996). Pursuing this privacy calculus, Smith,
Dinev, and Xu review an abundance of literature on concerns
and benefits of information privacy.

Concerns for Information Privacy

The excessive use of personal information hurts consumer
privacy in two major ways. First, the improper use of per-
sonal information due to lack of appropriate privacy controls
(Smith et al. 1996), such as by unsolicited e-mails, credit card
fraud, or identity theft. This is casually referred to as the right
not to be disturbed. Second, the unauthorized use of personal
information without the consumer’s consent for purposes
outside of the original exchange (Culnan 1993). Accordingly,
concerns about information privacy relate to the improper use
of personal information, disclosure of personal information to
outside parties, and the unauthorized secondary use of per-
sonal information without the individual’s consent. The con-
cept of information privacy risk has been proposed as an
antecedent of information privacy concerns (e.g., Dinev and
Hart 2006), often described as the degree to which an indi-
vidual perceived a potential for a loss associated with
personal information (Featherman and Pavlou 2003).

Benefits of Information Privacy

Smith, Dinev, and Xu also review the benefits of information
privacy using the notion of privacy as a commodity. Ac-
cording to Bennett (1995), consumers voluntarily disclose
their private information because they view privacy as a com-
modity that can be sacrificed in return for economic benefits.
For example, websites collect personal information in
exchange for customized advertising that better fits the con-
sumers’ needs (Wang and Wang 1998). Moreover, when con-
sumers are comfortable with the process by which their
personal information is managed, they are less concerned
about their privacy (Sheehan and Hoy 2000), and they may be
more comfortable pursuing the benefits from sacrificing their
information privacy (White 2004). Smith, Dinev, and Xu
proposed three major types of information privacy benefits—
financial rewards, personalization, and social adjustment
benefits—which were reviewed in the following studies that
focused on the privacy calculus by contrasting privacy con-
cerns with expected benefits. Phelps et al. (2000) presented
aconceptual model in which consumers’ privacy concerns are
determined by the type of personal information requested, the
amount of information control offered, and the potential
consequences and benefits offered in the exchange. Hann et
al. (2008) also showed that consumers’ willingness to provide
personal information over the Internet involves weighing
privacy concerns, the website’s privacy protection, and the
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benefits exchanged with their information. Similarly, Awad
and Krishnan (2006) showed that consumers with a high level
of privacy concerns are likely to perceive personalized
offerings to be of less value to them than consumers with a
low level of privacy concerns. In addition, Kobsa and Teltz-
row (2005) showed that website users disclosed significantly
more information about themselves when the website ex-
plained the site’s privacy protection practices and the users’
benefits pertaining to each of the requested pieces of personal
information. Finally, Xu et al. (2010) examined the role of
push—pull technology in shaping the privacy calculus,
showing that location-based services can shift the benefits of
personalization relative to privacy concerns.

Levels of Analysis

When privacy is measured as privacy concerns, it is almost
always the case that it is captured at the individual level of
analysis. This is largely because the individual can assess the
consequences of information disclosure (Xu et al. 2008),
suffer from personal information abuses (Smith et al. 1996),
and be informed about the information practices of the entity
he or she engages with (Culnan 1985, Malhotra et al. 2004;
Phelps et al. 2000). Privacy concerns are also associated with
personality differences (Bansal et al. 2010), demographic dif-
ferences (Culnan 1993; Culnan and Armstrong 1999; Sheehan
1999; 2002), and cultural differences (Dinev et al. 2006a;
2006b). Besides the individual level on which much of the
literature has focused, there is considerably less work on the
group and organizational levels (Smith etal. 2011). However,
there is relatively more work at the societal level. Notably,
work on information privacy at the societal level has primarily
focused on regulation and how industry self-regulation and
government regulation should protect citizens’ right to pri-
vacy. Smith, Dinev, and Xu review the extensive research on
market regulation related to information privacy, ranging from
societal differences in treating information privacy as a right
versus a commodity (Jentzsch 2001), contrasting European
and American approaches to information privacy in online
markets (Dholakia and Zwick 2001), and the relative role of
industry self-regulation (Hui et al. 2007).

Conclusions and Recommendations

Smith, Dinev, and Xu offered three overarching conclusions
that help guide future research. First, despite many theo-
retical developments on information privacy based on norma-
tive studies, empirically descriptive studies are deemed to
have the potential to add value to the literature. Second, some
of the levels of analysis have received much less attention in
the privacy literature; accordingly, Smith, Dinev, and Xu call
for future research on these under-researched levels of analy-
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sis, namely the group and organizational level of analysis.
Third, empirical studies are proposed to add the greatest value
if they focus on antecedents to privacy concerns and on actual
outcomes. Accordingly, the authors recommend that re-
searchers be alert to an overarching macro model with the
following order: Antecedents > Privacy Concerns =
Outcomes (APCO).

Integration of the Two Articles IR

In attempting to integrate the two articles and identify com-
mon themes and opportunities, I focused on their similarities
and differences in terms of (1) how they evaluate the state of
the literature on information privacy (where are we now?) and
(2) what avenues for future research they proposed based on
their identified gaps in the literature (where should we go?).

Where Are We Now?
Conceptualization of Information Privacy

Both papers note the inherent difficulties associated with con-
ceptualizing and defining the concept of information privacy.
While Bélanger and Crossler offer a specific definition of
information privacy to guide their analysis (consistent with
the notion of individuals having some level of control and
influence over their personal information), Smith, Dinev, and
Xu stress the difficulty of a well-accepted definition and
maintain that several factors may change the meaning of
information privacy. Nonetheless, both articles use the term
information privacy in a similar fashion, which is largely
consistent with the overall conceptualization and meaning of
the concept in the IS literature, thereby making it possible to
readily compare their findings. Interestingly, the conceptuali-
zation of the concept of information privacy was not noted as
an important avenue for future IS research, perhaps implying
that it may not be possible to reach a consensus on the con-
ceptualization of information privacy, or there is little IS
research can further contribute to the definition of information
privacy. This is perhaps a valid observation from both
articles given that the Younger Committee Report (1972)
concluded that privacy could not be satisfactorily defined.

Information Privacy Concerns

Both articles emphasize the importance of information pri-
vacy concerns as a unique construct that has received con-
siderable attention in the IS literature. Smith, Dinev, and Xu
focus on information privacy concerns in relation to the
privacy calculus, where information privacy concerns must be
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contrasted with specific benefits, while Bélanger and Crossler
focus on information privacy concerns in its own right. None-
theless, both articles explain the nature of concerns sur-
rounding information privacy, and they provide an exhaustive
set of IS studies that have examined information privacy
concerns. Taken together, the two articles stress the impor-
tance and provide a comprehensive coverage of the concept
of information privacy concerns that has attracted much
interest in the IS literature. Notably, Smith, Dinev, and Xu
position information privacy concerns as a key mediating
variable in their proposed macro-level model, while Bélanger
and Crossler stress the need for more precise measurement of
information privacy concerns.

Relationship between Information
Privacy and Related Constructs

Both articles note that the information privacy literature has
overlapping constructs nestled within loosely bounded nomo-
logical networks, with Smith, Dinev, and Xu attempting to
provide a generic model around information privacy concerns
and Bélanger and Crossler focusing on specific effects of
information privacy concrns. As noted above, special atten-
tion was given by both articles to information privacy con-
cerns, emphasizing the demonstrated effects of information
privacy concerns on multiple outcomes, such as people’s
intentions to share personal information, intentions to transact
with other entities, and broader economic effects. Taken
together, the articles provide comprehensive coverage of
multiple constructs that have various relationships with infor-
mation privacy concerns.

Trust is specifically noted as a closely related variable, and
both articles cite several studies that simultaneously examined
information privacy and trust. While different studies offer
somewhat contradictory results regarding the exact relation-
ship and relative effects of trust and information privacy, in
general, trust is usually viewed as a stronger predictor of
behavior that often mediates the relationship between infor-
mation privacy concerns and willingness to transact (Van
Slyke etal. 2006). In summary, trust and information privacy
are closely linked concepts that are usually simultaneously
examined in the literature, but there is a need for future re-
search to test the mediating or stronger effect of trust relative
to information privacy (e.g., Bélanger et al. 2002; Pavlou et
al. 2007; Van Slyke et al. 2006).

Finally, both articles note the privacy paradox in the literature
where an individual’s concerns about information privacy do
not necessarily map with the individual’s intentions to share
personal information (e.g., Norberg et al. 2007). Smith,
Dinev, and Xu provide a potential explanation based on the
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economics literature that is based on the notion that indi-
viduals differentially discount risks and benefits over time,
thereby blurring their privacy calculus. Nonetheless, the
trade-off between the costs (risks) and benefits of information
privacy is an important question that has broader theoretical
and practical implications, as I discuss below.

Where Should We Go?

A critical aspect for Theory and Review pieces is to offer
novel avenues for future research by building on the analysis
and critique of the literature, the identified gaps in the litera-
ture, and new opportunities that arise by challenging some of
the assumptions in the literature. These two articles take
different perspectives on the direction information privacy
research should go and accordingly offer quite distinct recom-
mendations for future research in the area.

Descriptive Versus Prescriptive (Design) Studies?

Perhaps the most immediate distinction between the two
articles lies in their recommendations for the type of studies
(descriptive or explanatory versus predictive or design;
Gregor 2006) that should be undertaken. Smith, Dinev, and
Xu note that most existing studies in the broader literature are
normative in nature, prescribing how information privacy
laws, regulations, policies, and practices should be formed
(therefore proposing the need for more empirical descriptive
or explanatory studies). Bélanger and Crossler note that much
of the IS literature on information privacy focused on ex-
plaining and predicting, with only a few studies focused on
prescription (design and action).

While there is some apparent contradiction in these recom-
mendations at first glance, Bélanger and Crossler call for
design and action research that focuses on the design of IT
artifacts for the protection and control of information privacy,
which is rather different from the traditional normative studies
in economics and law. This is consistent with the design
science perspective in IS research, which aims to build speci-
fic tools and technologies to deal with various aspects of
information privacy, such as information privacy concerns.

Similarly, Smith, Dinev, and Xu call for moving away from
normative studies about “how” things should be in relation to
information privacy and more empirical descriptive studies
that aim at explaining “why” certain things occur. In fact,
Bélanger and Crossler’s fourth major recommendation (Table
4, p. 1035) calls for “conducting more studies investigating
the why related to privacy as opposed to the how.” There is
no contradiction between the two studies, but Bélanger and
Crossler focus primarily on design and action studies that
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would enable IS researchers to build information privacy
technologies and tools, and Smith, Dinev, and Xu refer to the
broader information privacy literature that goes beyond IS
studies.

Levels of Analysis

Both articles recognize that information privacy is a multi-
level phenomenon, and both articles also determine that
information privacy has rarely been studied as a multilevel
concept. There is a strong consensus that the great majority
of the information privacy literature is based on studies at the
individual level of analysis. Therefore, both articles recom-
mend future research on the other levels of analysis, with
Smith, Dinev, and Xu proposing future research on the group
and organizational level of analysis, that has not received
much attention in the literature compared to the individual and
societal levels, and Bélanger and Crossler proposing future
studies on multilevel effects of information privacy and
research across levels. In sum, both articles note the apparent
lack of studies on the group and organizational level of
analysis, and they both call for future research to go beyond
the individual level of analysis. Moreover, an interesting
perspective offered by Bélanger and Crossler is to conduct
studies across two or more levels of analysis to examine
potential interactions among levels by viewing information
privacy as a multilevel concept.

Measurement of Privacy

As with many complex constructs, perhaps the most chal-
lenging element of the information privacy literature is the
precise measurement of the construct of information privacy.
As noted by Smith, Dinev, and Xu, “because of the near
impossibility of measuring privacy itself...almost all empi-
rical privacy research in the social sciences relies on
measurement of a privacy-related proxy of some sort” (p.
997). Information privacy concerns have often been used as
a proxy for information privacy starting with the work of
Smith et al. (1996) who developed the concern for infor-
mation privacy scale with four interrelated dimensions
(collection, errors, secondary use, and unauthorized access to
information). Similar attempts were subsequently made by
Stewart and Segars (2002) and Malhotra et al. (2004) to
improve the scale of information privacy. Nonetheless, as
maintained by Bélanger and Crossler, there is a need for more
precise measurement of information privacy and more com-
monality in the methods used to capture information privacy
in order to further advance the literature. Information privacy
could also be considered a formative construct following
Cenfetelli and Basselier (2009), Jarvis et al. (2003), and Petter
et al. (2007).
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Nomological Network of Information Privacy

While both studies agree on the relationships between infor-
mation privacy (concerns) and other constructs, more empha-
sis on the relationships between information privacy and other
constructs is recommended by Smith, Dinev, and Xu, who
specifically propose the key mediating role of information
privacy concerns. Smith, Dinev, and Xu call for additional
research on identifying constructs that can mitigate infor-
mation privacy concerns, which perhaps corresponds to
Bélanger and Crossler’s notion of conducting design and
action studies to build technological tools to mitigate infor-
mation privacy. While the difference in the two approaches
lies in the type of research (explanatory versus design), both
articles recognize the need for solutions to reduce information
privacy concerns. Notably, it is critical to identify which
factors can outweigh the effect of information privacy con-
cerns on people’s willingness to provide personal information
to other entities in a relationship. And finally, while both
articles reach a broad consensus on the effects of information
privacy concerns, it is clear that more work could be con-
ducted to identify all potential consequences of information
privacy. Smith, Dinev, and Xu’s macro level (APCO) model
(Antecedents - Privacy Concerns > Outcomes) is a good
starting framework.

Generalizability

Bélanger and Crossler note that most of the information
privacy research has used student populations and been con-
ducted in the United States. While not as explicitly stated by
Smith, Dinev, and Xu, they also note the importance of
examining differences across societies, cultures, and coun-
tries. Therefore, it is safe to conclude that the external
validity of studies on information privacy is an open issue in
the IS literature, and both articles seem to agree that future
research could attempt to enhance the generalizability of
existing findings. Notably, Bélanger and Crossler call for
research to use a broader diversity of sampling populations by
tapping nonstudent populations outside the United States, and
this relates to Smith, Dinev, and Xu’s recommendations for
more empirical descriptive studies.

Further Thoughts I

Taken together, these two articles provide excellent coverage
of the IS literature on information privacy and provide several
very promising avenues for future research that would
certainly further advance IS research on information privacy
and help maintain its leading role in the interdisciplinary
study of privacy. Nonetheless, it is important to note some
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potential extensions of these two articles that could help
further advance research on information privacy in a truly
interdisciplinary direction.

Economics of Information Privacy

First, while both articles have primarily focused on behavioral
and organizational aspects of information privacy (which
arguably spans the majority of studies in the IS literature), and
besides a modest discussion on the information privacy
paradox and the privacy calculus, the IS economics literature
on information privacy has not received much attention.
However, the very notion of information privacy has long
been described as an economic trade-off between the costs
and risks of sharing personal information relative to the
economic benefits of revealing personal information (Posner
1978, 1981; Stigler 1980). This is because personal infor-
mation is an economic good in markets with asymmetric
information that relates to the agency problems of adverse
selection and moral hazard (Pavlou et al. 2007). Specifically,
individuals do not know ex ante which entities have appro-
priate information protection practices (adverse selection) and
ex post whether their personal information will be inappro-
priately used (moral hazard). Accordingly, markets for
managing customer information have long been established
(Taylor 2004) with the primary purpose of managing personal
information in optimal ways, and there is a rich body of
research in IS economics that can further extend the literature
on information privacy.

The trade-offs associated with sharing personal information
with other entities have guided much research on information
privacy from an IS economics perspective, such as the trade-
off between information privacy and price sensitivity (e.g.,
Acquisti and Varian 2005), analyzing the choice between
consumers opting for marketing promotions versus concealing
their personal information (Hann et al. 2008), price discrimin-
ation (Odlyzko 2003), personalization versus privacy
(Chellappa and Sin 2005), the economic effects of privacy
seals (Benassi 1999) and other privacy assurances (Hui et al.
2007), the cost of privacy breaches (Acquisti et al. 2006) and
the cost of privacy regulation (Miller and Tucker 2009), over-
coming information privacy concerns with monetary incen-
tives (Hann et al. 2007), how exclusive rights can help
individuals control the collection and use of their personal
information (Laudon 1996), the demographics of the do-not-
call list (Varian et al. 2005), the firm’s incentives and level of
investment in collecting personal information (Taylor 2004),
and the optimal level of government regulation in terms of
information privacy protection (Tang et al. 2008).

In sum, there is a very rich body of research on information
privacy that is based on information economics, and it is
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possible to integrate these findings with the broader IS litera-
ture on information privacy reviewed by Bélanger and
Crossler and by Smith, Dinev, and Xu. For example, much of
the work in IS economics is empirical and descriptive, thus
informing the literature on descriptive studies that explains
the dynamics of information privacy (following Smith, Dinev,
and Xu’s recommendation for more empirical descriptive
studies). Besides, IS economics studies often explore vari-
ables related to information privacy, such as incentives to
alleviate information privacy concerns, thereby contributing
to Smith, Dinev, and Xu’s suggestion for enhancing the
nomological network of related constructs to information
privacy. Finally, many IS economics studies are undertaken
at the societal level, aiming to enhance the surplus for con-
sumers and producers (firms), contributing to the information
privacy literature on the societal level of analysis (which was
recommended by both Bélanger and Crossler and by Smith,
Dinev, and Xu). Accordingly, there are many opportunities
for integrating the behavioral/organizational with the IS
economics literature on information privacy, and the integra-
tion will help undertake the proposed recommendations in the
two Theory and Review articles. Interested readers are
directed to Hirshleifer (1971), Hui and Png (2006), and
Varian (1996) for a detailed review of the literature on the
economics of information privacy, which could help provide
the fundamental economic principles needed to integrate these
two streams of IS research.

Interdisciplinary Lens on Information Privacy

Second, both of these Theory and Review articles arguably
focus on work on information privacy primarily conducted by
IS researchers and published in IS journals. However, as
clearly acknowledged in both articles, the field of information
privacy is an inherently interdisciplinary one that transcends
many fields, such as law and economics. Accordingly, there
is much potential in integrating work in related disciplines
when attempting to expand beyond the particular lens of IS,
and in fact many of the proposed recommendations for future
research by Bélanger and Crossler and by Smith, Dinev, and
Xu could be informed by research in related disciplines.
Specifically, the marketing and accounting literatures provide
fertile ground for interdisciplinary work.

In marketing, there has been a very active body of research on
information privacy (e.g., Rust et al. 2002; Wang and Wang
1998). Some notable studies include how much privacy
matters in direct marketing (Nowak and Phelps 1997), how
marketing incentives can be used to encourage consumers to
provide their personal information (Ward et al. 2005), contex-
tual factors that affect an individual’s willingness to divulge
personal information (John et al. 2011), what is the impact of
relative judgments on privacy concerns (Acquisti etal. 2011),
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the dimensionality of information privacy (Lwin and Williams
2003), and gender differences (Sheehan 1999). Marketing
studies can be used to guide future research on several of the
opportunities suggested by the two Theory and Review papers
in this issue, such as providing additional empirical descrip-
tive studies on information privacy (Smith, Dinev, and Xu),
enhancing the measurement of information privacy concerns
(Bélanger and Crossler), enriching the nomological network
of information privacy with marketing constructs (Smith,
Dinev, and Xu), and enhancing the generalizability of infor-
mation privacy by tapping onto a larger population of
consumers from different countries, cultures, and national
origins (Bélanger and Crossler).

In accounting, there is also interest in information privacy
with emphasis on reporting structures, disclosures, and assur-
ance services in the e-commerce market (Sunder et al. 2003)
and standards or evolution in privacy disclosure practices in
e-commerce (Jamal et al. 2005). Accounting studies can be
beneficial to the IS literature by helping guide design research
(according to Bélanger and Crossler’s recommendation for
more design and action work), on how reporting structures,
disclosure practices, and assurance services should be
designed to reduce information privacy concerns and better
regulate information privacy in e-commerce.

In sum, IS researchers may benefit from considering related
streams of literature in marketing, accounting, and other
disciplines, and the excellent recommendations proposed by
Bélanger and Crossler and by Smith, Dinev, and Xu could be
further enriched by studies on information privacy undertaken
from an interdisciplinary perspective.

Concluding Remarks I

These two Theory and Review pieces underscore the impor-
tance of information privacy in the IS literature and highlight
the great advancements that IS research has offered in the
broader literature on information privacy. Most important,
the proposed recommendations pave the way for further
advancing the field of information privacy by addressing
important gaps (such as under-researched levels of analysis)
and exploring promising opportunities (such as a multilevel
view of information privacy and designing tools to combat
information privacy concerns). Future IS research on infor-
mation privacy could also draw on related disciplines, such as
economics, marketing, and accounting, to lead a multi-
disciplinary study of information privacy and ensure that the
contributions of IS research are widely disseminated across
many disciplines. The ultimate goal of this paper is to entice
researchers to build on the existing information privacy
literature in Information Systems, as masterfully reviewed by
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Bélanger and Crossler and by Smith, Dinev, and Xu, and to
draw on related disciplines and streams of research for a truly
interdisciplinary study of information privacy.
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