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The European Commission recently released its proposal for a Regulation giving rise to a European Health Data
Space (EHDS), as the first domain-specific common European data space under the European Union’s data
strategy. The proposed EHDS aims to improve access to and control by individuals of their personal electronic
health data in primary use and increase data availability for secondary use purposes. This article is primarily
concerned with the ambition to enhance the right of natural persons to data portability and promote interop-
erability in the health sector. This article seeks to delineate to what extent they represent a new and expanded
right alongside the right to data portability provided in the General Data Protection Regulation (GDPR). In
comparing this new expanded right to the original right outlined in Article 20 of the GDPR, the authors argue
that Article 3(8) of the EHDS proposal represents an important expansion with the potential to allow individuals
more possibility to control and mobilise their electronic health data, especially those elements located within
Electronic Health Records (EHRs). This will also be facilitated by the strengthened interoperability requirements
foreseen by the EHDS proposal. However, this paper also identifies several limitations and inconsistencies in the
new data portability right which could potentially hinder its functioning. This notably includes the proposal’s
failure to take into account the need for data portability for secondary use purposes, and the unclear relationship
of Article 3(8) of the proposal with Article 9 of the GDPR. It is recommended that these points should be
considered carefully in future versions of the EHDS proposal.

1. Introduction level and imposing an obligation to make certain categories of data from

Electronic Health Records (EHRs) available to healthcare providers

The European Commission recently released its proposal for a Eu-
ropean Health Data Space (EHDS)." It will be the first new data space in
line with the EU’s proposed data strategy.” Its principal aims are to
compel far greater sharing of health data for primary use and to make
more health data readily available for secondary use purposes. In terms
of the former, the EU intends to facilitate an increased level of sharing by
creating common technical standards and infrastructure at the European

across Europe. Despite having an implicit link to a common under-
standing of a notion of data portability, this goal does not however itself
constitute an attempt to facilitate data portability as defined in the
General Data Protection Regulation3 (GDPR) (i.e., a transfer of data
between two controllers instigated by the data subject).

In parallel to this principal goal, the draft proposal appears (in a non-
prominent manner) to suggest a new data portability right that applies
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1 European Commission, ‘Proposal for a Regulation of the European Parliament and of the Council on the European Health Data Space’ COM(2022) 197 final <http
s://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52022PC0197> accessed 29 June 2023 (‘EHDS proposal’). For the avoidance of doubt, all ‘EHDS
proposal’ mentioned in this article refers to this version.

2 European Commission, ‘A European Strategy for Data’ (communication) COM(2020) 66 final <https://ec.europa.eu/info/strategy/priorities2019-2024/eur
ope-fit-digital-age/european-data-strategy_en> accessed 29 June 2023. This document is cited with the explanatory materials provided with the proposal.

3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L119/1 (‘GDPR’).
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to data being utilised within what it terms the ‘primary use’ of health
data (i.e., loosely related to the provision of healthcare or related ser-
vices).” This new right would seem to go beyond the right of data
portability outlined in Article 20 of GDPR in a number of key aspects.
The right in question appears to apply in parallel to the main provision
on EHR sharing and making secondary data available for research.
Though it seeks to go further in a number of ways, it is also explicitly tied
to the notion of portability outlined within Article 20 of GDPR.

This article will further explore and analyse the new explicit right to
data portability outlined within the EHDS proposal. In particular, it will
seek to delineate to what extent it represents a new and expanded right
alongside the right to data portability in the GDPR, looking in particular
on the limits of the right of data portability outlined in article 20 of the
GDPR.” Section 2 of this paper will initially explore the concept of
portability and how it has evolved in the EU Data protection framework.
Section 3 will present an overview of the main elements of the EHDS.
Section 4 will look at the seemingly new explicit right to data portability
contained within Article 3(8) of the proposal, focusing on how it can be
seen as expansive, especially when compared to Article 20 GDPR. Sec-
tion 5 by contrast will explore the limitations that seem to be foreseen
for the application of this right, including most notably that it only ap-
plies to data portability requests directed to actors involved in the pro-
vision of health care. As the authors of this paper will discuss, this
seemingly excludes a range of goals that fall outside of such a context,
but which could have scientific, social, and economic benefits for soci-
ety. Section 6 of this paper will look at new interoperability re-
quirements in the EHDS proposal and their connections to the new right
to data portability. The question of whether the new right to portability
constitutes a form of lex specialis will be approached in Section 7 before
the authors present their conclusions in Section 8.

2. The right to data portability in the EU data protection legal
framework

2.1. EU Data Protection Law did not foresee data portability as a right
prior to the GDPR

Despite its high profile and existence as a household name, the GDPR
did not represent the beginning of the EU’s data protection framework.
The first initiative was Directive 95/46,/EC (Data Protection Directive).®
This laid down the main pillars of the European data protection
framework and elements which to a large extent also formed the
mainstay of the GDPR. These include the need to have a legal base for
processing, the obligation to respect data processing principles and the
requirement to facilitate a number of data subject rights.” There was no
explicit right to data portability in this first iteration of the EU’s data
protection framework.

Amongst the rights that were outlined, however, was included a
‘right of access’ to one’s data and the right to rectify it when it is
incorrect. ® Whilst the ‘right of access” has some similarities to a ‘right of
data portability’ there are also important differences. Most notably, the

4 The right in question is outlined in Article 3(8) of the EHDS proposal. This
article falls within Section 2 which relates entirely to the use of electronic
health data for primary use. The definition of ‘primary use’ is located in Article
2(2)(d). It should be noted that primary use is also described as including
‘relevant social security, administrative or reimbursement services’.

5 Article 20 of the GDPR outlines a general right of data portability. The main
contours of this right are further discussed in Section 2.3.

6 Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing of
personal data and on the free movement of such data [1995] OJ L281/31 (Data
Protection Directive).

7 These are outlined in art 5 (data processing principles), art 6 (the need for a
legal base) and ch 3 (data subject rights) of the GDPR respectfully.

8 Data Protection Directive, art 12.
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latter does not entail providing the data to the data subject but rather
transferring it to another data controller of his or her choice. This can
have important benefits, in particular, when it is technically or organ-
isationally difficult for a data subject to transfer the data themselves (i.
e., after using their right to access). The absence of a right of portability
(even where a right of access is foreseen) can therefore represent an
important impediment for data subjects wishing to transfer their data
from one controller to another. This includes the healthcare sector
where inter alia Electronic Health Records (EHR) are complex and may
require technical expertise to extract, transfer and integrate them into
new healthcare contexts.’

2.2. Important elements of ‘Right of portability’ not presented in a ‘Right
of access’

As one of the authors of this paper has previously discussed,'® a right
to portability must contain a number of elements to be meaningful. The
most important of these elements are described below.

2.2.1. An interoperability requirement

A ‘right of access’ may not provide a right to receive personal data in
a form that is ‘interoperable’ with the processing systems of another
potential controller, including those based within the healthcare sector.
This was for example the situation with the right to access in the Data
Protection Directive.'! Providing data in a form that is ‘intelligible’ (as
was required by the Data Protection Directive) to the data subject does
not entail providing data in a form that is functionally readable by other
controllers. ‘Intelligibility’ is not concerned with the ability of a dataset
to be useable by other information processing systems but would rather
seem to refer to the ability of humans to be able to comprehend the
information that is provided. ‘Intelligible’ can thus best be thought of as
a duty to provide data, even where it is complex in some manner that
will allow human data subjects to comprehend it in terms of what can be
deduced from it. In the modern information society where data sets may
be enormous and complex, this may be in reality translated into a duty to
effectively summarise the data in ‘human-readable format’ so that the
data subject can understand it. Providing data in its raw form would be
unlikely to meet a duty to provide intelligible data, largely because it
would be meaningless to the data subject (given that such data would be
stored in a way that is machine-readable). In order to ensure portability,
it is thus necessary to make efforts to make data ‘interoperable’.'? This
entails providing data to the chosen data controller in a way that it
should be possible to make use of it. How this occurs in a specific context
is a largely technical matter (and beyond the scope of this paper). This
process can be facilitated however by the existence of standards con-
cerning data formats in general and more specifically relating to inter-
operability. To be most effective, the adoption of such standards should
be mandated by law.

9 Aysem Diker Vanberg, ‘The Right to Data Portability in the GDPR: What
Lessons Can Be Learned from the EU Experience?’ (2018) 21 Journal of Internet
Law 12.

10 paul Quinn, ‘Is the GDPR and Its Right to Data Portability a Major Enabler
of Citizen Science?’ (2018) 18 Global Jurist <https://www.degruyter.com/
document/doi/10.1515/gj-2018-0021/html?lang=en> accessed 18 January
2023.

11 Data Protection Directive, art 12.

12 Fora good exploration of these issues, see Wenlong Li, ‘Data Portability as a
New Means of Data Protection? Examining the Right to Data Portability in the
EU General Data Protection Regulation’ (PhD thesis, the University of Edin-
burgh 2019) <https://era.ed.ac.uk/bitstream/handle/1842/36649/Li2019.pd
f?sequence=1&isAllowed=y> accessed 29 June 2023.
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2.2.2. A duty to facilitate a data transfer

Data portability should allow a data subject to demand data transfer
from one controller to another where necessary.'® This is important for a
number of reasons. Perhaps most importantly, the data controller is
likely to have a higher level of technical ability and experience than the
data subject. It may have numerous personnel and superior technical
abilities (in comparison with an individual data subject). It may also
importantly possess a key advantage in terms of economies of scale. This
is because a single service provider, especially if it is a large one with a
key position in the market (including medical services), may receive
many requests from individuals who wish that their data be transferred.
In such a context it will usually be easier for the data controller to
discern the necessary technical and organizational arrangements that
must be made in order to facilitate transfer than it will be for the data
subject.'? An alternative scenario whereby things could only go through
the data subject and whereby data controllers had to liaise individually
with every data subject on technical adjustments that would have to be
made in order to facilitate transfer would in reality be much more
complex. Such discussions would be time-consuming and likely be
difficult given that individual data subjects would not be likely to
possess the same technical knowledge or abilities. The ability therefore
to keep discussion on technical issues with one or a few data controllers
where needed would therefore be advantageous in terms of promoting
interoperability.

2.3. The right to data portability in the GDPR

Unlike Directive 95/46/EC, the GDPR includes a new right to data
portability. Article 20(1) states:

‘The data subject shall have the right to receive the personal data
concerning him or her, which he or she has provided to a controller,
in a structured, commonly used and machine-readable format and
have the right to transmit those data to another controller without
hindrance from the controller to which the personal data have been
provided.’

There are two things that are immediately apparent and of potential
relevance given the discussion above in Section 2.2. The first is that
there is a right to receive data in a ‘machine-readable format’. This
appears to supplement the GDPR’s right to access (discussed above) and
link it firmly with a right to data portability. As discussed above, this is
important from the perspective of interoperability of the data in ques-
tion, including where the data in question concerns human health. The
second is that it bestows the right upon a data subject to ask for direct
transfer to another controller where ‘technically feasible’.'® Article 20
can therefore be thought of as an improvement of the situation vis-a-vis
offering data subjects ‘interoperability’. It offers inter alia increased
possibility for data subjects to transfer their health data from one
controller to another. At the same time, there are however a number of
important elements that will likely serve to limit the ability of in-
dividuals and researchers to use this article, especially in some impor-
tant areas that concern health data. The most important are summarized
in the sections below.

'3 Barbara Engels, ‘Data Portability among Online Platforms’ (2016) 5 Internet
Policy Review <https://policyreview.info/articles/analysis/data-portability-a
mong-online-platforms> accessed 2 March 2023.

4 Jan Kramer, ‘Personal Data Portability In The Platform Economy: Economic
Implications And Policy Recommendations’ (2021) 17 Journal of Competition
Law & Economics 263.

15 This is explicitly confirmed in art 20(2) of the GDPR which states: ‘In
exercising his or her right to data portability pursuant to paragraph 1, the data
subject shall have the right to have the personal data transmitted directly from
one controller to another, where technically feasible.’.
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2.3.1. Limits to the concept of ‘structured, commonly used and machine
readable’ data format

Whilst this concept might sound promising, it is important not to
read it in a too expansive manner. In particular, a duty upon data con-
trollers to produce data that is ‘structured, commonly used and machine-
readable’ does not entail an obligation to make such data compatible for
all purposes that might be desired. As the Article 29 Working Party
(WP29) pointed out when discussing Article 20 of the GDPR, ‘portability
aims to produce interoperable systems not compatible systerns’.16 The
latter (i.e., compatibility) would entail an obligation upon the data
controller to ensure that the data provided was directly compatible with
the intended purposes and processing systems of the proposed new
controller (to whom the data was to be passed). Although such a vision
would make things easier for both the data subject and the new
controller (who would receive data that would be directly ready for use),
this would represent a heavy burden (if not impossible) that almost
entirely falls on the original controller to ensure that the data that was
being transferred was completely compatible (i.e., ready to use) with
whatever processing systems were being used by the new controller.
Given that there could be numerous different formats and systems used
by a new controller, this would effectively mean a duty to modify and
tailor data to the needs of any data controller that a data subject
demanded transfer to. Such a duty would likely act as a deterrent to data
processing in general given that data controllers would have to ensure
that they had the capacity (in terms of both personnel and technical
expertise) to make such modifications if they were demanded.

It is for such reasons that a duty of ‘compatibility’ of transferred data
was not deemed realistic by the drafters of the GDPR. As for the notion of
‘interoperability’, the European Commission has defined it as ‘the ability
of disparate and diverse organisations to interact towards mutually
beneficial and agreed common goals, involving the sharing of infor-
mation and knowledge between the organisations, through the business
processes they support, by means of the exchange of data between their
respective ICT systems’.!” Compared to ‘compatibility’, ‘interopera-
bility’ represents a lower threshold and consequently poses less of a
burden on the original data controller. Such a duty represents a shared
burden where not only the original data controller but also the recipient
(a research institution in this context) would have to make efforts to
ensure compatibility. This is because interoperability normally involves
a duty to use one of several commonly available formats. Interopera-
bility thus entails work for both the original controller, who must ensure
that the data meets such a format and for the recipient who will have to
further process the data into a new form that is compatible with its
desired purposes. Nevertheless, Article 20 of the GDPR does not amount
to a duty of ‘interoperability’ either, as confirmed by the opinion of
WP29, where it is stated that ‘structured’ ‘commonly used’ and ‘machine
readable’ are ‘a set of minimal requirements that should facilitate the
interoperability of the data format provided by the data controller’'® In
other words, while the three ‘means’ are mandatory in the GDPR, the
outcome of interoperability is only ‘suggested’.'® Therefore, although an
advancement on the Data Protection Directive, the GDPR’s data porta-
bility obligation to provide data that is ‘structured, commonly used and

16 Article 29 Data Protection Working Party (WP29), ‘Guidelines on the right
to data portability’ (2017) 17.

17 European Commission, Directorate-General for Informatics, ‘European
interoperability framework (EIF): towards interoperability for European public
services’ (2011) <https://data.europa.eu/doi/10.2799/17759> accessed 30
June 2023.

18 Wp29 (n 16) 17.

19 paul De Hert and others, ‘The Right to Data Portability in the GDPR: To-
wards User-Centric Interoperability of Digital Services’ (2018) 34 Computer
Law & Security Review 193.
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machine-readable’ represents a limited vision in terms of what data
portability entails.””

2.3.2. Article 20 only applies to personal data provided by data subjects
themselves

Another important caveat that should be placed on the right of data
portability as described by the GDPR is that it applies only to ‘personal
data provided by the data subject’.

Firstly, it may appear self-evident that the right to data portability
doesn’t apply to data without a personal nature, including anonymised
data, as the GDPR only applies to personal data.?! In the area of health
data, this could exclude for example certain images or test results where
relevant metadata have been removed, insofar as the identification of
the relevant individual is extremely difficult.

More importantly, Article 20 GDPR requires that the data that is
subject to the right to data portability has to be provided by the data
subjects themselves. This importantly excludes all other forms of sec-
ondary personal data that have been derived from further processing.
This includes, most notably in the area of health data, all forms of
inferred data, for example, the results of various forms of analysis that
have been performed on the original data. In a world where complex
processing using inter alia various forms of artificial intelligence is
increasingly becoming the norm (including the area of health), this
limitation means that a wealth of analysis, inferences and useful con-
clusions based on further processing (of data that the data subject had
originally provided) would be excluded, which will no doubt be of
relevance to others who might want to provide services to data subjects
in the future, including in the health sector. This important restriction of
the right to data portability was seemingly placed into the GDPR to
protect the commercial secrets and strategies of data controllers who
may have developed innovative forms of data analysis to produce
inferred data. Consequently, as Section 4 will discuss in more detail, the
inclusion of the inferred data in the form of portability envisaged in the
EHDS proposal represents a major innovation.

2.3.3. Article 20 only applies to data processed under a very limited range
of legal bases

Article 20 GDPR is also limited given that it only applies to data that
is processed on the basis of two (of the many) grounds that are described
in the GDPR. These cover data that is processed after obtaining the
(explicit) consent of the data subject or alternatively that the processing
was ‘necessary for the performance of a contract to which the data
subject is party or in order to take steps at the request of the data subject
prior to entering into a contract’.>? These grounds will cover some but
by no means all of the potential types of personal data that might be
thought to be of relevance in the processing of health data.

The first may for example cover the types of relationships described
above where individuals agree through formalised processes of consent
to provide their data so as to have it stored and or further processed. This
could include for instance lifestyle monitoring services or certain forms
of processing related to healthcare (where consent is the basis for pro-
cessing). It may also interestingly include data that had previously been
provided to researchers or scientific institutions precisely for the pur-
pose of research (again where consent was the legal basis for

20 gee Section 6 which elaborates on the interoperability requirements pro-
posed in the EHDS building on the GDPR.

21 WP29 (n 16) 9, ‘Only personal data is in scope of a data portability request.
Therefore, any data that is anonymous or does not concern the data subject, will
not be in scope. However, pseudonymous data that can be clearly linked to a
data subject (e.g., by him or her providing the respective identifier, cf. Article
11 (2)) is within the scope.” As Section 4 of this paper will discuss, the EHDS
proposal seems to go beyond personal data using a definition of ‘electronic
health data’ that includes health data that is not personal in nature.

2 GDPR, art 20(1)(a).
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processing).

With regards to the second ground discussed above, one can imagine
various contracts that may have been concluded with various organi-
sations to provide services or deliver physical products. Imagine for
instance streaming services for movies or music, online stores such as
Amazon etc. Whilst such information may appear banal viewed from the
perspective of a single individual, on a larger scale (i.e., where such data
is available for many individuals), it may provide extremely useful
research material, allowing important information relating to socio-
economic factors or even health status. Article 20 thus provides the
option of transferability for such data.

However, Article 20 GDPR does not include a range of other contexts
in which health data is commonly processed (and for which different
legal bases are used). This includes most importantly where processing
in the health care sector is based on Article 9(2)(h), i.e. for occupational
medicine.” This is a mainstay of data processing in the healthcare sector
where the need to continually obtain consent would not be practi-
cable.?* As a result, vast amounts of health data are obtained and further
processed on this basis in healthcare, without the involvement of either
consent or a contract.”” Its exclusion from Article 20 of GDPR means that
patients will not be in a position to demand the application of the right of
data portability in many circumstances.

3. An overview of the European Health Data Space and its new
requirements on data portability

3.1. Background

The European Commission has the ambition to make Europe a leader
as a ‘data driven society’. In doing do so, it has, as part of its ‘Data
Strategy’, decided to create a number of ‘data spaces’.”° These represent
areas of increased co-operation in terms of data sharing. According to
the Commission the concept has three key pillars. They will:*”

(i) deploy data-sharing tools and services for the pooling, processing and
sharing of data by an open number of organisations, as well as
federate energy-efficient and trustworthy cloud capacities and related
services;

(ii) include data governance structures, compatible with relevant EU
legislation, which determine, in a transparent and fair way, the rights
concerning access to and processing of the data;

(iii) improve the availability, quality and interoperability of data — both in
domain-specific settings and across sectors.

The creation of such spaces will accordingly be facilitated by the
creations of new architectures to facilitate data sharing where there is an

23 Art9(2)(h) provides a legal base for the processing of sensitive data where it
is ‘necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the
provision of health or social care or treatment or the management of health or
social care systems and services’.

24 Shahid Munir Shah and Rizwan Ahmed Khan, ‘Secondary Use of Electronic
Health Record: Opportunities and Challenges’ (2020) 8 IEEE Access 136947.

%5 Giorgia Bincoletto, ‘A Data Protection by Design Model for Privacy Man-
agement in Electronic Health Records’ in Maurizio Naldi and others (eds),
Privacy Technologies and Policy (Springer International Publishing 2019).

26 A European Strategy for Data (n 2).

27 European Commission, ‘Staff working document on data spaces’ SWD
(2022) 45 final < https://digital-strategy.ec.europa.eu/en/library/staff
-working-document-data-spaces > accessed 26 June 2023.
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economic, societal, or scientific reason to do so.”® Such architectures
will be regulated by governance frameworks that the EU will outline in
forthcoming legislative acts. The aim behind such an ambition is to
improve the overall level of data sharing which at present has not been
optimised due to a range of legal and technical barriers in addition to a
general reticence to share data.”” This is the main motivation behind the
European Health Data Space.

3.2. Main structure

The European Health Data Space is the first ‘data space’ to receive a
detailed proposal by the commission. At the time of writing, it was
continuing its legislative process through various EU institutions. The
proposal aims to primarily increase the sharing of health data in two
aspects:

(i) Primary use

Primary use is related to the provision of health care, being described
as activities involving ‘the processing of personal electronic health data
for the provision of health services to assess, maintain or restore the state
of health of the natural person to whom that data relates, including the
prescription, dispensation and provision of medicinal products and
medical devices, as well as for relevant social security, administrative or
reimbursement services’.>’ In Chapter II of the EHDS proposal, a series
of rights and mechanisms for enhancing the individual control over their
health data in relation to primary use are outlined to complement the
data subject rights under the GDPR. In particular, it foresees the crea-
tions of uniform standards and technical requirements for Electronic
Health Records (EHRs)®! and will establish a pan European infrastruc-
ture that permits the sharing of central elements of EHRs across
Europe.”” This represents an important shift in the EU’s strategy.33
Previously the EU had only sought to encourage technical harmoniza-
tion and collaboration in terms of cross-border EHR exchange.® Such
efforts however have only achieved limited success, providing the
motivation for the EU to take a more muscular approach in the EHDS
proposal.

(i) Secondary use

The secondary use relates to the re-use of electronic health data for a
range of purposes that are outlined in Chapter IV of the proposal. Many
of these relate to research connected to a wide range of themes and
purposes. This includes the classic notion of scientific research®” but also
the innovation of new products or services related to ‘public health or
social security, or ensuring high levels of quality and safety of health

28 Inga Ulnicane, ‘Artificial Intelligence in the European Union’ in Thomas
Hoerber, Gabriel Weber and Ignazio Cabras, The Routledge Handbook of Euro-
pean Integrations (1st edn, Routledge 2022) <https://www.taylorfrancis.
com/books/9780429262081/chapters/10.4324/9780429262081-19>
accessed 7 March 2023.

2% For a wider discussion of this, see European Commission, Joint Research
Centre, ‘Emerging Approaches for Data-Driven Innovation in Europe: Sandbox
Experiments on the Governance of Data and Technology’ (2022) <https://data.
europa.eu/doi/10.2760/630723> accessed 23 October 2023.

30 EHDS proposal, art 2(2)(d).

31 EHDS proposal, ch IIL.

32 EHDS proposal, art 12.

33 Stefano Genovese and others, ‘The European Health Data Space: A Step
towards Digital and Integrated Care Systems’ (2022) 30 Journal of Integrated
Care 363.

34 One of the most important examples of such an approach was the Directive
2011/24/EU of the European Parliament and of the Council of 9 March 2011 on
the application of patients’ rights in cross-border healthcare [2011] OJ L88/45.

35 EHDS proposal, art 34(1)(e).
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care, of medicinal products or of medical devices’*°. Other areas of
permitted use will relate to the need to deal with public health threats,’”
the need to improve the provision of healthcare delivery and related
services and education and training-related activities.*® To make data
available for these purposes, the EHDS proposes to create a mechanism
where data users can apply to access certain dataset shared by data
holders with a data permit issued by the Health Data Access Body. *°

3.3. Data portability in the EHDS

The European Commission has therefore developed the EHDS with
multiple goals in mind, all falling under the broad umbrella of making
health data more readily available for selected purposes. Central to this
strategy the creation of an EHR sharing architecture, the adoption of
harmonized technical standards and the creation of a secondary data
platform for the further use of data are the main pillars. Within these
broader goals, it also seems clear that one of the aims of the EHDS
proposal was to improve the ‘portability’ of health data. This is clearly
described in the explanatory materials to the proposal which state:

‘The GDPR provides the rights to access, to portability and to accessi-
bility/transmission to a new controller of data. [...] The EHDS supports
the implementation of the rights enshrined in the GDPR as applied to
electronic health data. The EHDS builds upon the possibilities offered by
the GDPR for an EU legislation on the use of personal electronic health
data for medical diagnosis, the provision of health care or treatment or the
management of health care systems and services.”*°

The above citation arguably confirms that the Commission sees
‘portability’ as being a related but distinct concept to ‘accessibility’ (i.e.
in line with how the concepts are seen within the GDPR). In terms of the
proposed EHDS regulation, we can see that Chapter 2 of the Proposal (i.
e. related to primary use) contains elements that are both implicitly and
explicitly linked to the notion of ‘portability’. The implicit elements can
be linked to a common understanding of the notion of portability but do
not relate to the right as it is described within the GDPR. The explicit
elements appear however to be a direct attempt to improve upon the
rights outlined within article 20 of the GDPR. These are outlined below.
After briefly reviewing the elements within the proposal that are
implicitly linked to data portability, the remainder of this article will
focus on the latter category to determine what the new explicit right of
portability in the proposal actually entails and how it may differ from
the right outlined in article 20 of the GDPR.

3.3.1. Implicit data portability provisions concerning the transferability of
EHR elements

Though not described in terms of a ‘portability right’, the general aim
of making Electronic Health Records (EHRs) available throughout
Europe (i.e. the aim of chapter 2 of the proposal which is dedicated to
’primary use’) for the process of medical treatment is clearly linked to a
loose notion of portability. This is because the aim is essentially to allow
patients (who are also data subjects) to have their data (i.e., elements of
their EHRs) transferred from one healthcare provider to another (i.e.,
different data controllers). The provisions in the EHDS proposal on
primary use are, in general, intended to allow patients to transfer (at

36 EHDS proposal, art 34(1)(f). Art (34)(1)(g) also permits the reuse of sec-
ondary data for training Al algorithms for similar purposes.

37 EHDS proposal art 34 (1)(a) for example permits re-use for ‘activities for
reasons of public interest in the area of public and occupational health, such as
protection against serious cross-border threats to health, public health sur-
veillance or ensuring high levels of quality and safety of healthcare and of
medicinal products or medical devices’.

38 EHDS proposal, art 34 (d).

3% EHDS proposal 71-83 (Ch IV, Section 2 & 3).

40 EHDS proposal 3.
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least some data) data from one healthcare provider to another in order to
facilitate treatment. Such transmission will be facilitated by the re-
quirements within the proposal on the harmonisation of EHR technical
standards throughout the EU (something that hitherto has not been
compulsory).*! Doing this entails the ability to have important segments
of one’s EHR available upon request for access by health professionals in
other institutions.*” The EHDS proposal importantly does not foresee a
right to have all of one’s EHR accessible but only what it describes as
priority categories of data (outlined in Article 5). At present, these
include ‘patient summaries’, ‘electronic prescriptions’, ‘electronic dis-
pensations’, ‘medical images and image reports’, ‘laboratory results’ and
‘discharge reports’. Although important such elements are far from
representing the entirety of a patient’s EHRs.*® It is important to note
however that although the chapter II provisions of the proposal are
undoubtedly loosely linked with a common understanding of porta-
bility, they do not constitute a right of data portability in the strict sense
(as understood under Article 20 of the GDPR). This is for several reasons.
This includes the fact that the general requirement to share EHRs in
Chapter 2 only relates to specific elements of a patient’s personal data
and not all (or even most of them). Furthermore, such sharing would be
triggered by requests made by healthcare providers and not by the data
subject themselves. This can be contrasted to the right as outlined in
article 20 which is triggered by the data subject.

3.3.2. An explicit new right to data portability?

As Section 4 discusses below, the drafters of the EHDS have also
created extra explicit rights of data portability, rights which seemingly
augment those contained within Article 20 of the GDPR. In particular,
Article 3(8) states:

‘Natural persons shall have the right to give access to or request a data
holder from the health or social security sector to transmit their electronic
health data to a data recipient of their choice from the health or social
security sector, immediately, free of charge and without hindrance from
the data holder or from the manufacturers of the systems used by that
holder [...]°

Unlike the general framework for EHR sharing (discussed in 3.3.1),
the link between these new rights and the issue of data portability is
arguably more explicit (despite the fact that the word ‘portability’ itself
is not explicitly mentioned). The location of these rights within Chapter
2 of the proposal suggests that they only apply within the domain of
primary use as outlined above and do not apply for purposes linked to
secondary use. Interestingly, they seem to apply in parallel to the gen-
eral system of EHR exchange foreseen by Chapter 2 of the proposal. This
means that these explicit rights of portability apply alongside the more
general obligations to make EHRs accessible throughout Europe (i.e.,
described in 3.3.1). This raises questions as to what the inclusion of this
explicit right of portability means. What this limited extension entails
and how it is likely to apply are discussed in further depth below.

4. An expanded right to data portability?

4.1. The scope of the explicit right to data portability in the proposed
EHDS

As the first sector-specific EU data space emerging from the

41 As art 6 of the EHDS proposal states, the European Commission will through
implementing acts outline ‘the technical specifications for the priority cate-
gories of personal electronic health data referred to in Article 5, setting out the
European electronic health record exchange format’.

42 EHDS proposal, art 4.

43 1t should be noted that art 5(2) of the EHDS proposal allows the Commission
to create delegated acts in the future to expand this list.
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European strategy for data,** the proposed European Health Data Space
is meant to build on the data subject rights set out in the GDPR and
further develop them.*® With respect to the right to data portability, the
EHDS proposal made reference to the limitations (on the right of data
portability) contained within Article 20 of the GDPR (e.g. applying only
where certain legal bases are used, not to inferred data as discussed
above in 2.3). It points out that these ‘may limit its benefits for the
provision of high-quality, safe and efficient healthcare services to the
natural person’.*® As is further discussed below, the explicit right out-
lined in article 3(8) of the proposal is noteworthy because it seemingly
does not contain the same limitations as those foreseen by the GDPR. In
particular, the proposal states that data subjects have the right to have
their electronic health data transmitted directly to another data hold-
er.”” The notion of electronic health data includes inferred data, that are
processed by any private or public data controllers, irrespective of the
legal basis for the processing under the GDPR.*® Consequently, it could
be argued that it represents a substantial expansion of the right to data
portability, at least within the scope of electronic health data as defined
by the EHDS proposal. The following subsections below will further
scrutinize these changes, attempting to delineate to what extent they
represent a genuine expansion upon the rights outlined within Article 20
GDPR.

4.2. The right to data portability in the EHDS applies to all processing no
matter the legal grounds

As discussed above in Section 2.3, Article 20 GDPR is limited only to
data that is processed after obtaining the consent of the data subject or
alternatively that the processing was ‘necessary for the performance of a
contract to which the data subject is party or in order to take steps at the
request of the data subject prior to entering into a contract’. Whilst
important, these legal bases represent the appropriate processing
grounds for only a portion of electronic health data. Most importantly,
they do not cover non-consent-based processing for medical use and
various types of processing related to public health (e.g., for epidemio-
logical analysis). The legal base outlined in Article 9(2)(h) (relating to
occupational medicine), in particular, represents a mainstay in terms of
the day-to-day processing of EHRs. Whilst perhaps the most important
legal base in mainstream healthcare, it is by no means the only legal base
potentially excluded by Article 20 of the GDPR. In addition, it is
explicitly stated in Article 20(3) that this right does not apply to pro-
cessing based on tasks of public interest or exercising the official au-
thority vested in the controller.”” As discussed in Section 2.3 above, this
could include the processing of health data for purposes related to public
health or epidemiology. Another important legal base that was excluded
by Article 20 is that of ‘vital interest’. This is important in the context of
health care given that in a number of situations (e.g., emergencies)
where patients may require medical treatment but are unable to express
consent. Unlike the right of portability described within Article 20
GDPR, the right of data portability outlined in Article 3(8) of the EHDS
proposal is not limited by the legal base selected.

This expansion is confirmed by Recital 12 of the proposal, which
states that a natural person has the right to data portability no matter
what legal basis is used for processing the health data in question. On the
face of this, many of the other legal bases that are frequently used in

44 A European Strategy for data (n 2).

45 EHDS proposal, recital 6.

46 EHDS proposal, recital 11.

47 1t should be noted that the right outlined in art 3(8) of the EHDS proposal
also obliges data recipient to receive the data that has been transmitted. This is
not the case with the right outlined in Article 20 GDPR.

48 EHDS proposal, recital 12. The term ‘data subject’ is used in recital 12, but
not in the relevant articles of the EHDS, in particular art 3(8).

9 GDPR, art 20(1)(a) and art 20(3).



W. Li and P. Quinn

health care itself or domains which are directly related will be encom-
passed. Whereas only a portion of healthcare-related activities would
have been engaged in Article 20 GDPR, this appears to no longer be the
case, and the vast majority of processing activities will seemingly be
engaged by the right as envisaged in the proposal. The authors of this
paper would accordingly argue that this would represent an important
extension in the domain of health care, though care must be taken when
interpreting such a provision given that this right is outlined within the
chapter of the proposal dedicated to the primary use, which itself re-
ceives a complex definition within the proposal (this is discussed further
below in Section 5).

4.3. ‘All personal electronic health data, including inferred data’

The proposed EHDS extends the application of the right to data
portability to ‘all electronic health data, including inferred data’. In
particular, it is clear from the proposal that inferred data should be
included within any right to data portability. This formulation contrasts
with the requirement in the GDPR that the right to data portability only
applies to data that are provided by the data subject to a controller.”’
WP29 points out that ‘data provided by the data subject’ does not only
amount to ‘data actively and knowingly provided by the data subject’,
but also includes ‘observed data provided by the data subject by virtue of
the use of the service or the device’. °' Whether interpreted expansively
or restrictively, it is clear that the inferred or predicted data produced by
data controllers are excluded from the scope of the right in the GDPR,”*
which puts a limit to the possibilities of exercising the right by in-
dividuals in reality. The inclusion of all inferred data in the EHDS pro-
posal is therefore an undoubted expansion of the right to data
portability.

WP209 refers to inferred data (and derived data) as the data created
by the data controller on the basis of the data ‘provided by the data
subject’, often resulting from the subsequent analysis of one’s observed
behaviours or certain status.” This definition could include a range of
important data within healthcare practices. In a broad sense, a doctor’s
diagnosis can be the most common example of inferred data, as it is
based on ‘raw data’ such as patients’ complaints and test results. In
addition to such traditional examples of medical inferred data, one can
add many examples produced by the ascent of digitised, analytic, and
interconnected medicine.”* These trends have allowed data to be
weaved together from various sources and analysed in ways that can
provide useful information. The input data that inferences result from
could be one’s physical or mental parameters, such as heart rate, exer-
cise intensity, daily diet, and sleep-wake schedule, often collected by
various wellness and lifestyle apps or wearable devices. In the future,
with a potentially increased use of predictive medicine, the range of
potentially useful data will increase, potentially including data from
further sources, such as purchasing habits (e.g., for food) and even social
media content.””

Undoubtedly, inferred data has immense potential to be utilised. The
quality of care can be improved in a more personalised manner if the
health inferences from various sources can be shared among various
health and wellness services, especially in the contexts of eHealth and
mHealth. In this regard, the proposed EHDS seems to encourage and
facilitate the integration of numerous non-traditional sources of health

50 GDPR, art 20(1).

51 WP29 (n 16) 9-10; also see Gauthier Chassang and others, ‘Data Portability
in Health Research and Biobanking: Legal Benchmarks for Appropriate Imple-
mentation’ (2018) 4 European Data Protection Law Review (EDPL) 296.

52 De Hert and others (n 19).

53 WP29 (n 16) 10.

54 For example, see Mason Marks, ‘Emergent Medical Data: Health Informa-
tion Inferred by Artificial Intelligence’ (2020) 11 UC Irvine Law Review 995.
55 ibid.
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data into their EHRs that can be accessed by healthcare professionals,
enabled by the new right to data portability.”® One could for example
choose to import their sleep cycles and exercise level into their EHRs and
make them available to doctors when needed. Linking health data pro-
duced in both medical and non-medical contexts, despite various chal-
lenges such as data quality and system interoperability, helps to build a
more holistic view of the patient, and especially takes into account the
social and environmental factors that may influence health.”” Given that
it is likely that more health inferences are derived from the analysis of
digital traces of individuals outside the traditional medical context,’® it
seems possible that the EHR of the future may contain a wider array of
inferred data than it does now. The provisions outlined within Article 3
(8) of the proposal are therefore likely to become increasingly important
as medicine makes greater use of such data.

4.4. The right of portability applies to a broad notion of health data

Given the wording of Article 3(8), one might also ask whether the
new right of portability applies to non-personal data in addition to
personal data (unlike Article 20 GDPR which clearly only applied to the
latter). This is because article 3(8) makes reference to ‘electronic health
data’, which is a central concept in the EHDS. This is defined in Article
(2)(c) as including both ‘personal and non-personal data’. Such an
interpretation would be extremely wide-ranging and raise major ques-
tions. This is because the domain of non-personal health data is poten-
tially enormous. It would be capable of encapsulating a range of data
from devices and include various data generated by the delivery of
health care that may or may not have relevance for specific individuals.
The application of a right of data portability to both personal and non-
personal data would be challenging for two reasons. First, the sheer
size of the data involved could be enormous. It would go potentially
beyond any personal data on the patient’s EHRs and include all types of
data generated in the provision of health care to an individual. It is
beyond the scope of this paper to outline the boundaries of what such
data could include but it would seemingly cover all data related to
medical devices used in patient care as well as data concerning the
functioning of the organisation itself. The application of a right to data
portability to such a range of data would pose serious practical chal-
lenges, not only in terms of its potential quantity but also in terms of the
need to define it. Second, it would be difficult to discern what forms of
non-personal data were relevant to a particular individual and thus
subject to the application of the right to data portability. It is not clear
how a data controller could go about delineating what non-personal
data (e.g., relating to the organisation of the institution providing the
healthcare) was relevant to a particular individual. Even if it was, it
would require considerable deliberation on a case-by-case basis. This
would add to problems in terms of the practicability of servicing data
portability requests.

For the reasons stated above, the authors of this paper would submit
that the application of a portability right to non-personal data would be
extremely problematic. We would argue that, despite the unfortunate
omission of the word ‘personal’ before ‘electronic health data’, the
provisions outlined in paragraph 3(8) of the proposal are clearly
intended to apply to personal data only. This interpretation is arguably
supported by the title of Section I - ‘Access to and transmission of per-
sonal electronic health data for primary use’ (emphasis added). °° It is

56 EHDS proposal, recital 10; also see art 31, which for instances foresees a
proposal for the voluntary labelling of wellness applications to allow integra-
tion within EHRs.

57 Griffin M Weber, Kenneth D Mandl and Isaac S Kohane, ‘Finding the Missing
Link for Big Biomedical Data’ (2014) 311 JAMA 2479.

58 Marks (n 54). The term ‘emergent medical data (EMD)’ is used to refer to
such health inferences in contrast with ‘tradition medical data’.

59 Also see Section 5.2 of this article.
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argued that this is the only way to avoid a potentially absurd breadth of
the right to data portability and one that would make it impossible to
facilitate in reality. The authors hope that this discrepancy will
accordingly be remedied in the final version of the proposal.

Though of course narrower than ‘electronic health data’, ‘personal
electronic health data’ remains a very broad concept which is primarily
based on ‘data concerning health’ from the GDPR as defined in the
proposal.®” Two factors are central to creating such a breadth. First, ‘data
concerning health’ has been defined in the GDPR as any personal data
which can provide an indication of the health status of a particular in-
dividual.®! This goes beyond information indicating that an individual
may have a particular health condition and can even include probabi-
listic assessments about developing a certain condition in the future. It
has even been stated that an indication of health status could even
include information that ascertains that someone is ‘healthy’. Second, as
one of the authors has discussed in a previous paper, the GDPR ap-
proaches the notion of health data (or sensitive data in a broader sense)
from a highly contextual perspective, in which the existence of health
data is determined by the potential availability of complementary data
and the processing abilities of those who have access to the data.’” In
modern contexts this means that the definition of health data is
extremely wide and constantly expanding.

This is particularly true when taking into account the ever-increasing
computational capacity, data mining technologies and big data appli-
cations which allow conclusions related to one’s health status to be
drawn from all kinds of data indirectly, even if the data is not intrinsi-
cally sensitive.°® While these data are conceptualised by Malgieri and
Comandé as ‘quasi-health data’,°* the EHDS refers to them in a similar
sense as ‘data determinates of health’,%" including relating to ‘behav-
iours, environmental, physical influences, medical care, social or
educational factors’, all falling under the scope of personal electronic
health data.®® This goes far beyond the data conventionally produced in
the medical context, such as test results, diagnoses and prescriptions, but
also includes user-generated data from medical devices, smart devices
and wearables, digital health and wellness applications, and even
potentially include social and environmental factors (for example, in-
come, profession and exposure to pollution).®” Genetic data and other
data in relation to the provision of healthcare services (such as admin-
istrative data) are also included in this broad notion by the EHDS. The
authors would suggest that such a wide definition of ‘personal electronic
health data’ may have been considered in order to reduce the problems
the GDPR presents in defining exactly what health data is. The wide
formulation opted for by the EHDS proposal seemingly indicates that an
expansive notion is to be used. Whilst this may reduce problems in terms
of the need to delineate the boundary between health and non-health
data,®® the mere exclusion of non-personal data here does not help
much to solve the practical challenges caused by the overbreadth of the
concept with the functioning of the EHDS mechanisms, in particular, the
implementation of the new right to data portability.

0 EHDS proposal, art 2(2)(a).

61 GDPR, art 4(15).

52 paul Quinn and Gianclaudio Malgieri, ‘The Difficulty of Defining Sensitive
Data—The Concept of Sensitive Data in the EU Data Protection Framework’
(2021) 22 German Law Journal 1583.

63 ibid. Also see Gianclaudio Malgieri and Giovanni Comandé, ‘Sensitive-by-
Distance: Quasi-Health Data in the Algorithmic Era’ (2017) 26 Information &
Communications Technology Law 229.

o4 Malgieri and Comandé (n 63).

65 EHDS proposal, art 2(2)(a).

EHDS proposal, recital 5.

Malgieri and Comandé (n 63).

68 EHDS proposal, art 2(2)(a).
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5. Limits to the right of data portability

Despite the obvious ways in which the EHDS ambitiously proposes to
expand the right to data portability, there are elements in its formulation
that raise questions as to the extent of such an expansion. Some of these
are linked to uncertainties in the definition of core concepts within the
EHDS. These hinder a clear and coherent understanding of the extent of
the expanded right to data portability. These factors raise the question of
how far one should go in thinking of the portability right outlined in
Article 3(8) as representing a separate and parallel right in addition to
the main thrust of chapter 2, i.e., making the sharing of EHRs and other
personal electronic health data easier. The most important of these
factors are outlined below.

5.1. Limited to transfers from ‘data holders’ to recipients ‘in the health or
care sector’

As with other recent legislative initiatives, °° the EHDS has opted for
a more generic term ‘data holder’ to refer to entities that bear certain
obligations in relation to the data under their control. This is ostensibly
for the reason that a ‘data controller’ as defined within the GDPR is not
sufficient in contexts where non-personal data need to be included. The
EHDS proposal defines a ‘data holder’ as:

‘any natural or legal person, which is an entity or a body in the health or
care sector, or performing research in relation to these sectors, as well as
Union institutions, bodies, offices and agencies who has the right or
obligation, [...] to make available, including to register, provide, restrict
access or exchange certain data’.”°

While Recital 12 of the EHDS proposal calls for a right to portability
to be applied to any private or public data controllers, Article 3(8)
confines the obligation to react to a natural person’s data transfer
request to data holders ‘from the health and social security sector’. This
seemingly narrows the application of the expanded portability right to
only a portion of potential data holders. The Joint Opinion issued by the
European Data Protection Board (EDPB) and the European Data Pro-
tection Supervisor (EDPS) has already pointed out that this formulation
may cause inconsistency and confusion with the definitions of ‘data
holder’ in the Data Governance Act and the Data Act.”! Unfortunately,
the wording used in the EHDS proposal, fails to clearly define which
actors would be responsible for assisting the individuals in terms of data
portability requests, in particular because of an ambiguity about what
exactly is covered by the term ‘health or care sector’ (which was not
defined in the original proposal.”?

Three examples can be used to illustrate the difficulties with the
ambiguities that are created here. They relate to areas where individuals
might want to invoke a portability right to move electronic health data
to actors that might be able to use the data to perform non-healthcare-
related functions. The first relates to businesses and services that are
not strictly medical care but are more well-being-orientated. A common
example may be the provision of nutritional advice. In many Member

9 The concept is also central in Regulation (EU) 2022/868 of the European
Parliament and of the Council of 30 May 2022 on European data governance
and amending Regulation (EU) 2018/1724 (Data Governance Act) OJ L152/1,
art 2(8), and Proposal for a Regulation of the European Parliament and of the
Council on harmonised rules on fair access to and use of data (Data Act) COM/
2022/68 final, art 2(6).

70 EHDS proposal, art 2(2)(y).

7! European Data protection Board (EDPB) and European Data Protection
Supervisor (EDPS), ‘EDPB-EDPS Joint Opinion 03/2022 on the Proposal for a
Regulation on the European Health Data Space’ para 29 < https://edpb.europa.
eu/system/files/2022-07 /edpb_edps_jointopinion_202203_europeanhealthda
taspace_en.pdf > accessed 30 June 2023 (‘EDPB-EDPS joint opinion’).

72 Petros Terzis, ‘Compromises and Asymmetries in the European Health Data
Space’ (2022) 1 European Journal of Health Law 1.
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States, this is not recognised as falling within the definition of medical
practice (‘nutritionists’ may for example not have formal qualifications
as medical professionals do).

The second type is related to commercial digital applications, ser-
vices, or products that although not falling under the concept of
healthcare, are clearly linked given the data that is used (e.g., genetic
data for online genealogy services) can also be used for health purposes.
Such services may be data intensive (both in the input data they require
and the inferred data they generate). Individuals may have valid reasons
to want to transfer their personal health data from or to such entities and
their healthcare providers. Unfortunately, at present, it seems (at least
from an intuitive perspective) that such areas would fall outside the
scope of the ‘health or social sector’, meaning that individuals could not
invoke a right of portability to transfer their data to entities performing
such activities.

A third illustration relates to potential requests for transfers of data
from EHRs to research institutions that conduct health-related scientific
research. One could imagine that motivated individuals (e.g., citizen
scientists)’® might want to be proactive in channelling their data to
particular research institutions (i.e., in effect circumventing the need for
such institutions to submit data access requestions through the Health
Data Access Body to be set up by the EHDS). Again, the ambiguity of the
language used casts doubts on whether such a request is possible. If one
refers to the definition of ‘data holder’ in the EHDS proposal, however,
74 one sees the phrase ‘performing research in relation to these sectors’ is
juxtaposed with ‘the health or social security sector’. This arguably in-
dicates that the former is not considered to be part of the latter, i.e.,
excluding health research from the ‘health and care sector’. If this is true
it would mean that portability requests could not be used in order to
facilitate such motivated transfers for research purposes given that the
intended recipients would seemingly not fall within the ‘the health or
social security sector’. One cannot by any means be certain about such
an interpretation, however. The authors of this paper would argue that
the reasons for such a formulation are not clear. It seemingly excludes
the possibility for motivated transfers on the part of citizen science to
facilitate research with their own data. If it is the intention of the pro-
posal drafters, one would hope that this is made explicitly clear in later
versions. In response to this issue, the European Parliament has pro-
posed an amendment to this provision in its draft report on the EHDS
proposal to remove this restriction, in favour of data flows enabled by
the data portability request being transferred to other sectors.””

5.2. Limited to the ‘primary use’

Despite Recital 12 of the EHDS proposal which stresses that the right
applies to all electronic health data, the location of the new portability
right also seems to indicate an important limitation — that it is confined
to the ‘primary use’ of electronic health data. This is because it is located
within Chapter 2 which is described as related to the ‘primary use of
electronic health data’. This is defined as’®:

‘the processing of personal electronic health data for the provision of
health services to assess, maintain or restore the state of health of the
natural person to whom that data relates, including the prescription,
dispensation and provision of medicinal products and medical devices, as

73 Quinn (n 10).

74 EHDS proposal, art 2(2)(y).

75> European Parliament, ‘Draft report on the proposal for a regulation of the
European Parliament and of the Council on the European Health Data Space’
2022/0140(COD)  <https://www.europarl.europa.eu/doceo/document/CJ43
-PR-742387 EN.pdf> accessed 30 June 2023, see Amendment 46: ‘Natural
persons shall have the right to give access to or request a controller or a data
holder, including from the health or social security sector, to transmit [...]".

76 EHDS proposal, art 2(2)(d).
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well as for relevant social security, administrative or reimbursement
services’.

A first reading of the above definition suggests primary use is clearly
related to a traditional vision of what the delivery of healthcare is. This
essentially encompasses medical consultation, diagnosis, or treatment,
including the use of medical devices or medicinal substances involved in
such processes. It additionally appears to cover administrative and
financial aspects surrounding such processes. It could be argued how-
ever that the use of the phrase ‘assess, maintain or restore the state of
health’ could be indicative of a wider coverage than traditional medi-
cine. The notion of maintaining good health, in particular, is not
something that traditional medical activities are generally occupied
with (for better or worse). How far this can be stretched to cover a wider
range of activities that are not strictly speaking acts of medicine but may
be closely related to such acts is however questionable. This includes
wellness-related activities, other commercial activities related to health
data and importantly scientific research. The inclusion of such activities
within the notion ‘primary use’ seems uncertain. Similarly, data
collected for the purpose of, for example, clinical trials will constitute
‘the secondary use’, seemingly excluding them from the new right of
portability envisaged in Article 3(8) of the proposed EHDS.

In addition, whilst the explanatory note in the proposal uses the word
‘health professionals’ in describing Chapter II,”” this term does not find
prominence in the legal text itself. It is not clear whether ‘the provision
of health services’ is only limited to purely professional scenarios, such
as medical treatment by a licensed doctor or is capable of covering ac-
tivities carried out by individuals who may have a less clear legal un-
derpinning. The authors argue that this makes the delineating when and
where the data portability requirement in Article 3(8) will apply more
confusing still.

A further area of ambiguity that must be resolved concerns the
question of whether both the data holder of origin and destination (the
initial data holder and the data recipient) must be within the realm of
primary care. Can a patient demand a transfer from a health care pro-
vider to a non-healthcare provider? At present the ambiguities of the
proposal leave room for three potential interpretations. The first one is
that data holders have an obligation to transfer the data upon request by
an individual only if the data are originally from an actor falling within
the definition of primary use, but for which the activities recipient
makes use of them is irrelevant, i.e., there is no limitation on whether the
data under the control of the new data holder are for primary or sec-
ondary use purposes. The second possible interpretation is that the data
eligible for portability request must derive from activities falling within
primary use and must be transmitted to an actor that also falls within the
area. The third one is that, whilst a portability request can only be made
from actors that are not within primary use, the data in question can
only be transferred to actors that fall within the definition of ‘primary
use’.

Of these three possible interpretations the current version of the
EHDS proposal appears to point to the most restrictive one (i.e., the
second above). This can arguably be seen by the way term ‘data recip-
ient’ is defined as always falling within the ‘the context of the primary
use’.”® This seemingly makes it impossible for individuals to transfer
their data to ‘non primary use actors’ through the data portability
request envisaged in article 3(8).

The authors of this paper would argue that such a restrictive
approach is unfortunate, as it is seemingly at odds with the overall
objective of the EHDS to enhance individual control over their electronic
health data, and to facilitate the secondary use of these data through the
proposed mechanisms. Whilst the proposal does this through the pro-
posed general framework for secondary data sharing, i.e., through the

77 EHDS proposal 18.
78 The term ‘data recipient’ is defined EHDS proposal, art 2(2)(k).
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data permit mechanism and the Health Data Access Body that has been
set out in Chapter IV od the EHDS proposal, such a mechanism foresees
little role for individuals in deciding whether and how their data can be
used for secondary purposes, or which data user can do so. This is
particularly reflected in the formulation of EHDS proposal, art 33(5),
which seems to imply the removal of the requirements in national laws
on consent that conflict with the EHDS proposal, and art 38(2), which
provides a derogation from the requirement in GDPR to provide infor-
mation to data subjects at individual level. Whilst many commentators
have pointed out that this could make it extremely difficult for in-
dividuals to object to their data being processed for secondary use
purposes (at the time of writing at least)’?, it is also concerning because
it does not allow individuals to take the initiative in transferring their
data where they may feel it is in their or society’s interests to do so.
Individuals are sometimes in a better position to see where a data
transfer would allow research opportunities to be realised. They may
have connections with particular research outfits that pursue research in
areas that are important to them (e.g. this may often be the cases with
rare disease).®” The authors, therefore, endorse the first interpretation
where the right to data portability is extended to secondary use.

5.3. The right to data portability and data altruism

In the same month that the EHDS proposal was published by the
European Commission, the European Parliament and the Council
adopted the Regulation on European Data Governance (Data Gover-
nance Act, hereinafter DGA) which aims to set conditions for enhancing
the establishment of the common European data spaces.®! One of its key
components is to promote ‘data altruism’ in the EU. As conceived by the
DGA, ‘data altruism’ means voluntary sharing of data based on consent
by data subjects to process personal data pertaining to them, or per-
missions of other data holders to allow the use of their non-personal data
without seeking or receiving a reward and for purposes of general in-
terest. °* The altruistic sharing of data by individuals will be supported
by the recognised ‘data altruism organisations’ which are registered
legal entities in the EU responsible for collecting and processing shared
data and making them available for the defined purposes.®®> Corre-
spondingly, the EHDS proposal provides provisions for implementing
data altruism in the health sector.%*

Despite various controversies on the concept of data altruism and the
model to be imposed by the DGA, the right to data portability is arguably
the way in which individuals are able to have their data transferred
effectively from the original data controller or data holder to either a
data altruism organisation or a research institution in accordance with
their preferences and needs, and thus plays an important and practical
role in operationalising data altruism.®> However, the examination of
the current version of the EHDS proposal in previous sections suggest
that there are considerable difficulties in applying the right to data
portability to data altruism activities. First, the EHDS proposal limits the

79 Luca Marelli and others, ‘The European Health Data Space: Too Big To
Succeed?” (2023) Health Policy 104861; Santa Slokenberga, ‘Scientific
Research Regime 2.0? Transformations of the Research Regime and the Pro-
tection of the Data Subject That the Proposed EHDS Regulation Promises to
Bring Along’ (2022) 2022 Technology and Regulation 135.

80 Quinn (n10).

81 Regulation (EU) 2022/868 of the European Parliament and of the Council of
30 May 2022 on European data governance and amending Regulation (EU)
2018/1724 (Data Governance Act) [2022] OJ L 152/1 (‘DGA’).

82 Data Governance Act, art 2(16).

83 Data Governance Act, ch IV, also see recital 45-46.

84 EHDS proposal, art 40.

85 Teodora Lalova-Spinks, Janos Meszaros and Isabelle Huys, ‘The Application
of Data Altruism in Clinical Research through Empirical and Legal Analysis
Lenses’ (2023) 10 Frontiers in Medicine <https://www.frontiersin.org/artic
les/10.3389/fmed.2023.1141685> accessed 13 October 2023.
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transfers based on data portability request in health and care sector,
whereas research purposes appear not be included based on the reading
of Article 3(8) in conjunction with the definition of data holder (see
Section 5.1). Second, the extended right to data portability only applies
to the primary use of data, excluding the possibility of transferring data
for secondary use purposes based on this right (see Section 5.2).

It is true that for the purposes of mobilising one’s data, the right of
access can still be relied on. However, as explained in Section 2, the
added value of the right to data portability in facilitating data flows and
data reuse cannot be overlooked. One of the most important reasons is
that the right to data portability mandates machine-readable data
format and requires greater interoperability between systems. These
technical specifications are central to supporting data transmission and
analysis, from which enormous economic, scientific, and social value
can be derived. Therefore, the failure to take into account data altruism
further illustrates the need to address these limits of the new right to
data portability in the EHDS proposal.

6. The interoperability requirements in the EHDS proposal

The above section discusses the scope of the new right to data
portability in the proposed EHDS in comparison with Article 20 of the
GDPR. However, the core of GDPR’s right to data portability lies in the
requirement for data to be provided and transmitted ‘in a structured,
commonly used and machine-readable format’,®® which, as argued in
the above section, is an important basis that distinguishes the right to
data portability from the right of access.®” the WP29’s guideline opines
that ‘structured’, ‘commonly used’ and ‘machine-readable’ are a set of
‘minimal requirements’ from which interoperability is the ‘desired
outcome’. But from the reading of Article 20, it is agreed that, besides
the three mandatory requirements, achieving interoperability is not a
legal obligation. Also, Article 20(2) of the GDPR refers to the term
‘technical feasible’ when determining whether one data controller must
transfer the requested data directly to another (without passing through
the data subject). To explain what ‘technical feasibility’ entails, the
WP29 suggests, that while the assessment should be made on a case-by-
case basis, direct transmission should take place ‘when communication
between two systems is possible, in a secured way, and when the
receiving system is technically in a position to receive the incoming
data’.®” Despite the unclarity whether there should be other elements
involved in the notion of ‘technical feasibility’, at least it can be agreed
that interoperable systems are crucial to making direct data transmission
technically feasible. However, the GDPR does not impose an obligation
for data controllers (or recipients) to achieve such technical feasibility
either.

To take a step back, even as to the question of what the required data
format exactly is, the GDPR itself does not provide any technical spec-
ifications as to which data formats meet the requirements, only
encouraging data controllers to develop such interoperable formats.”’
The data controller who receives the data is not obliged to support a
certain data format used by the sender, either.”" Despite the guidance by
the WP29 on what is the appropriate data format that enables data
portability”?, there are still not sufficiently clear and binding standards
in this regard due to technologically neutral language of the
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legislation.”® Research also found that, although the commonly used
data formats used in reality by various data controllers satisfied the
minimal requirements under GDPR, the data usability might be
hampered by the differences in the ways data are structured and the lack
of contextual information.”* In fact, the WP29 suggests that the most
appropriate format should depend on the specific sector,”® which is
something that the EHDS proposal is currently promoting.

Dating back to 2012, the draft proposal of the GDPR at first took a
more progressive approach to implement effective interoperability by
tasking the Commission to ‘specify the electronic format [...] and the
technical standards, modalities and procedures for the transmission
[...1.°° But in the final adopted version of the GDPR, this standard-
making role of the Commission was removed, which to some extent
reduced the certainty of the provisions for the data controllers to
implement the data portability requirements. However, in the proposal
of the EHDS, this important role of the Commission is re-introduced in
the EHDS proposal by the creating ‘the European electronic health re-
cord exchange format’. As set out in Article 6 of the proposed EHDS, the
European electronic health record exchange format, to be laid down by
the Commission by means of implementing acts, should include tech-
nical specifications for making available and transferring electronic
health data. Considering the current insufficient guidance for data
controller’s compliance to the right to data portability,”” this is no doubt
an important step to increase the legal certainty for what data format
should be used with regard to electronic health data, and facilitate the
interoperability of data processing systems, especially the EHR systems,
in the healthcare sector across Europe.

It should be noted that, as Article 3(8) subparagraph 2 of the EHDS
proposal states, the adoption of the European electronic health record
exchange format is mandatory when (1) the data holder and data
recipient are located in different Member States; (2) the electronic
health data in question falls into the ‘primary categories of personal
electronic health data for primary use’ prescribed in Article 5, which are
specified in Annex I of the proposal. These data include patient sum-
maries, electronic prescriptions, electronic dispensation, medical image
and image report, laboratory result and discharge report, which are
considered most relevant in healthcare scenarios and have high priority
in terms of the improvement of interoperability.98 Despite an important
step forward compared to the GDPR, it is not clear how the data
portability request concerning data beyond the primary categories
should be handled in terms of the appropriate data format.

Contrasting with the GDPR’s reserved attitude on the question of
interoperability, the EHDS proposes to impose an explicit obligation on
the manufactures (and the importers) of EHR systems to ensure their
interoperability. Such requirements are set out in Annex II of the pro-
posal as part of ‘the essential requirements’ for the EHR systems. The
European Commission will also be mandated to develop ‘common
specifications’, including technical specifications, for the interopera-
bility of the EHR systems.’” In addition, the EHDS also envisage a larger

9% Janis Wong and Tristan Henderson, ‘The Right to Data Portability in
Practice: Exploring the Implications of the Technologically Neutral GDPR’
(2019) 9 International Data Privacy Law 173.

94 Harshvardhan J Pandit and others, ‘An Exploration of Data Interoperability
for GDPR’ (2018) 16 International Journal of Standardization Research (IJSR)
1.

% WP29 (n 16) 17.

9 European Commission, ‘Proposal for a regulation of the European Parlia-
ment and of the Council on the protection of individuals with regard to the
processing of personal data and on the free movement of such data (General
Data Protection Regulation)’ 2012/0011 (COD), art 18.

97 Wong and Henderson (n 93); Sarah Turner and others, ‘The Exercisability of
the Right to Data Portability in the Emerging Internet of Things (IoT) Envi-
ronment’ (2021) 23 New Media & Society 2861.

98 EHDS proposal, Annex I; also see EHDS proposal, recital 17.

9% EHDS proposal, art 23.
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scale of interoperability to include wellbeing apps which exchange in-
formation with EHR systems in the form of voluntary conformity with
the Annex II requirements to be indicated by labelling.'°

To some extent, with the specification of the European electronic
health record exchange format and the mandatory interoperability re-
quirements for the EHR systems, the proposed EHDS seems to be able to
remedy the GDPR’s lack of certainty on the issue of interoperability. If
interoperability of EHR systems and well-being apps, driven by the legal
requirements, can be improved at the technical level, it will certainly
facilitate the enforcement of data portability rules in both the GDPR and
the EHDS, and hence the empowerment of the individuals in terms of
more flexible and functional control of their electronic health data.
However, at this stage, the consideration of interoperability by the EHDS
seems to be only limited to the primary use of electronic health data,
with little vision of the role of interoperability legal requirements in the
secondary use as argued in the last section. The authors argue that to
realise the proposed data access mechanism for secondary use in the
EHDS, a higher level of interoperability than what is foreseen now is
likely to be needed for a secondary-use ecosystem involving much more
diverse types of data, data processing systems and data users. Moreover,
increased interoperability could entail complex implications on other
aspects, such as privacy, data quality and market competition,'°! which
will not be elaborated on in this paper but also deserve proper
consideration.

7. The question of lex specialis and the compatibility with Article
9 GDPR

Since the creation of the EHDS proposal, there has been much dis-
cussion about its nature, in particular, the question of whether it as a
whole or in part forms lex specialis to data protection law. Much of this
discussion relates to whether the EHDS proposal will itself provide new
legal grounds for the processing of personal data or whether it will
simply facilitate those grounds already delineated within the GDPR. On
the one hand, a motivation behind the proposal appears to be to further
facilitate rights and possibilities that have already been created by the
GDPR in the specific context of sharing data from EHRs for primary and
secondary use. The explanatory materials in the EHDS state: '

‘Considering that a substantial amount of electronic data to be accessed in
the EHDS are personal health data relating to natural persons in the EU,
the proposal is designed in full compliance not only with the GDPR but
also with Regulation (EU) 2018/1725 (EU Data Protection Regulation).
The GDPR provides the rights to access, to portability and to accessibility/
transmission to a new controller of data. It also designates data related to
health as a ‘special category of data’, affording it special protection
through the establishment of additional safeguards for its processing. The
EHDS supports the implementation of the rights enshrined in the GDPR as
applied to electronic health data...’

On the other hand, there are a number of areas where the EHDS
proposal appears to create new legal grounds for the processing of
personal data. This notably includes Article 33(5) where the proposal

100 EHDS proposal, art 31.

101 por example, see Petros Terzis and Enrique Santamaria Echeverria, ‘Inter-
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appears to suggest that national laws requiring consent for the pro-
cessing of personal data will not apply where they conflict with the
operation of the EHDS.'”® In addition, the proposal itself appears to
envisage that a legal base will be created for the processing of electronic
health data by the various Health Data Access Bodies.

As far as this paper is concerned, the key question is whether the
enhanced right to data portability outlined in Article 3(8) itself repre-
sents a new legal basis for the processing of personal electronic health
data. Article 3(8) is ambivalent about this. This question is important
because for one data holder to transfer personal electronic data to
another, a legal base will be required. The authors of this paper would
submit that in the absence of further explicit wording, it would not be
wise to view article 3(8) as itself providing a legal basis for processing.
The EDPS and EDPB have seemingly indicated in their opinion that the
provisions contained within Article 3(8) itself do not form lex spe-
cialis.'® Their opinion on the proposal raised concerns about the
compatibility of Article 3(8) of the EHDS proposal with Article 9 of the
GDPR. More specifically, their opinion stated that the data holder must
be compliant with Article 9 of the GDPR when executing a request for
data portability.

At present, this does not appear to be the case, given that compliance
with such a data portability request does not appear to be synonymous
with any of the legal bases outlined in the article. This includes explicit
consent given that a data portability request alone would not appear to
meet the conditions for such consent, in particular, the idea that it
should be ‘informed’.'°° The authors of this paper would argue that
portraying a data portability request as representing a form of explicit
consent would in effect be turning the traditional consent paradigm on
its head. This is because consent normally represents a response to a
specific and detailed proposal on the part of the data controller. In many
circumstances this takes the form of accepting an offer to process data in
a certain manner on the part of the data controller. In the case of Article
3(8) this does not appear to be the case, with the proposal for action
effectively coming from the data subject. There is no requirement on the
part of the data holder foreseen within article 3(8) to provide the rele-
vant information required to give informed consent. The result is that a
request for portability under article 3(8) of the proposal would seem-
ingly not meet the conditions of explicit consent under article 9 of the
GDPR.

In order to rectify this, the authors of this article would recommend
that there is a need to reword article 3(8) before the definitive text is
agreed by the EU institutions. One possibility is to require the data
holder, upon reception of a ‘portability request’, to make a ‘portability
proposal’ to the data subject. In this proposal they could outline what
data would be transferred, to whom and how.'?” It could also be tailored
to comply with the informational requirements outlined in Article 13 of
the GDPR. Once the ‘portability proposal’ had been formulated, the data
subjects could consent in a way that would comply with Article 9 of the
GDPR. Re-crafting Article 3(8) in this way would make the article

103 EHDS proposal, art 33(5) ‘Where the consent of the natural person is
required by national law, health data access bodies shall rely on the obligations
laid down in this Chapter to provide access to electronic health data.’

104 EHDS proposal, art 37.

105 EDPB-EDPS joint opinion (n 71), para 57.

106 The authors note in particular the requirements to comply with the infor-
mational requirements that should accompany consent laid down in art 13 of
the GDPR.

107 The authors of this paper provided such a recommendation to the EU Par-

liament’s LIBE committee during its review of the first draft of the EHDS
proposal.
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compatible with the GDPR.

The only alternative would be to acknowledge that article 3(8)
represents a form of lex specialis, meaning it is not necessary to
demonstrate compliance with a legal base rooted in the GDPR. The
authors however do not think that such an option is desirable, given that
a certain amount of clarificatory information (on the part of the data
holder) is arguably needed to avoid individuals making decisions that
are not in their best interest. For this reason, the option to re-format
Article 3(8) to make it consent compatible is more desirable, given
that it would come with an obligation to comply with the informational
requirements within Article 13 GDPR. In any event, even Article 3(8) if
were to be seen as lex specialis, the authors of this paper would at the
very least suggest that the legislator should make this explicit within the
text.

8. Conclusion

The proposed EHDS can in general terms be thought of as a frame-
work that will increase the portability of health data throughout Europe.
This includes provisions designed to make the transferability of key el-
ements of EHRs across Europe. Beyond the relationship of many parts of
the EHDS with the common understanding of the word ‘portability’, the
proposal also contains a provision that will seemingly expand the right
to data portability as understood in data protection law (in particular,
Article 20 of the GDPR). This provision is primarily contained within
Article 3(8) of the EHDS proposal. Despite being given a low level of
prominence within the proposal, it seemingly represents an important
expansion of the rights outlined within Article 20 of the GDPR. It ap-
pears, prima facie at least to create a parallel right of data portability in
that it applies alongside the general framework of the EHDS that seek to
increase the transferability of EHRs and to make more data available for
secondary use purposes. In this way, Article 3(8) appears to allow data
subjects the possibility of taking the initiative to transfer their data
directly to a third party (i.e., not needing to wait upon or go through the
general EHDS architecture).

The right as outlined in the EHDS proposal contains several elements
that seemingly go further than the form of the right to data portability
outlined in Article 20 GDPR. Most notably, it applies to electronic health
data no matter the legal base used for processing (unlike a portability
request based on Article 20 GDPR, which only applies to data processing
based upon consent or a contractual agreement). This represents an
important expansion because it means that inferred data derived from
analysis of the data that was originally provided by the data subject can
also form the subject of a request. This will include increasingly
important conclusions based on Al-driven analysis of patient data.
Another important development lies in the interoperability re-
quirements proposed in the EHDS — the European electronic health
record exchange format to be specified by the Commission that seem-
ingly goes beyond the notion of ‘machine-readable’, and obligations on
the EHR system manufacturers to ensure the interoperability of their
products. Such requirements seemingly put a greater onus on the data
holder to ensure that the data that is being transferred will work with the
systems of the data recipient. It is argued that the new expanded right to
data portability foreseen in the EHDS will empower individuals in the
primary use of electronic health data and improve the quality of care by
facilitating EHR exchange in cross-border healthcare and enabling the
integration of electronic health data produced in non-medical contexts,
e.g., user-generated data, into the EHR systems.

Despite these clear expansions, there are a number of seemingly
important limitations that will limit the extent of this expanded right.
This includes for example that the requirement will only apply to per-
sonal electronic health data (likely ruling out application to non-
personal forms of personal data). Perhaps more importantly, it seems
to be limited to only primary use of the data by data holders that fall
within the ‘health or social security’ sectors. As discussed in this paper,
this seemingly limits portability requests to transfers only between
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medical institutions involved in patient care (primary use). Though it is
difficult to be certain at this stage (in large part due to ambivalent
definitions used within the proposal), the authors would submit that it is
disappointing that a range of potentially relevant applications for an
expanded right to data portability are excluded. It excludes portability
requests to or from instances of scientific research (seemingly including
clinical trials). This is regrettable in that it means that this new right will
do nothing to assist citizen science initiatives. This is difficult to un-
derstand given that boosting data altruism, in general, is an identified
goal in both the EU’s data strategy and the EHDS in general. Further,
non-altruistic transfer purposes also seem to be excluded, including
those relating to well-being and others related to the use of health data
for commercial non-health-based purposes. This could include online
genealogical services that make use of genetic data. The authors of this
paper would argue that the reasons for such limitations are not clear,
especially given the scientific, social, and economic advantages that
could be realised if the right to portability was of a greater extent.
Similarly, the interoperability requirements proposed in the EHDS
appear to lack consideration of the data portability request beyond the
priority categories in the primary use. For these reasons, it is hoped that
later iterations of the proposal will foresee a more expansive version of
the right to portability, taking into account the various scenarios where
the new right to data portability can be used.

Additionally, although it is beyond the scope of this article, the
expansion of data portability obligations, together with the general data
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sharing obligations foreseen by the EHDS could encounter resistance
from data holders in possession of electronic health data, in particular,
where it is alleged that intellectual property (e.g., in the form of trade
secrets may apply).'°® In other cases, healthcare professionals may be
reluctant to disclose all information in their possession, including notes
they have made about the patient.'® In order to balance the different
interests, the authors of this paper recognise that more limitations are
very likely to be introduced in the upcoming versions of the draft
legislation. These will require further research in order to determine
their impact.
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