Data Privacy: Effects on Customer
and Firm Performance

Although marketers increasingly rely on customer data, firms have little insight into the ramifications of such data use and do not know how to prevent negative effects. Data management efforts may heighten customers’ vulnerability worries or create real vulnerability. Using a conceptual framework grounded in gossip theory, the authors link customer vulnerability to negative performance effects. Three studies show that transparency and control in firms’ data management practices can suppress the negative effects of customer data vulnerability. Experimental manipulations reveal that mere access to personal data inflates feelings of violation and reduces trust. An event study of data security breaches affecting 414 public companies also confirms negative effects, as well as spillover vulnerabilities from rival firms’ breaches, on firm performance. Severity of the breach hurts the focal firm but helps the rival firm, which provides some insight into mixed findings in prior research. Finally, a field study with actual customers of 15 companies across three industries demonstrates consistent effects across four types of customer data vulnerability and confirms that violation and trust mediate the effects of data vulnerabilities on outcomes. 
Keywords: data breach, consumer vulnerability, privacy, spillover effects, big data
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TABLE 6
Change in Vulnerability and Suppressors (Study 3)

Model 1 WModel 2 WModel 3 WModel 4
Variables B (SE) B (SE) B (SE) B (SE)
Industry-Level (Level 3) Effects.
Reail 01 (19 0 (17) 02 (16) 04 (16)
Technology 05 (20) 06(22) 03 (19) 06 (21)
Company-Level (Level 2) Effects
Transparency -01 (04) 05 (.05) -01(03) -04 (05)
Control 11 (08" 16 (07" -1 (05 16 (07"
Transparency x Control -08 (07" -08 (07"
Customer-Level (Level 1) Effects
‘Data Vunerabilty Event
Data transparency -1 (o7 14 (07
Customer control 12 (07 -0 (07
Transparency x Control 09 (08"
Data breach event 70 (17" 69 (17" 71 (a7 69 (17"
Identity theft event 52 (17 51 (17 53 (1) 51 (167"
Spillver event -4 (17 -54 (17 56 (17" 57 (A7
Customer-Level Controls
Pivacy concem 11(06) 12 (06) 11(06) 10 (06)
Prior event experience 113 (08" 14 (08)" -1 (08" 12 (06"
Age 09 (06) 09 (06) -03(06) -03 (06)
Gender -05 (12) -04(12) -06 (12) -04 (12)
Population size -7 (13) 17 (18) 14 (19) 15 (13)
Level 3 R 06 06 06 06
Level 2 B 28 31 28 30
Level 1 R 57 58 0 61
P
“peol.
p< 001

Notes: One-taled hypothesis tests.
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TABLE 7
PLS Results: Change in Vulnerability on Customer Outcomes (Study 3)

Model 1 WModel 2
Structural Paths Hypotheses B (SE) B(SE)
PROCESS Test of Indirect Effects

"AVuinerabilty — AViolation — AFalsitying Hea 17 (04 (Cl

‘AVuinerabilty — AViolation — ANegafive WOM He 17 (04" (CI

‘AVuinerabity — AViolation —» ASwitching Ha 53 (05)"" (CI

‘AVulnerabity — ATrust — AFaisifying Hoy 21 (08" (CI

‘AVulnerabilty — ATrust — ANegaive WOM Hoy 22 (05" (CI

‘AVulnerabity — ATrust — ASwitching Ho 195 (50" (C

Effects on Mediating Mechanisms

‘AVuinerabilty — AEmotional violation 55 (107
‘AVulnerability — ACognitive trust 63 (08)" 58 (1)
Effects of Mediating Mechanisms on
Performance
AEmotional violation - AFalsifying behavior 34 (12" 33 (12"
ACognitive trust — AFalsifying behavior -36 (12 -36 (12"
‘AEmtional violation — ANegative WOM 38 (10"
‘ACognifive trust — ANegative WOM —a0 (1)
‘AEmotional violation — ASwitching behavior 16 (13
‘ACognitive trust — ASwitching behavior -38 (12

Controls on Mediating Mechanisms.
‘AVulnerability x Value — AViolation
‘AVulnerabilty x Faimess — AViolation
‘AVulnerabilty x Value — ATrust
AVulnerabilty x Faimess — ATrust 70 (04

A2
AEmotional violation
‘ACognitive trust
AFalsitying
‘ANegative WOM
‘ASwitching behavior

oo

“p< ol

p< 001

Notes: One-taled hypothesis tests.
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Appendix A: Manipulation Checks and Experiment Scenarios

TABLE A1
Study 1 Manipulation Checks

Study

WMean (High) _Mean (Low)_Sum of Squares.

FTest B

‘Study 1a: Vulnerability x Transparency on
Emotional Violation

Vulnerabilty 550 331 2018 (1,198)= %967 000
Transparency 585 250 18516 (1,198)= 7515 000
Study 1b: Vulnerability x Control on
Emotional Viclation
Vulnerabilty 574 a74 19819 (1,198)= 9041 000
Control a7 277 20100 (1,198)= 9350 000
Study fc: Transparency x Control on
Violation and Trust
Transparency 547 264 39020 (1,197)=15100 000
Gontrol 73 272 20056 (1,197)= 7620 000
Experiment Scenarios Transparency

Introduction

The following scenario asks you to imagine a company you
offen deal with to buy products and services. You shop with this
retaler an average of once a week, both in the store and online.
You make 2 large number of purchases with therm.

»
High. This firm has access to all your personal informa-
tion, including your financial information and background,
‘your credit card numbers, and your detailed purchase history.
Low. This firm has access to only linited personal informa-
tion, including basic demographics and recent purchase infor-
‘mation. They do not store credit card numbers or other financial
information, and do not keep your detailed purchase history.

High. This company is very transparent n how they manage
your personal information. For example, thei data management
‘activities are clear to you, and thir policies are easy to understand.

Low. This company i very vague in how they manage your
personal information. For example, their data management actv-
s are unclear to you and their policies are ifficult o understand.
Control

High. This company gives you great control in how they
manage your personal information. For example, you may
change at any fime your personal settings that dictate how your
information is used.

Low. This company does not give you any control in how
they manage your personal information. For example, you do
not have the ability to choose the ways in which your personal
information s used.
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APPENDIX B
Studies 1 and 3 Measures and Measurement Properties

Construct ftems Loading
Study Variables
Vulnerabltys (CR = 97/.99; AVE = 84/91)
“The personal information that the company has about me makes me feel:
«Insecre s97
Exposed 2197
« Threatened sa/97
« Vnerable 1195
« Susceplible 84196
Data Use Transparencys (CR = 98; AVE = 91)
The company's customer data management actvties are:
« Unclear to me/Glear to me 55
« Gonlusing/Straighiforward %
« Diffcult to understand/Easy to understand %
« VaguelTransparent o
Gustomer Gontrl (adapted from Mothersbaugh et al. 2012; CR = 96; AVE = 87)
Ibelieve | have control over what happens to my personal nformation. st
s Up to me how much the company uses my information. s
I'have a say in how my information is used by the company. 55
Ihave a say in whether my personal information is shared with others. o
Emotional Violatin (adapted from Grégoire and Fisher 2008; CR = 98/.98; AVE = 91/91)
‘Regarding the company's customer data actviles, | feek
« Violated 5195
« Betrayed 695
« Not respected 695
« Taken advantage of 595
Gogritive Trust (adapted from Paimatier 2008; CR = 96/.98; AVE = 85/94)
Regarding this company's customer data actiiis, | hink
« 1 st the company. 6197
« The company is very trustworthy. 697
« 1 have confidence in the company's behaviors s4/97
« The company is reiabl. 84196
Falsitying Information (adapted from Luin, Witz, and Wiliams 2007 CR = 96/.96; AVE = 83/.89)
When thinking about how | provide personal information to the company:
«1.am likely 0 give the company false Information 5195
«1 purposely ty to rick the company when providing my personal data. 6196
<1tk itis fine to give misleading answers on personal questions. sile2
Negative WOM (adapted from Grégoire and Fisher 2006; CR = .87/.98; AVE = 92/.95)
Twouldlikely:
« Spread negative word of mouth about the company. 7198
« Bad-mouth the company to my friends, relaives, or acquaintances. 7198
« Tellothers not o choose them if asked about thei productsservices. 396
‘Switching Behavior (adapted from Palmaier, Scheer, and Steenkamp 2007; GR = 95/.96; AVE = 85/.90)
another company offered the same productiservices butdid o colect any data about your activiies, how
liely would you be to
« Shiftall of my business to this new company str94
« Try this new company’s offering 84196
« Pay a premium 1o use this new company 2l9d
Control Variables
Value (adapted from Chellappa and Sin 2005; CR = 94; AVE = 80)
«1 receive value from the ways this company uses my customer data. 0
«1 save money (or can use free Services) by providing my information. 8
« 1 value how my information is used o customize my experience. %
« This company saves me time by using my personal information. 0
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APPENDIX B
Continued

Construct ltems. Loadi

Faimesss (CR = .97; AVE = 89)
‘Regarding this company's use of your customer information:
« I believe their use of my customer information is fair
« I believe the company accesses my information in a fair way.
« I believe the company's use of my information is ethical
« The company manages my information in an equitable way.
Privacy Concern (adapted from Malhora, Kim, and Agarwal 2004; CR
I'am sensitive to the way comparies handie my personal information.
Itis important to keep my prvacy intact from online companies.
Personal privacy is very important, compared to oher subjects.
I'am concerned about threats to my personal privacy.
Data Breachidentiy Theft Experience
Customer Demographics (Gender, Age, City Population)

Now scale.
Notes: Colls show pre-avenipostevent loadings, CRi, and AVES. Responsos range from 1 = “srongly disagree” 10 7 = “Strongly agree” unloss
othervise indcated.

4; AVE = 30)

Bissh RreBe

APPENDIX C
Study 2 Control Variables, Rationale for Model Inclusion, and Operationalization

Variables Rationales Operationalizations

Gapialresource  Uncomitied resources can enable  Ratio of a fim's annual sales 1o goss propert, pant,
sack or provent a fim from ffecively  and equipment (PPE) relaive o s industy at &
managing a breach four-digi SIC level (Modi and Mishra 2011 ha
[ oy - (S2165,/PPE)]/ (i rre)y for &l fims.
e i S e

Fim size Larger firms might gamer more Log (rumber of employees)
negalive reactins.
Industry Effectofbreach may vary by industry.  Dummy-coding for financial,fetal, technology, oniine, o health
care industries
Gompetiive ‘Competiive ivalyy may affect the  Herfindahl index: Sum of squared market share of the firmi, with
intensity ‘marke cost o the breach the industry () defined at the tree-digt SIC level,fo the year
prir o the braach,
Time Reaction to breaches may Days since firstbreach in the sample time frame
strengthenfweaken over time.
Yeardummies  Year dummies contrl for Date of earliest public report of breach, converted ito binary
‘macrosconomic effects. variables for years 2006-2015
828 vs. B2C Effect of reach may vary by whether  The firm's primary four-digit SIC code classifies t as B2B (e.g.
the fim focuses on business or end  chemicls, primary metal, business senices, engineering,
customers. ‘accounting, esearch, management and related services) or B2C

(2.9, food and kindred products, apparel, hotels, ravel agens), using
the scheme by Srinivasan et a. (2011) and Borah and Tells (2014).

Goods vs. Effectof breach may vary by whether  The fir's primary four-digit SIC code classifies it as goods (e.g.,
services the fim focuses on goods o chemicals, primary metal, food and kindred products, apparel) of
services. senvices (e.g, business senvices, engineering, accourting, reseaich,

‘management and related services, hotes travel agents), using the
scheme by Stinivasan et a. (2011) and Borah and Tells (2014).

Focal firmprior  The negative effect of breaches for  Count of the number of breaches of the focal firm

breaches the firm might increase ifthe firm has
had breaches in the past.
Rival fim prior ‘The negative effect of breaches for  Count of the number of breaches of the nearest rival of the focal
breaches the firm might decrease if he losest  firm

rival has had breaches in the pasL,
Notes: SIC - Standard Industial Ciassfication.
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Appendix D: Study 3 Manipulation
Checks and riment
Scenarios

Introduction
From the following st please select the [industry name]
company whose products and services you use most ofen.
 Retal: Target, Walmart, Amazon, Costeo, Best Buy
 Technology: Apple, Microsoft, Google, Facebook, HP.
 FinancalServices: Chase Bank, Wells Fargo, Bank of America.
Cibank, American Express
Please imagine that you receive the following e-mail
message from the company.

Data Access Vulnerability

Thank you for being a valued customer of [Selected Company/.
‘We appreciate our relationship with you. We are wriing o
inform you that the terms of our privacy policy have changed.
You may access the full policy on our website. [Selected
Company] is committed 1o protecting our customers against
fraudulent activity. Our relationship with you and our other
valued customers is our top prioriy.

Vulnersbilty mean = 3.26 out of 7.00

Data Breach Vulnerability

“Thank you for being a valued customer of Selected Companyl,
‘We appreciate our relationship with you. Unfortunately, it has
come to our attention that [Sclected Company] has been the
victim of a data breach. Through our inferal investigation, we
have determined that your customer profle was one of those.
compromised. However, at this time, [Selected Company]

investigators have not detected any fraudulent activity in your
account. Although we understand this is disappointing news,
please know that our rlationship with you and our other valued
customers remains a top priorly.

Vulnersbilty mean = 5.57 out of 7.00

Data Spillover Vulnerability
Thank you for being a valued customer of [Selected Com-
panyl. We appreciate our relationship with you. It has
come to our attention that our primary competitor has been
the victim of a data breach. Although data breaches are
becoming more common, at this time [Selected Company]
investigators have not detected any fraudulent activity
in your account. Although we understand this is disap-
pointing news for some. please know that our relationship
with you and our other valued customers remains a top.
priority.
Vulnerability mean =394 out of 700

Thank you for being a valued customer of [Selected Company].
‘We appreciate our relationship with you. Unfortunately. i has
come to our atention that [Selected Company] has been the.
victim of a data breach. Through our intemal investigation, we
have determined that your customer profile was one of those.
compromiscd. [Selected Company) investigators also have de-
tected fraudulent activity in your account. Ths, it appears you
have been the victim of identity theft. Although we understand
thisi disappinting nevs, lezse know that our elaionship with
you and our other valued customers remains a top priorty.
Vulnerabiliy mean = 5.24 out o .00
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FIGURE 1
Conceptual Framework: Studies 1,2, and 3

A: Effect of Customer Data Vulnerabilities and Mediators on Customer Behaviors (Studies 1 and 3)

Gustomer Data
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B: Effect of Customer Data Breach and Spillover Vulnerabilities on Firm Performance (Study 2)

Customer Data Data Broach s¢ Firm Performance

'Data Breach Hr/Hoan. 3 Focal Firm
Spillover Vulnerability HaoManiany Rival Fim.
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TABLE 1

Customer Data Vulnerability: Selected Relevant Literature

Study “Arcas of Focus Context ey Findings

Data Access Vulnerability

Bart ot al. ‘Online trust, privacy, securly, ~ Model estimation with  Navigation and presentation, advice, and brand
(2005) websit proseniation, brand dala from 6,831 sirength are more infuental prediciors of onine rust

strength customers than are ‘and securty. Online rust mediates
the reationship between website characterstcs and
behavioralntentions more strongly for some product
categoris than ofhers.

Schiosser, Trusting belifs (abiity, Website Website investmentdesign is the strongest factor
White, and  benevolence, integty), manipulation leading o purchase intentions and trust. Privacy and
Lloyd (2006)  website investment, privacy/ ~experiments seculy statements increase benevolence and

securty integrity dimensions of rust but do not increase
consumers' willngness 1o buy oniin.

dohn, Acquist and  Environmental cues, privacy  Online experiments  Conextual information, including both intrusiveness
Loowenstein  concerns, willngness to ‘and the professional look of a questionnare.
ot1) divulge highly sensiive response format, encourages more orless customer

information informaion disclosure. Priming with a privacy
statement decreases disclosure.

Accuist John, and  Conformity, reciprocly, Online experiments  Customers are wiling o disclose increasingly
Loowenstein  injunclive and descriptive sensilive information when they believe others have
(012 noms, herding effect done so. Respondents isclose sensitve information

more froely when placed at the beginning of a
‘questionnaire (ci. random or end placemen).

‘Schumann, Social nomms and reciprocity,  Field studies, online  Customers increasingly accept targeted advertising
Wangenheim,  privacy concerns, advertsing  experimens in exchange for awebsites free services. Customers
and Grosne  effectiveness, user- report targeted advertising as an alterative form of
(2014) ‘generated content ring a1 vekaby opey & wababe or

customization and other marketing benefis.

Tucker (2014)  Customer privacy controls,  Facebook Foranonproft using personlized 5. nonpersonalzed)
targeted ads, personalized  campaign-level ick-  and targeted (vs. nonlargeled) ads on Facebook,
ads, reactance theory through data people more favorably to personalized ads

when they had the abilty to control their personal
privacy Seftngs.

Data Breach Vulnerability

Schatz and Stock market value, data  Event study with 25 Preliminary evidence suggests that data breaches
Bashroush  breach (single and repeated) _ publicy raded LS. are bad for performance. The effect worsens when a
(2016) companies frm has experienced more than one breach.

Hsieh et al Stock market value, dataloss  Event study of 103 Datalloss events nagaively afectfirm performance.
(@015) events, fim size, data loss  U.S. public firn data  Companies should invest more in data seculty

costs breaches efforts.

SenandBore  Data breach risk, firn Data breaches State-level data breach disclosure laws can
(2015) locaion, industy, type of  befween 2005 and  influence breach rsk in certain industies. Because

past breach 2012 greater securty spending heightens breach risk,
information technology dolars may be suboptmaly
allocated.

Mahotraand  Stock market efect offim  Event study of 93 Firm market value is negatively affected by a breach
Makhotra data, breach of customer  publcly raded fim i both the short and long runs, but it is more
(2011) data, severtty data breaches detrimenta inthe long run. Larger firms suffergreater

market value loss than smaller irms, and larger firns
Sufer more from large breaches. Thére is o effectof
Severty on smaler fims.

Acquisti, Firm performance, data  Eventstudy of 70 A data breach has a significant negative fiect on
Friedman, and _ breach scale, scope, type publcly traded fim  stock market value the day tha the breach is
Telang (2006) data breaches ‘announced. The cumulative effect increases the day

(e.0, employees, customers,
information

third party),
indusiry

pe,

of the announcement but then decreases and
becomes nonsignificant over time.
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TABLE 1

Continued

Study ‘Areas of Focus Context Key Findings.

Ko and Fim performance, data. Matched-sample  The focal firm's performance decreased relative to
Dorantes. breach comparison unaffected peer fims (examined as a control group)
(2008) methodology with 19 This study finds both shortterm and long-term

data breaches.

Data Manifest Vulnerability

Romanosky,
Telang, and

(2011)
Mine, Rohm,

and Bahl
(2004)

‘Consumer identiy theft, data
breach disclosure laws

‘Consumer identiy theft,
‘online shopping behavior,
privacy attitudes, offine data.
protection practices.

Victim identiy theft
reports from the US.
Federal Trade

negalive effects of a data breach on performance
‘and identifies a fourth-quarter recovery effect.

Research asks whether data breach disclosure laws.
actually reduce identiy theft. The authors find that,
on average, stalutes reduce identity theft caused by
breaches by 6% in evidence of their effeciveness.

Findings across three surveys suggest that
‘consumers are not sufficiently protecting themseives
from identity theft. Authors advocal for greater firm
‘and goverment protection, given consumers'
reported lack of understanding about adequate ways
1o protect themselves from harm online.
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TABLE 2

Constructs, Definitions, and Operationalizations

Constructs Definitions Studies 1and 3 Study 2
Data access  Customer expectation of susceplibiity  Experimentally manipulated extent  N.A
Vulnerability 10 the harm that can come from the - (nighflow) to which company has.
disclosure of their personal data ‘access to personal, sensiive, or
private customer information
Spillver Extent to which the customer feels  Experimentally manipulated eventin  Closest compefitor fim
Vulnerability  vulnerable as a result of the data  which customers leam a close data breach event
breachof afim thatis a cose ival ofa  compelitor of a company they use is  (yesino)
fim (s)he uses the vitim of a data breach
Data breach  Extent to which the customer feels  Experimentally manipulated eventin  Corporate data breach
Vulnerability  vulnerable as a result of a fim's, ‘which customers leam thata company  event (yesio)
secuty lapse, making data they use has been the vicim of a data
Vinerabily salient breach
Data manifest  Extent to which the customer feels  Experimentally manipulated eventin  N.A
Vulnerability  vulnerable a5 a resultof actual misuse  which customers lear that a company
of personal information, making data  they use has been the victm of a data
vinerabilty salient; can occur through  breach and that thir nformtion has
fraudulent activiy inclucing, but not  been used fraudulenty, in the form of
limited to, identiy theft identiy theft
Databreach  The scope, reach, and impactofa  NA. Log of number of
severity fim's data security breach customer records
compromised in data
breach
Data use Customer knowledge of a firn's Experimentally manipulated extent  Count of whether the
ransparency  acoess to her or hs data and (ighiow) to which a company's data  following various elements.
‘understanding of how it s going to be  management policies are clear, are explained: optout
used (Awad and Krishnan 2006) straightiorward, and casy to polcy, data caplure, data
understand use, data sharing wit third
parties, contact information
avalable for privacy.
requests
Customer Customer perception of the extent to  Experimentally manipulated extent  Count of number of
control ‘which (s)he canmanage afirms use of  (highlow) to which customers have  opt-out choices as
her or his personal data (Tucker 2014) control over the firn's use of data  detailed in the firm's
privacy policy
Emotional Customer perception of  firm's falre  Extenttowhich customers feelviolated  NA.
violaion 10 respect peace, privacy, or other  or belrayed by fim's use of data
ights (Grégoire and Fisher 2008)
Cogniive trust  Willngness to rely on an exchange  Extent to which customers report  N.A
partner in whom one has confidence  trusting a firm and its behaviors
(Paimatier 2008)
Financial Focal fim (ival firm) financial NA. Fimn's abnormal stock
performance  performance market retums calculated
by the market model
Falsitying Customer fabrication of personal ‘Customer-reported likelihood of NA.
behavior information when transacting with @ providing inaccurate personal
company (Lwin, Wirtz, and Wiliams  information to a company with which
2007) (s)he interacts
Negative Customer negative communicationsto  Custorner- ihood of NA.
Wom ofhers about a company (De Angelis  spreading negative WOM about the.
etal 2012) fim o friends and family
Switching Customer likelinood of discontinuing  Customer reported ikelihood of NA.
behavior the relationship in favor of a similar  switching 1o a comparable firm,
altemative (Paimatier, Scheer, and  including trying ts products/services
‘Steenkamp 2007) with reduced data  and paying a premium to switch

‘access vuinerabilty

Notas: NA. = not applcable.
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IABLE 3
Descriptive Statistics and Correlations

A Suay =
Variabies Mo S0_1_ 2 3 4 5 6 7 & o 10 11
1. Firm performance. 0 02 100
2. Data breach vulnerabilty 49 50 -03 100
3. Data use transparency 371 146 01 05 100
4 Customer conrol 103 o1 05 -01 51 100
5. Data breach soverty 1030 401 01 02 ~05 -03 100
6. Capital resource slack 24 76 00 05 11 -01 10 100
7 Fimsize 1048 163 01 03 08 00 -05 05 100
8.82C s, 828 55 50 -01 03 06 10 -08 05 39 100
5. Services vs. goods 8 45 @ 01 -15 05 06 00 -22 -15 100
10. Competive inensty 01 102 01 -01 00 09 -22 -08 18 02 -26 1.00
11, Fim pror number o breaches 40 107 02 38 06 05 05 03 15 00 12 01 100
12. Rivalpror number of reaches 48 1.31 ~01 =36 06 05 07 08 24 10 13 -01 =14 100
B Stay o
Variables T2 3 4 5 6 7 8 9 10 112 13 1 15 6 17
1. Change in 100
vulnerabilty
2. Data use 01 100
ransparency
(privacy policy)
3. Customer control  ~16 .03 100
(pivacy policy)
4. Gata use -15 53 1100
ransparency
5. Customer contol _ —18 12 72 57 100
6. AEmotional vioation 55 ~09 ~23 ~01 ~03 1.00
7 <62 ot 12 07 03-51 100
8 35 07 05 ~06 -05 52 -54 100

48 -01 -01 ~07 -12 57 -61 60 100
43 03 -03 ~08 06 35 -47 33 46 100

-15 19 12 50 58 -09 05 -05 -01 -06 1.00
-27 14 05 51 56 -14 .10 08 -08 -18 59 1.00

12 09 01 02 02 12 -18 02 06 08 -02 -06 1.00
15 ~07 —07 ~00 06 ~14 10 -15 -02 00 04 -09 .16 1.00

15. Age (categorical)  ~05 09 06 -20 -28 -02 04 -05 03 04 -31 ~13 01 04 1.00

16. Gender (1 = male, 06 01 03 00 00 -07 .18 -06 -03 -01 .05 .06 -12 .05 -07 100
female)
17.Populalin ize 02 03 04 -04 <01 02 01 ~10 ~02 .06 -02 -06 -03 ~07 ~.14 -16 100
(categorical)
Mean 129 380 213 462 384 101 -127 51 85 428 437 502 453 338 348 58 301
Standard deviation 1,62 1.08 1.13 156 151 159 151 143 145 1721 140 121 143 156 95 51 133

=Comelalions of 08 or greator are sinficart al p < 05
SThe computation ofthe privacy policy corrlations attached company-fevel values to each individual case. Correlations of .15 or reater are
significant at p < 05.




image6.png
TABLE 4

Results: The Effect of Data Breach Events on Abnormal Stock Returns for Focal and Rival Firms (Study 2)

"A: Abnormal Returns to a Breach Event for Both Focal and Nearest Rival Firms

Windows Returns tStatistic Sig. Level Wilcoxon Sig. Lovel
- 14% -261 ol 277 ot
-23% -290 0 -330 00
—os% -70 49 -163 10
—14% 145 15 -223 03
B: Abnormal Returns to a Breach Event for Focal Firms
Windows Returns tStatistic Sig. Level Wilcoxon Sig. Lovel
0,0 -15% 172 09 -202 04
1,0 -29% -238 ] 287 00
©,1) -13% -131 19 196 05
11 -27% 201 05 248 ot
C: Abnormal Returns to a Breach Event for Nearest Rival Firms
Windows Returns tStatistic Sig. Level Wilcoxon Sig. Lovel
0,0 - 14% -200 05 -1%0 06
1,0 -17% 169 08 -176 08
©.1) 3% 29 7 —a2 8
[=N)) -01% -o4 57 -72 a7
Data Privacy / 47
TABLE 5
Results: Data Breach Vulnerability, Suppressors, and Severity on Abnormal Stock Returns (Study 2)
WModel 1 WModel 2
Standardized

Hypotheses __Coefficients __Coefficients __Coefficients __ Std. Coef.

-0019 (0014 -0830 0096™ (0038) 0100
He o009 (0009)  -O544  -0018" (0010) 11"
He 017" (0009) 0860 0029 (002¢)  -1126
Interaction Effects
Transparency  Control Ho 0012 (0008)
Severity of breach x Breach Hoa ~0006" (0003)
Soverity of breach x (1 - Breach)  Hruman 005" (0002)
Controls
Data breach severlty 0000 (0002) o016
Gaptal resource slack 0001 (0007) 0042 0001 (0007)  -0043
Fim size -0001 (0004  -0068  -0001 (0004 0031
82C vs. 828 0004 (0014) o152 0000 (0014)  -0004
Senvices vs. goods 012 (0016) 0522 012 (0016) 0515
Compatiive intensity 0010 (0050) 0060 0005 (0052)  -0031
Prior number of breaches for focal firn 0008 (0008) 0368 0009 (0008) Oa46
Prior number of breaches for fivl fim -0001 (000B)  -0056  -0001 (0006)  -0040
Time trend 0000 (0000) 0003 0000 (0000) 0003
Industy fixed effectincludeds Yes Yes
Year fixed effect included® Yes Yes
0296 (0143)
Fit statisics OverallR-square: 03 Overal R square: 045
Wald ehi-square 7098 013
N 583 583
oo
“o< ot

SThe industries inlude finance, retal, onine, high-ech, foodoalth, and services (manufacturing as reforonce category).
©The year fixed effoct are for 2004 (fference category) through 2015.
Notes: Standard errors are reported in parentheses. One-ialid hypothesis ests.




