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Global Privacy Concerns and Regulation—
Is the United States a World Apart?

RITA MARIE CAIN

ABSTRACT  The regulatory approach to privacy protection taken by many foreign
jurisdictions is markedly different from that of the United States. The European
Union (EU) best illustrates the international approach with its comprehensive
privacy directive that applies to all EU members. By contrast, the approach
regarding data privacy in the United States has been to pass industry-specific laws
and often only in response to public outcry over some privacy concern. These
fundamental differences have been the source of some conflict in international
commercial transacting. Now that the global community is committed to elimi-
nating terrorism, it remains to be seen if these different attitudes toward privacy
by the United States and much of the rest of the world will affect global attempts
to weed out terrorists. This article discusses the constitutional basis for most US
policy approaches to privacy regulation. The article explains how the US consti-
tution is the source for most of the differences between the US and international
regulatory approaches to information privacy. Finally, the discussion addresses
how new issues regarding privacy in the war on terrorism may be addressed by US
Constitutional law.

Introduction

Prior to 11 September 2001, discussions and research about privacy focused on the privacy
of one’s personal information in interactive marketing and e-commerce.! After the terrorist
attacks on the United States, issues about privacy now focus on national security needs to
protect against further violence at the hands of individuals among us.

The global community has shown tremendous support for the United States, its citizens
and for its resolve to root out terrorist cells throughout the world. Nevertheless, the
regulatory approach to privacy protection taken by many foreign jurisdictions is markedly
different from that of the United States. The European Union (EU) best illustrates the
international approach with its comprehensive privacy directive that applies to all EU
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members. The European Union Directive on the Protection of Individuals with regard to
Processing of Personal Data And of the Free Movement of Such Data (the Directive) was
adopted in 1995 and requires all EU members to have consistent data protection laws.” In
general, the Directive requires prior, unambiguous consent from individuals for their
personal information to be collected or redistributed.®> By contrast, the approach regarding
data privacy in the United States has been to pass industry-specific laws and often only in
response to public outcry over some privacy concern. These fundamental differences have
been the source of some conflict in international commercial transacting. It remains to be
seen if the different attitudes will affect global attempts to weed out terrorists.

This article discusses the constitutional basis for most US policy approaches to privacy
regulation. The article explains how the US constitution is the source for most of the
differences between the US and international regulatory approaches to information privacy.
Finally, the discussion addresses how new issues regarding privacy in the war on terrorism
may be addressed by US Constitutional law.

Privacy as an Individual Constitutional Right in the United States

In the United States for the last quarter century the ‘right of privacy’ has been euphemistic
for reproductive freedoms. When the US Supreme Court legalized most abortions in 1973,
the Court affirmed that the Constitution includes an implied privacy right.* The Court
stated that express rights in the Constitution, such as due process, freedom of association
and freedom from unreasonable search and seizure emanate from an overarching right of
personal privacy.’ Roe v. Wade capped a series of mid-20th century privacy cases in the
area of intimate personal relations and activities, but acknowledged that privacy had been
recognized as a constitutional right since the late 19th century.®

The constitutional right of privacy discussed above, however, does not provide con-
sumers any protection against use or abuse of personal data by private sector parties. Data
privacy illustrates that the guarantees provided in the Bill of Rights only protect individuals
or organizations from government intrusion, not from invasions by private sector parties,
such as businesses or non-profit organizations. This limitation, known as the state action
doctrine, often is reflected in Bill of Rights language such as: ‘Congress shall make no laws
abridging freedom of speech...’.”

As modern life evolves, the broad statements of fundamental freedoms in the Bill of
Rights often need to be more specifically articulated through legislation. Several federal
data privacy enactments in the US reflect the general constitutional protection against
government intrusion. For example, the Privacy Protection Act of 1980 protects infor-
mation publishers with search warrant requirements.® Thus, this congressional enactment
serves to restrict law enforcement from unreasonable search and seizure consistent with the
Fourth Amendment of the Constitution and to protect First Amendment free speech and
freedom of the press for journalists and authors.’

Similarly, the Privacy Act of 1994 restricts disclosure of information held by the US
government.' The law applies to records that identify a person by name, photo,
fingerprint, Social Security number, or voiceprint. This statute requires express consent of
the person prior to dissemination of any information. The law also requires examination
of the data by the individual subject and an opportunity to correct errors. Thus, this
congressional enactment embodies Fifth Amendment due process protections when the
government retains and uses personal information in which individuals hold property
interests. !
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Of course, such legislation is always subject to constitutional challenge and judicial
interpretation. In particular, claims against the government under these statutes and the
governments’ asserted defenses based on statutory exceptions, have become the basis for
new court opinions on the underlying constitutional rights.'* In the United States, under the
doctrine of judicial review, the courts have the final word when statutory enactments or
administrative acts are challenged under the constitution.!

Depending on the level and extent of new government intrusions that are imposed in the
terrorism war, additional constitutional challenges may arise in response to new enact-
ments. One area of potential regulation that is already receiving attention would permit
government agents, such as the Federal Aviation Administration (FAA), to employ racial
profiling to distinguish the level of security checks imposed on individuals. Currently, any
race-based regulation is analyzed under a ‘strict scrutiny’ test under the equal protection
requirement of the Fourteenth Amendment or the due process protection of the Fifth
Amendment." Racial classifications imposed by law are constitutional only if they are
narrowly tailored measures that further some compelling governmental interest. Further-
more, racial classifications are highly suspect and presumptively unconstitutional .'®

Presumably, no level of security risk would justify heightened security measures
based exclusively on race under the US Fourteenth Amendment Equal Protection
concept. Nevertheless, it is possible that the current security risk is great enough that race
could be one factor in a series of profiling criteria that might subject an individual to a
higher level of government investigation. If the other factors were purely behavioral and
not based on national origin, religion or other factors unrelated to criminal activity, then
a balancing test that weighs risk against the harm to the individual might justify such an
approach.'®

Another security technique being discussed after the terrorist attacks on the United States
is the use of facial scanning and recognition software, to compare faces in crowds at public
events or places to existing databases. A similar technology, which scans the iris of the eye,
can be used for closer inspection of individuals, such as at ATMs, or for access to secured
areas in airports.”” Fourth Amendment case law in the United States suggests that uses of
such technology will likely be permissible for law enforcement purposes. The Supreme
Court has upheld aerial observation and photography to be valid investigation techniques,
in both business'® and home settings.!” The Court’s rationale would likely apply to facial
scanning and recognition technology used in public places: matters open to public observa-
tion are not protected by the Fourth Amendment. Further the Court has held that
investigation techniques surrounding free persons who are under no articulable suspicion
must be minimally intrusive and justified by law enforcement purposes.?’ Photography and
digital scanning by security cameras probably satisfies the requirement of minimal intrusion
since the individuals photographed are only captured as they go about their normal course.
Use of the techniques at places that may be vulnerable to terrorist attack, such as airports,
arenas and government buildings would satisfy the law enforcement requirement.

One worry, however, is that use of facial scanning and recognition technology will be
expanded beyond these obviously risky public venues to target certain groups. Thus, any
government use of scanning technology to digitally capture all attendees at Muslim
mosques could be subject to challenge that the government is racially profiling rather than
exercising legitimate law enforcement discretion.

Finally, the Supreme Court recently held that just because a new security or law
enforcement technique is technologically feasible does not mean it can be used to circum-
vent the Fourth Amendment search warrant requirement.*' In Kyllo, the government had
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used thermal imaging technology to detect ‘hot spots’ inside a suspect’s home that turned
out to be from plant lights used in growing marijuana. Despite the completely unintrusive
nature of the technology, the Court held that its use allowed the agents to accomplish,
effectively, a warrantless search in violation of the Fourth Amendment. The Court
explained that the mere existence of available technology does not justify this kind of
search that would otherwise have been unavailable without physical intrusion. Thus, Kyllo
suggests that the in the United States, the government cannot accomplish through
technological means that which would otherwise be unconstitutional if done through
old-fashioned police footwork.

The entire foregoing discussion is limited to use of personal information by the
government. Despite the widespread discussion of the constitutional right of privacy in
modern public dialogue, any protection individuals or organizations are to enjoy from each
other must come through legislation passed by the states or the United States. Prior to the
terrorist attacks in the United States, the data privacy conversation had focused on the use
of personal information by businesses doing marketing and e-commerce. Those issues will
continue to require attention since, as is discussed below, the US approach to restricting
information collection and use differs from the international community. Further, infor-
mation collected by businesses for traditional business use, can be subject to subpoena by
the government in criminal investigations and prosecutions. If the information had not been
collected in the first place it would not be available for law enforcement. Thus, the US and
international differences in privacy collection in commerce can affect law enforcement.

A typical US statutory enactment dealing with individual privacy in commerce is the
Gramm-Leach-Bliley Act (GLBA) that applies to interstate financial institutions.?” The
statute is an example of how changing times present new privacy concerns. The GLBA is
also known as the Financial Services Modernization Act of 1999 because the main purpose
of the statute was to modernize financial services offerings by repealing Depression-era
laws that prohibited affiliations between banks, insurance companies and securities firms.

After passage of the 1999 law, however, these new, consolidated financial service
providers now would have access to personal information among new sister companies.
Thus, the GLBA requires these financial services institutions to inform consumers of
privacy policies and to notify consumers of their rights to opt out of having personal
information shared.”

Regulations issued by the Federal Trade Commission (FTC) implementing the GLBA
clarify that the term ‘non-public information’ used in the statute includes information
collected by computer ‘cookies’.?* Further, the FTC established that privacy notices must
be ‘accurate, clear, and conspicuous’® and Web site notices must use ‘text or visual cues’*
to attract attention to the notice.”’

Finally, GLBA allows states to impose more stringent privacy mandates on their local
institutions. This additional power to the states illustrates a shared enforcement approach
between the United States and the states, particularly in consumer protection laws. Thus,
national financial institutions may face as many as 50 different, stricter privacy protection
requirements than the federal requirements.

Some evidence from the GLBA privacy notices suggests that U.S. consumers do not have
a strong concern about the use of personal data for marketing purposes. Numerous sources
have reported scant response from consumers to the opportunity to limit sale or use of their
personal data.?® There is, however, some risk in drawing any universal conclusion about
consumer concerns from this data. First, privacy notices under the statute were not required
to be in any consistent format or medium. Some institutions sent special privacy mailings,
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but others only included the notice as a billing insert, or as a note in a general ‘news’ piece
from the financial institution. Thus, lack of response to the opt-out opportunity may be a
product of the poor notice consumers actually received, rather than evidence of consumer
attitudes about the collection and use of their data. Meaningful statistical data about the
number of informed consumers who declined to opt out of data selling after the first round
of mandatory notices on 1 July 2001 is not currently available.

The GLBA is an example of Congress regulating privacy under its power to regulate
interstate commerce. Privacy regulation includes a major Supreme Court case on the issue
of the federal government’s authority under the enumerated powers doctrine, specifically,
under the commerce power, which is discussed next.

Congressional Authority to Regulate Data Collection and Use under the Commerce
Power

In the United States, the federal government can only regulate those subjects that are
specifically enumerated in the Constitution. One such federal enumerated power is the
authority to regulate interstate commerce.”” The commerce power of the U.S. Congress
generally has been interpreted quite broadly by the courts in the 20th century. As a matter
of fact, today all commercial enterprises, no matter how small or localized, can be
regulated by Congress because they ‘affect’ interstate commerce under current interpreta-
tions.*® Still, under these broad interpretations, it was expected that the regulated activity
must be commercial, as opposed to purely charitable, recreational or educational.’!
Arguably, the Supreme Court decision in Reno v. Condon expresses an even broader
view of Congressional authority to regulate data privacy in both commercial and non-
commercial settings.>?

In 1994, Congress passed the Driver’s Privacy Protection Act (DPPA).3 This federal law
regulates the states in their disclosure of personal information contained in motor vehicle
department (DMV) records. Prior to the DPPA, the information that drivers must provide
to receive a driver’s license and to register their vehicles was widely sold to industry for
surveys, marketing and other purposes. The Supreme Court noted that Wisconsin received
almost US $8 million annually from the sale of this information.**

The DPPA restricts the states’ right to sell this information without the prior approval
of the driver. Such a system of affirmative approval is described as an ‘opt-in’ system. The
states must ask the subjects if they want their data included in the information disclosed
and the subjects must affirmatively agree. Presumably, in this era of increasing concern over
privacy, not many citizens would agree to this sale of their information. Thus, an opt-in
system puts lesser burden on the subjects of the information to accomplish their likely
privacy wishes. The information cannot be sold unless the consumer proactively allows it.*

South Carolina challenged the law because disclosure provisions in its state laws directly
contravened the federal mandate. South Carolina’s DMV records were available to anyone
who filled out a request form and confirmed that the records would not be used for
telephone solicitations. South Carolina allowed drivers to restrict use of their information,
in a system commonly described as ‘opt-out’. The subject had to proactively request their
information be excluded from disclosure.

Condon was widely watched among interactive marketers because motor vehicle infor-
mation was commonly purchased for targeted solicitations. Industry observers were
concerned about the impact the federal limitations would have on the availability of this
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oft-used information. States and states’ rights advocates were interested in the case because
it represented issues of federalism v. states’ rights.

In Condon, the Supreme Court noted that the relevant data were used by both public and
private parties engaged in interstate commerce. As such, the Court declared the information
is ‘an article of commerce, its sale or release into the interstate stream of business is
sufficient to support congressional regulation’.*® The Court stated it was not necessary to
determine whether use of the information has a substantial impact on interstate commerce,
the test frequently applied to test the constitutionality of federal legislation. Accordingly,
the case stands in marked contrast to most 20th century cases regarding the scope of the
commerce power, which applied the ‘affects’ test to uphold the regulation under the
commerce clause.

Upon a reading of Condon, one must ask, what, if any, collections and uses of data
would not be subject to the federal power as articulated in Condon? The Court’s
description of the DMV data and its use by commercial and non-commercial parties ‘in the
stream of interstate commerce ..."” would seem to apply to any data that is systematically
collected and reused by any organization. The commercial nature of the users no longer is
important.

Finally, the Condon Court’s broad statement of authority also appears not limited to the
sale of information even though that was the activity at issue in the case. For example, the
Court stated that this particular data was ‘released’ for matters related to ‘interstate
motoring’. The Court seems to be saying that dissemination of data in relation to any
activity that can be characterized as ‘interstate’ leads to the conclusion that the data is ‘an
article of commerce ...”. Sale of the information is not required.

Condon firmly establishes the federal right to broadly regulate data collection and
dissemination under the Commerce Power. Yet, that proper exercise of authority under the
commerce power does not immunize legislation from other challenges under the Bill of
Rights. One such constitutional challenge was successfully asserted in U.S. West, Inc. v.
FCC.*” This case analyzed whether privacy regulations enacted by the Federal Communica-
tions Commission (FCC) under the Telecommunications Act of 1996 violated the First
Amendment commercial speech rights of the telephone companies.

In the United States, the right to advertise goods and services is protected free speech
under the constitution.?® Advertising, also called ‘commercial speech’ in the first amend-
ment analysis, receives slightly less protection than political or social speech. Nevertheless,
any regulation limiting a commercial party’s promotional message to its customers will
undergo significant judicial scrutiny.*’

In U.S. West, the FCC regulations required telephone companies to gain customers’
permission prior to using customer proprietary network information (CPNI) for marketing
purposes. In other words, just like the DPPA in Condon, the regulations created an ‘opt-in’
scheme, contrary to the typical opt-out approach used in self-regulation by most industries,
before they could target direct marketing messages to their customers based in the CPNI.

U.S. West illustrates the analysis courts apply when a government regulation is chal-
lenged under the constitution. First, the government must assert a substantial state interest
that it seeks to protect with the challenged regulation. Many may be surprised to discover
that the court disputed the government’s assertion that individual privacy was a substantial
interest per se.** In fact, the court engaged in an analysis seldom heard: the downside of
privacy protection. The court stated: ‘privacy is not an absolute good’.*! The court was
eerily prescient when it explained that privacy imposes costs on society including the ease
of perpetrating crimes based on false information and increased difficulty prosecuting such
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crimes.** Certainly, in a world at war with terrorists, many citizens may believe that future
law enforcement needs are superior individuals’ concern about secrecy of their personal
information.

In the more mundane world of commerce, there also is a price for privacy protection,
according to the U.S. West court. When privacy rights interfere with businesses’ collection
and use of information, it reduces efficiency in markets. In such cases, privacy could lead
to lower productivity and increased prices.

For the purpose of this appeal, however, the U.S. West court reluctantly accepted that
the privacy interest was a substantial state interest that warranted protection through
government regulation.* Regardless, the court concluded that opt-in scheme in the FCC
regulations did not fit the second prong of the constitutional analysis, the requirement that
the regulations be properly tailored to address the alleged risk.

U.S. West is enlightening regarding the level of concern the US public actually has about
the privacy of their personal data. The FCC presented U.S. West’s own study that 33% of
customers refused to ‘opt in” when called and asked for permission. Another 39% either
hung up or asked not to be called again. From this information, the FCC argued that an
opt-in system properly addresses customer privacy concerns since a majority of customers
had failed to give the necessary permission. In the same study, 28% had granted the
necessary approval.

On the other hand, separate data showed that when customers initiated the contact with
the telephone company themselves, a startling 72% approved use of their CPNI. According
to the court, all these results suggested consumer ambivalence or disinterest in the privacy
concern.* The court opined that the customers who were called and responded negatively
might be averse to telemarketing, not to the use of their CPNIL.* Accordingly, this statistical
evidence did not support the stringent opt-in system when the more conservative approach,
an opt-out system, could suffice to meet consumer concerns. As such, the court ruled that
the FCC regulations were based on speculation and did not reflect the necessary weighing
of costs and benefits by the government that the First Amendment free speech right
requires.** Thus, at least one court would not assume anything about how concerned
individuals actually are about the privacy of their personal data.*

The US constitutional law of privacy regulation could be summarized as follows: (1)
Privacy is an individual constitutional right that warrants some restrictions on government
intrusion; (2) Condon laid the foundation for comprehensive federal data regulation across
all sectors of US life; (3) broad regulations limiting customer contact, when based on mere
assertions of consumer privacy concerns, will not pass First Amendment scrutiny. The
latter conclusion supports commentators who opine that comprehensive legislation regard-
ing data collection and use is not likely in the offing for the United States, which puts US
law in direct conflict with the EU approach.*®

The International Approach to Privacy Regulation: Learning through Comparison and
Contrast

Since the 1970s, countries have established ‘fair information principles’ or FIPS to govern
data protection. Some of the basic principles include (1) giving consumers notice about or
control over the collection and use of their information; (2) giving consumers access to
information and a right to correct discrepancies; and (3) ensuring the security of data when
held and used by governments or third parties.*” These principles are embodied in FTC
Guidelines, in US sector-specific laws, in Guidelines established by the Organisation for
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Economic Cooperation and Development (OECD)*® as well as in the EU Directive. They
usually provide the framework of any self-regulatory approach. The principles do not
dictate that governments adopt comprehensive regimes to ensure national enforcement.
Nevertheless, that has been the approach of the EU.

The EU Directive mandates member states to adopt laws requiring, among other things,
that personal data be processed fairly and lawfully, that data be collected only for express,
legitimate purposes and not be further processed in ways inconsistent with those purposes,
nor kept for longer than those purposes require, and that data be accurate and current (and
if not, are deleted or corrected).’!

The additional mandate of the EU Directive that radically departs from US law is that
member states only permit processing of personal data if ‘the data subject has unambigu-
ously given his consent ...”.> Although the Directive provides exceptions to the consent
requirement, including one in which the data processing is necessary for the performance
of a contract with the data subject, the general approach is an ‘opt-in’ system, akin to that
rejected by the court in U.S. West.

Further, the Directive goes on to completely prohibit processing of data that that reveals
‘racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union
membership, and the processing of data concerning health or sex life’.> Time remains to
tell if the EU will consider easing this restriction to aid in the search for terrorist groups.
In particular, law enforcement officials might want to see financial institutions collect such
information for the purpose of linking individuals to terrorist activities in support of the
global effort to choke off sources of financial support for terrorist activities.

The EU Directive illustrates how the global marketplace can create a global regulatory
environment. The Directive only permits EU members to transfer data to a party in another
country if that country has in place an ‘adequate level of protection’ for personal data. In
other words, the European Community is imposing its standards and values regarding
privacy on the rest of the world, by limiting European businesses from transacting with
foreign firms, if those firms’ domestic laws do not align with the EU mandates of privacy
protection. Among other things a country’s ‘adequate level of protection’ is measured by
‘rules of law, both general and sectoral’ and ‘professional rules and security measures
which are complied with in that country’. In other words, for trading partners to do
business with European firms, privacy protection must be enforced in the trading partner’s
home country.

In response to the requirements of the EU directive for non-EU trading partners, Canada
passed national privacy legislation that took effect 1 January 2001.

By contrast, the US has no general privacy laws, and sectoral laws currently are limited
to telecommunications, health care and financial services (including credit reporting). The
US has no centralized agency for privacy enforcement. Thus, industry self-regulation for
most US businesses must suffice for ‘professional rules and security measures’. European
and US businesses have been concerned that EU officials would be dissatisfied with that
level of protection and begin to block data transfers to the US.

Accordingly, the Commerce Department negotiated safe harbor provisions with the EU
for US firms to satisfy in order to avoid the EU blocking data transfers to the US. The safe
harbor provisions are primarily a uniform system of self-regulation and enforcement,
although they include a fallback complaint mechanism to the Federal Trade Commission
(FTC) under its authority to pursue deceptive trade practices. Terms of the safe harbor
require firms to contractually agree, among other things, to notice and opting out
mechanisms. Opt-in opportunities must be provided for the use of the sensitive data
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discussed above. The Department of Commerce will maintain a list of all firms that certify
they meet the safe harbor provision.

There is considerable written debate in business, legal and international publications
about the value of the competing US and EU approaches to data privacy protection. For
example, Consumers International studied 750 internet sites to determine how much
information is collected from internet users and to see what steps are taken to protect the
privacy of this information. One of the objectives of the study was to establish whether
there was significant difference between EU and US-based sites.** The study concluded that,
despite comprehensive EU legislation, ‘U.S.-based sites tended to set the standard for decent
privacy policies’ and gave better information or a higher degree of choice to users.”

Despite this finding, the study still faults the US sectoral approach to privacy legislation
because it lacks any common oversight agency. Further, self-regulation, which is the only
constraint for most US e-retailers, is faulted for lacking minimum standards, proper notice
to consumers and the ability of the site operator to abandon or change the policies at will.*
The study also criticizes the U.S. Commerce Department safe harbor provisions because the
safe harbor provisions are based on self-regulation and lack adequate enforcement.”’

Another author discussed the differing approaches of the US and EU and concluded
neither vehicle provided adequate consumer protection: ‘The net-effect is that e-commerce
has become a tangled web of policy, regulations and unforeseeability—an area ripe for
e-consumer harm’.*® Aguilar concludes that the continued debate about the differing US
and EU approaches is part of the problem: ‘These competing visions will result in no
e-consumer protection and an inability for e-businesses to stave off litigation.™® He
proposes ‘Government Enforced Self-Regulation.” This hybrid approach can take on
various forms, such as industry participation in legislative drafting where industry stan-
dards are elevated to the force of law. In the US, state and local building codes often are
developed this way. Alternatively, industry or other self-regulatory enforcement processes
can be government sanctioned and operate with the force of law. Examples of such
processes already in effect in the US include arbitration of disputes by the National
Association of Securities Dealers, which is authorized by the federal securities laws, and the
Better Business Bureau new car ‘lemon law’ arbitration process, which satisfies FTC
regulations.

In comparing and contrasting the US v. EU approach, readers should consider the
possibility of an approach that is even more laissez faire than the current US safe harbor
provisions.®’ Such an alternative would make the availability and use of information purely
a matter of individual enforcement under contract law. As the author explains it:

Current solutions to online privacy fail to give consumers control over how their
information is used or compensation for the data they share. ... an online licensing
system based on the Uniform Computer Information Transaction Act (UCITA) can
achieve these objectives. Individuals will contract with businesses for the right to use
their personal information. The licensing terms they negotiate will set limits on how their
data is used, how long it is used and what type of benefit it is exchanged for.®!

Admittedly, such a system of purely private enforcement gives consumers control over and
the potential to profit from the use of their data. Nevertheless, it could prove unrealistic for
many consumers.®” While most regulatory schemes attempt to lessen the enforcement
burdens on consumers, a purely private scheme ignores that common goal and increases
that burden, which could prove unsatisfactory when dealing with foreign parties under the
EU scheme.
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Conclusion

Until 11 September 2001, the discussion about privacy regulation centered almost exclu-
sively about uses of personal information in e-commerce. Now the conversation is centered
around law enforcement and government access to information.

In the United States, when the debate is limited to access and use of data by private
parties, the conclusions are fairly clear cut: (1) Congress has the authority to regulate most,
if not all, data collection and use; (2) businesses who seek to use customer data to craft a
targeted message have a right to do so under the First Amendment commercial speech
doctrine; (3) any restriction on access to data will be in an ‘opt-out’ system, whereby
consumers must take the initiative to block collection or use of personal information; and
(4) the vast majority of consumers are not motivated to exercise those opt-out rights.

When the debate moves to collection and use of data for law enforcement purposes, the
conclusions are muddied. Current case interpretations of individual constitutional rights
suggest that collecting religious and racial profiling data to respond to terrorism would be
deemed unconstitutional . However, no one knows how much weight a court, including the
U.S. Supreme Court will place on the unusual risk posed by terrorists among us, who can
carry out their violence with instruments from our everyday lives. By contrast, non-
intrusive uses of scanning technology will be permissible.

Equally intriguing is the question of international attitudes toward privacy protection
and whether they will modify in an era of increased security concerns. As the court in U.S.
West pointed out, privacy protection is not an absolute right and can fly directly in the face
of the need for criminal investigations and security. Whether the EU will consider easing
its restrictions on data collection and dissemination to serve the increased security need
remains to be seen.
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