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Internet Privacy Concerns and Social Awareness
as Determinants of Intention to Transact

Tamara Dinev and Paul Hart

ABSTRACT: This study focuses on antecedents to Internet privacy concerns and the be-
havioral intention to conduct on-line transactions. Perceptions of privacy are socially con-
structed through communication and transactions with social entities over a networked
environment, a process that involves a certain level of technical skill and literacy. The
research model specifies that social awareness and Internet literacy are related to both
Internet privacy and intention to transact. Survey data collected from 422 respondents
were analyzed using structural equation modeling (SEM) with LISREL and provided sup-
portforthe hypothesized relationships. Social awareness was positively related and Internet
literacy was negatively related to Internet privacy concerns. Moreover, Internet privacy
concerns were negatively related and Internet literacy positively related to intention to
transact on-line. This research explores the two alternative antecedents to Internet privacy
concerns and intention to engage in e-commerce activity and contributes to our under-
standing of Internet privacy and its importance in the global information environment. The
construct of social awareness can be broadened to develop a much-needed construct of
awareness in MIS research related to the voluntary usage of information technology. A
segmentation of Internet users with respect to privacy concerns is also proposed.

KEY WORDS AND PHRASES: Intention to transact on-ine, Internet literacy, Internet pri-
vacy, social awareness.

The explosive growth of information technology and of the capacity to store
and process copious amounts of personal information has paralleled the in-
creased use of the Internet. Customer data are a major marketing asset through
which businesses can improve customer service and build competitive ad-
vantage. The need to gather personal data, however, poses a threat to cus-
tomer privacy and may affect the further growth of Internet usage [16, 17].

A substantial body of recent research shows that trust is a very important
factor influencing Internet users’ purchasing intentions and behavior [38, 45,
66, 70]. Privacy is another important factor whose nature and impact need to
be fully understood and adequately studied. Privacy is a highly cherished
value [19, 25, 27, 78]. It is the reason most frequently cited for why individuals
do not use the Internet [25, 26, 74, 75, 76, 79] or for why they once shopped on-
line but are now reluctant to do so [72]. Various polls have reported that ap-
proximately 80 percent of Americans view information collected about them
was extremely important, but believe they have lost control over how their
personal information is collected and used by companies [25, 31]. Web buyer
confidence in on-line credit card security has been steadily declining, with
more consumers questioning the safety of submitting credit card data on-line
and wondering whether buying on-line is worth the risk [36].

Concerns about privacy are an important factor in Internet use. Privacy is a
social concept, and protecting one’s privacy in the Internet environment and
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on Internet-connected computers requires technical skills and an understand-
ing of how data and information flows are processed in a network environ-
ment. Thus, an individual’s Internet privacy concerns result from two
processes: (1) interaction with information technology (the Internet in this case),
which requires a set of skills and a level of technical literacy, and (2) a social
process of communication and transaction with sometimes anonymous or little-
known social entities (companies or individuals) in the networked environ-
ment. The study explores two factors salient to Internet privacy concerns:
Internet literacy and social awareness. It reports on the confirmatory factor
analysis (CFA) validation of the social awareness and Internet literacy instru-
ments, while integrating previously developed instruments for Internet pri-
vacy concerns and intention to use the Internet for the purposes of e-commerce.
A model is then proposed and tested through structural equation modeling
(SEM) related to the above-mentioned constructs. The study’s findings about
the psychological antecedents of privacy concerns and Internet use can help
IS managers and e-commerce marketers develop strategies that will broaden
their Internet user base and facilitate the interaction and usage of Internet
Web sites and applications, thus opening opportunities for growth and com-
petitive advantage.

The dependent variable of the model is intention to use the Internet for
purposes of e-commerce, or, in short, intention to transact. Following Pavlou,
intention to transact is operationalized by restricting it to the consumer’s in-
tent to engage in an electronic exchange with a B2C on-line business that in-
volves the disclosure of personal information [52, 53]. Note, by the way, that
much of the information merchants demand is very often not necessary for
completing the transaction, but just desirable for their marketing purposes.

Theoretical Considerations and Propositions
Internet Privacy Concerns

A wide range of scholars in different fields have researched privacy as a
psychological construct and sociological issue [21, 37, 42]. Every theoretical
perspective involving privacy accounts for its complexity, given its multidi-
mensional, elastic, contextually dependent, and dynamic nature, and the di-
chotomy between the individual and others [1, 35, 37, 43]. Much research in
this area involves employees’ perceptions of privacy values and beliefs [35,
46, 47, 59, 61]. Given the difficulty of defining privacy as a psychological
construct, many sociologists define it as the “right to be left alone” [78]. MIS
researchers have tailored the definition toward the informational aspect of
privacy rather than its physical, spatial, and behavioral aspects, and refer to
privacy as the right to control the collection and use of information about
oneself [11, 44, 50]. In addition, privacy is usually regarded as a right. How-
ever, the notion of a right is also multidimensional. A right may be an ethi-
cal, social, or legal concept. Thus, it is difficult to find a generally accepted
definition that may be operationalizable across studies conducted by re-
searchers in different disciplines (e.g., psychology and law).



Downloaded by [University of Otago] at 20:48 11 October 2015

INTERNATIONAL JOURNAL OF ELECTRONIC COMMERCE 9

Interest in privacy by MIS researchers has been triggered by the explosive
development and use of digital, storage, and Internet technologies [11, 14, 15,
16, 32, 44, 57]. Some researchers have focused their interest on concerns re-
lated to information privacy and an anticipation of possible loss of privacy
[11, 14, 16, 46, 61]. Among other things, researchers have found that on-line
purchasing intent is most influenced by security and privacy concerns [56,
66]. Internet users are becoming conscious of the power of Internet technolo-
gies to monitor their activities and gather information about them with or
without their knowledge and consent [13]. They are also learning that a great
many Web pages offer deceptive content [22]. As reported by Carroll, only 6
percent of U.S. consumers had a high level of trust in how Web sites handle
and protect personal data [9]. In a study of the “trade-off” factors that influ-
ence Internet use, Dinev and Hart found that privacy concerns affect user
decisions to conduct e-commerce transactions over the Internet [17].

The present study defines Internet privacy concerns as concerns about pos-
sible loss of privacy as a result of a voluntary or surreptitious information
disclosure to a B2C Web commerce site. Based on the considerations outlined
above, the model includes the negative relationship between Internet privacy
concerns and intention to transact:

Hypothesis 1: Internet privacy concerns have a negative effect on intention to
transact.

Internet Literacy

Internet users often face challenges that may affect successful on-line interac-
tion. Challenges a typical on-line user may encounter include establishing an
on-line connection, orienting oneself efficiently on a Web page, dealing with
deceptions [22], completing an Internet e-commerce transaction, submitting
personal information, quickly and efficiently searching the Internet, dealing
with offensive content retrieved by accident, dealing with spam e-mail or spy
applications, setting the browser’s privacy and security options, and identify-
ing spoof e-mail or Web sites. All these processes require substantial skill and
knowledge in order to protect one’s computer, one’s privacy, and information
one would rather not disclose, or permit to be further disclosed by the com-
pany one is dealing with.

Internet literacy is closely related to computer literacy, which is now of
great importance in everyday life [40, 48, 80]. The Internet is an infrastruc-
ture whose exploitation depends on computer use. Users’ computer skills,
attitudes, and beliefs are related to their use of the Internet. Because the
Internet environment is so complex, Internet literacy is a more complex con-
struct than computer technical literacy and includes the network-related
factors mentioned above. Following the standard dictionary definition of
computer literacy as “the ability to use a computer and its software to ac-
complish practical tasks,” Internet literacy is defined in this paper as the
ability to use an Internet-connected computer and Internet applications to
accomplish practical tasks. Note that competency and literacy, as constructs,
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are distinctly different from the construct of computer or Internet self-effi-
cacy. The latter measures the level of confidence and belief that an indi-
vidual can perform a certain task. The literature relates lower levels of
self-efficacy to technology avoidance and anxiety. On the other hand, com-
petence and literacy scales focus on either independently measured or self-
assessed ability to do a specific task.

Privacy-invasive Internet technologies and applications present several
challenges even to technically competent users. Computers are networked
and thus are vulnerable to attacks, viruses, and intrusions perpetrated by ma-
licious Internet users and facilitated by the ignorance and behavior of other
Internet users. In addition, Internet users are regularly exposed to bogus and
spoof e-mails or Web sites [39], spam e-mails, and unsolicited contacts through
Internet communication channels. There is a constant need to be vigilant over
the potential of hacker activity and possibility of viruses, and worms that at-
tack Internet-connected computers and cost immense frustration, not to men-
tion privacy and material losses [3]. Security alerts and system vulnerabilities
are periodically announced, and users are often urged to update and install
security fixes and patches [30]. Some Web sites and some Internet-related ap-
plications impose ActiveX controls and scripts that have free rein within the
user’s device. These may change browser preferences that most users do not
understand, let alone know how to manage. Other Web sites and free soft-
ware applications, without the user’s knowledge and consent, install surrep-
titious software (so-called spyware) that monitors the user’s on-line activities
and provides click-stream data to a specific server [63, 71]. Users who find
themselves in situations of this kind that are beyond their control tend to feel
that their privacy has been invaded. This may substantially elevate their emo-
tional state associated with Internet use, generating aggravation and hope-
lessness, and eventually lead to less Internet usage.

Software packages and applications are available that provide protection
against these intrusions, but users need to know how to install them and take
advantage of the benefits they offer [34]. Moreover, such software is often
incomplete and inadequate. Further difficulty is presented by the need to con-
stantly keep up with the issuance of patches and newer versions of the protec-
tive software, as well as operating systems, utilities, and key applications. For
many people, this may spiral into a perception that they are facing a challenge
that is insurmountable without advanced Internet and networking knowl-
edge. The less Internet literacy users have, the more concerned they will be
about privacy, because they will feel incompetent to protect their computers
and to control intrusive technologies gathering personal data. Based on this
observation, Spiekermann, Grossklags, and Berendt argued that privacy tech-
nologies need to enable even moderately computer-literate on-line users to
protect themselves by allowing only a degree of disclosure they are comfort-
able with [62]. The above considerations suggest the following:

Hypothesis 2: Internet literacy has a negative effect on Internet privacy
concerns.

Hypothesis 3: Internet literacy has a positive effect on intention to transact.
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Social Awareness

Many challenges arise in relation to e-commerce. Some are technical in nature
(e.g., achieving a secure and reliable environment), some are regulatory (e.g.,
legal frameworks and standardizations), and some are social. Among the so-
cial issues, trust, privacy, security, governance, censorship, and restrictions have
been identified as having the highest priority [7, 51]. For example, MIS re-
search on trust has undoubtedly shown that it is one of the most important
factors in the acceptance of e-commerce [38, 45, 66, 70]. Public interest and
involvement in these social issues drives policy changes intended to address
the concerns of citizens and Internet users [72]. Passive involvement and raised
interest in social issues are defined in the literature as social awareness. Social
awareness is one of the key components of consciousness-raising, social action
being the other [5, 23]. Social awareness is about appreciating the needs, impe-
tus, and historical specificity of social events and processes. Speaking up against
social injustice, creating awareness of how people affect the environment, pro-
moting racial tolerance and respect, and making consumer decisions based on
a company’s ethics are different aspects of the social-awareness construct.
People with high social awareness will tend to understand how a democracy
works and exhibit interest in their country’s political system [20, 28]. Aware-
ness of issues and how they affect the individual, community, and society is a
precursor to social movements and policy generation [5, 64, 67]. The effective-
ness of social institutions depends on whether they engage their members or
clients and encourage them to develop a social awareness that will eventually
drive social change. Previous research has linked social awareness to indi-
viduals” attitudes and cognitive development [54, 55, 73]. Following Greene
and Kamimura, who define social awareness as “naming the problem, speak-
ing out, consciousness raising, and researching” [23, p. 3], in this paper, social
awareness is defined as citizens’ behavior with respect to following and being
interested in and knowledgeable about community and government policies
and initiatives, including those related to technology and the Internet.

People place a high value on privacy as an expression of personal dignity
[12,37]. Privacy is honored as an important individual right [19, 41, 68, 69, 78,
79]. For example, according to one poll in the United States, 79 percent of the
public believe that “if the Framers of the Declaration of Independence were
rewriting that document today, they would add privacy to the trinity of life,
liberty, and pursuit of happiness” [76].

Because of their interest in social issues and policies, Internet users with
high social awareness will closely follow Internet privacy issues, the possible
consequences of a loss of privacy due to accidental, malicious, or intentional
leakage of personal information, and the development of privacy policies.
News items and highly publicized cases will heighten their acquaintance with
possible breaches of privacy and security, and the risk of identity theft. There-
fore, one may posit, with respect to privacy concerns, that Internet users who
are more socially aware will tend to know more about the privacy debate,
privacy policies, privacy risks associated with the Internet, and the legal im-
plications of privacy invasions and identity theft. These users will have a stron-
ger awareness of the importance of privacy in social life. The greater one’s
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social awareness, the more importance one will place on privacy as a societal
value. One will also presumably be more concerned about privacy. Thus,

Hypothesis 4: Social awareness has a positive effect on Internet privacy
concerns.

The model presented in this paper is illustrated in Figure 1.

Research Method

The research hypotheses were tested empirically using data collected from a
survey, using Dinev and Hart’s instrument for measuring privacy concerns
for information abuse, and intention to transact [17, 18] (items are shown in
the Appendix). The scales for the new constructs in the theoretical model pro-
posed in this study, Internet literacy and social awareness, were developed by
examining prior work on similar constructs and adapting the existing mea-
sures. The computer literacy instrument developed by Gutek, Winter, and
Eriksson was the basis for measuring Internet literacy [24]. However, the in-
strument could not be applied directly and needed substantial modification
because it measures computer literacy by means of questions on program-
ming experience that do not apply to Internet users.

Similarly, since the existing social-awareness instrument was developed to
measure the attitudes of college students on cultural-diversity social issues,
such as ethnicity, race, gender, and sexual orientation [23], it could not be
readily applied to the study. Nonetheless, it provided important guidance and
a base to build on. The instrument was substantially modified by deleting,
rewording, and adding items. Consistent with current best practices in scale
development, a wider net of candidate items was cast for the present model
[10, 29, 60]. Based on additional extensive search of the Internet and the aca-
demic, professional, and popular literature, a list of 10 items was drafted.

The responses were statistically processed with exploratory factor analysis
(EFA), followed by confirmatory factor analysis (CFA). SEM with LISREL was
then applied to empirically test the hypothesized relationships. EFA is the
standard and classic technique for initially establishing the validity and reli-
ability of a measurement. CFA is a significantly more advanced technique for
validity assessment than EFA [6, 49] and yields greater confidence in an
instrument’s validity and unidimensionality [2, 58, 77]. Additionally, EFA can-
not detect and estimate the degree of correlation among items. The more reli-
able, robust, and flexible methodology of CFA along with SEM represents an
increasingly popular approach for more rigorous assessment of theorized
models.

This study employed LISREL 8.5 as the CFA and SEM software for assess-
ing the model’s validity [33]. An alternative research technique popular in
MIS studies is SEM with partial least squares (PLS). However PLS is regarded
as a soft-modeling approach, the rule of thumb being that if the model can be
proved with LISREL, then LISREL is the better approach [6]. PLS makes use
of least squares methods, which do not necessarily require stringent assump-
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Internet
Literacy H3 (+)
H2 (-)
Privacy Intention to
Concerns Transact
H1 (=)
H4 (+)
Social
Awareness

Figure 1. Proposed Theoretical Model

tions about the distribution of variables, residuals, and parameters. Thus PLS
is especially useful for analyzing large, complex path models where LISREL
often fails to converge within reasonable time limits. It is also quite useful for
analyzing models based on small data sets where the sample covariance ma-
trix is not positively definite.

Model Test

This paper reports on the EFA and CFA of Internet literacy and social-awareness
instruments and on the SEM results of the relationships with respect to privacy
concerns and intention to transact.

The instrument development for the constructs used in this study consisted
of two pilot tests and several stages of survey administration during the years
2002-2004. The first pilot test was conducted with a sample of 100 respon-
dents in the southeastern United States, including MIS students from a large
university and retail and service-business employees. The EFA, reliability test-
ing, and careful examination of the correlations required substantial changes
to the instruments. Items had to be added, deleted, and modified, and this
warranted the need for a second pilot survey. The latter was conducted with a
sample of 70 undergraduate students at a large southeastern university. Fol-
lowing the same appropriate tests for data, minor wording changes were made,
three items were dropped because of poor validity, and no additional items
were suggested. The final instrument met the EFA validity and reliability cri-
teria and was consistent at satisfactory levels. All items used were based on a
5-point Likert scale (see Table 1).

The final version of the survey was administered to a broad sample of re-
spondents in the southeastern United States, including residents of two neigh-
borhoods, teachers from two middle and two high schools, students and faculty
from one large university, and employees from a large department store, five
high-tech companies, one bank, one voluntary organization, and small service-
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Item
Construct symbol Item
Internet literacy (IL) Rate the extent to which you are able to do the
following tasks:

IL1 Identify and delete a program which you consider
intrusive (spyware) and which was installed through
the Internet without your knowledge and permission.

IL2 Manage virus attacks by using antivirus software.

IL3 Communicate through instant messaging or discussion
boards.

L4 Download files/audio/video/executables from the
Internet.

Social awareness (SA) To what extent do you agree with the following?

SA1 | am interested in reading political commentaries or
watching them on TV.

SA2 | closely follow developments in my community.

SA3 | enjoy discussing important social issues with others.

SA4 | watch news and other television programs/channels
that address current issues.

SA5 | closely follow government regulation of high-tech
businesses.

SA6 | read at least one newspaper every day or watch
news on TV.

Table 1. Internet Literacy and Social Awareness | tems.

oriented businesses. The subjects were asked to fill in the survey and drop it
in a conveniently located collection box. The average response rate was 55
percent, which reflects the completely voluntary participation. Many of the
people who were given surveys and asked to fill in the questionnaire did not
return a completed survey.

Results
Demographics and Exploratory Factor Analysis

The demographic profile of the 422 respondents who submitted usable sur-
veys is shown in Table 2. The internal consistency and reliability of the scale
items for each construct were established through the Cronbach’s alpha coef-
ficients (see Table 3), which were much higher than the threshold level of 0.66
suggested for exploratory research [49]. The corrected item-total correlations,
which provide initial indications of reliability, were also high for all of the
items. EFA with varimax rotation and Kaiser normalization were utilized for
the initial assessment of the constructs” convergent and discriminant validity
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Gender Race Age Occupation Income
male: 49 White: 58 <30: 59 technology: 12 < $60,000: 63
female: 51 Black: 16 <30: 41 finance: 1
Hispanic: 15 retail: 10 $61,000-$100,000: 20
Asian: 7 education: 15 > $100,000: 16
government: 14

Table 2. Demographic Profile of Respondents (N = 422).

Note: Numbers are percentages. Remaining percentages to 100 are either undisclosed or “other.”

adequacy, with all items run simultaneously in EFA (see Table 3). All indicators
loaded on the latent variables they were intended to measure, with insignifi-
cant cross-loadings of items. Furthermore, most of the factor loadings ranged
between 0.7 and 0.88, as shown in the table. This confirms the face/content
and factorial validity of the instrument. In addition, all inter-item correlations
were examined for further verification of discriminant validity. The values of
the correlations between items measuring different constructs were signifi-
cantly lower than the correlations between items measuring one and the same
construct. These results suggest that both discriminant and convergent valid-
ity were established through the classical EFA approach.

Structural Equation Modeling

The covariance structure model has two parts: the measurement model (some-
times referred as the CFA stage), and the structural model (also known as the
SEM stage) [33]. The CFA stage was performed on the entire set of items si-
multaneously, with each observed variable restricted to load on its a priori
factor. All the necessary steps in the validation and reliability assessment of
the measurement model were conducted following Byrne [8] and Stewart and
Segars [65]. The results of the most commonly used fit indices are shown in
Table 4.

The analysis resulted in a converged, proper solution with a low x2 per
degree of freedom and a good fit as indicated by all the listed fit indices. Col-
lectively, the data from the model’s fit indices, factor loadings, t-values, and
squared multiple correlations suggest that the indicators account for a large
portion of the variance of the corresponding latent construct and therefore
support the validity of the measures (see Table 5) [6]. Discriminant validity is
supported if the correlations between constructs are not equal or close to 1.00
within the 95 percent confidence intervals [4]. This clearly is the case for the
model, because the highest value of the correlations is far from 1.00, lying in
the interval (0.42 + 1.96 [0.05]) or between 0.32 and 0.52. After the measure-
ment model was finalized, the hypothesized model was tested by employing
the LISREL structural model.
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Good CFA SEM

model model model

Goodness of fit measures fit ranges values values
Chi-square (d.f) Nonsignificant 320.83 321.91
(129) (130)

p<0.001 p<0.001
Normed chi-square/degrees of freedom <20 2.48 2.48
NFI (normed fit Index) >0.90 0.92 0.92
CFI (comparative fit index) >0.90 0.95 0.95
IFI (incremental fit index) > 0.90 0.95 0.95

RFI (relative fit index) >0.80 0.91 0.91

GFl (goodness of fit index) = 0.90 0.92 0.92
AGFI (adjusted goodness of fit index) >0.8 0.90 0.90
PGFI (parsimony goodness of fit index) >0.5 0.70 0.70

RMR (standardized root mean square residual) <0.05 0.055 0.057
RMSEA (root mean square error of approximation) <038 0.058 0.058

Table 4. Goodness of Fit CFA and SEM Model Assessments.

Hypothesis Testing

The structural model’s SEM stage specifies the direct and indirect causal rela-
tionships among the constructs and the amount of unexplained variance [2].
As stated in the hypotheses, the structural model tests the relationships be-
tween Internet privacy concerns (PC), Internet literacy, social awareness, and
intention to transact on-line (i.e., e-commerce transactions). In SEM terms, the
exogenous variables are privacy concerns, Internet literacy, and the social
awareness, and the endogenous variable is the intention to transact. The struc-
tural model shows the completely standardized parameter estimates between
all latent variables (see Figure 2). The results strongly supported all the hy-
potheses of the study, and the regression coefficients are all statistically sig-
nificant at level 0.01.

Discussion and Limitations

The purpose of this research was to better understand whether social aware-
ness and Internet literacy are related to Internet privacy concerns and how all
three of these antecedents are related to use of the Internet for e-commerce
purposes. The findings reported in the preceding section strongly support the
relationships described in the hypotheses. As shown in Figure 2, all of the
relationships indicated in the hypotheses are statistically significant at level
0.01. The negative relationship between privacy concerns and intention to trans-
act (-0.39) support H1, thus confirming previous findings [16, 17, 18]. As hy-
pothesized in H2, Internet literacy proves to be negatively related to privacy
concerns (-0.17). Indeed, savvy and literate Internet users are more likely to
be able to deal with privacy-invasive technologies, customize their browsers
or Internet applications, eliminate surreptitious software programs running
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Internet
Literacy

Privacy Intention to
Concerns HI (o) Transact
H4 (+) —0.39%:*
0.18%*

Social
Awareness

Figure 2. Structural Equation Model with Parameter Estimates
Notes: The numbers represent the completely standardized parameter estimates of the structural
equation model; ** p<0.1.

on background, and keep up with the latest antivirus, antispam applications.
Such users feel they have more control over their computers, and as a result
their privacy concerns are significantly lower. Individuals with high Internet
literacy will also have higher intention to use the Internet, as confirmed by the
findings related to H3 (0.26).

There is, however, another, “intuitively felt” aspect of the relationship be-
tween Internet literacy and privacy concerns. One might argue that a more
technically literate Internet user would be more able to grasp the seriousness,
the core vulnerabilities, and the insecurities of the Internet and the networked
information systems, and therefore have stronger privacy concerns. While the
direction of such a relationship is the opposite of the one supported in this
study, the complexity of these relationships, both positive and negative, needs
to be recognized and further investigated. Both aspects should be addressed
in future research, and a more complete model will be necessary to answer
how and under exactly what circumstances the negative aspect of the rela-
tionship will override the positive one to result in a totally negative regression
coefficient, as shown in the results in Figure 1.

Social awareness was positively related to privacy concerns (0.18), sup-
porting H4. Thus, individuals who are aware of the social and political pro-
cesses tend to exhibit more privacy concerns with respect to Internet use. This
is an important finding that has both theoretical and empirical significance.
Social awareness has not been researched as a construct in the MIS literature,
nor has its relationship to privacy concerns been investigated. With the in-
creased integration of on-line communications and the Internet into everyday
life, their social role increases as well. Thus, users’ attitudes, their anteced-
ents, and their consequences are important factors that need to be studied in
order to understand the social impact of information technologies, and of the
Internet in particular.
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Several important implications arise from this study. First, as a theoretical
and empirical contribution, the study identifies and validates two relatively
new antecedents of Internet privacy concerns: Internet literacy and social
awareness. The proposed structural model was tested with strong empirical
data that confirmed the measurement properties of the new constructs and
provided strong support for the proposed hypotheses.

This study is an empirical contribution to the literature on the role of pri-
vacy in on-line environments and the importance of privacy for Internet use
[16, 17, 18]. With a large and diverse sample, taken over several periods for
two years, the negative relationship between privacy concerns and intention
to transact, as stated in H1, is again one of the strongest (-.39). Thus, along
with trust [38, 45, 66, 70], privacy concerns prove to be a strong factor that
may influence e-commerce use.

So far as is known, this study is the first to introduce the concept of aware-
ness in the IS literature. Awareness is an integral part of the study of volun-
tary behavior in psychology and the social sciences (e.g., sexual awareness,
situational awareness, the role of awareness in disease prevention, in crime
prevention, child or spouse abuse, social injustices, minority groups move-
ments, election processes, etc.). Historically, the development of MIS research
has revolved around technology adoption in organizations where adoption is
mandatory. With the penetration of personal computers, the Internet, and
Internet technologies in everyday life, the issue of the voluntary use of tech-
nology, and accepting and managing its consequences, reveals the need once
again to study the technology-adoption process. The key factors in voluntary
use are awareness, raised consciousness, and knowledge about a certain tech-
nology and its personal and social benefits and risks. The decision to use a
Web site for e-commerce is a type of voluntary technology acceptance [52, 53].
This study is limited to social awareness and how it affects and forms privacy
concerns when a user is asked to submit personal information on-line. While
social awareness does not directly affect intention to transact, the implications
of the study’s introduction of awareness can be seen in other types of IT re-
search. For example, adopting technologies that control spyware, computer
viruses, and scams, and avoiding falling victim to spoofing Web sites, are all
related to raising one’s awareness of existing problems and the need to find
adequate solutions. The contribution of this study is its development and in-
troduction of the concept of social awareness in relation to Internet privacy
concerns. The instrument for social awareness developed in the study is gen-
eral and can be adapted easily to any specific type of awareness appropriate
for an IT study.

This is the first study to empirically validate the relationship between
Internet literacy and privacy concerns, and social awareness and Internet pri-
vacy concerns. From the discovery point of view, the study broadens our un-
derstanding of the concept of information privacy and examines alternatives
antecedents to Internet privacy concerns. In the information age and global
economy;, it is of the utmost importance to understand the role of these factors
in user decisions to take advantage of all benefits the Internet offers.

From the managerial perspective, the study clearly establishes that Internet
literacy is related to privacy concerns. Considering the previous studies show-
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ing that privacy concerns are related to Internet use, this study concludes that
low Internet literacy, inability to manage security risks and privacy invasions,
may impede Internet usage even more through higher privacy concerns. Thus
the IT industry needs to develop software technologies that are more user
friendly to manage security and privacy threats. It needs to give users the
ability to control and adjust the levels of intrusion and the amount of personal
information submitted to a comfortable level of interactivity.

Higher social awareness among Internet users will help build more effec-
tive information management and information policies that employ fair in-
formation practices [14, 15, 16]. Since policy changes and organizational
information practices are usually reactive to consumer or employee pressure
[46, 47, 59], they will change in an easier and more effective way when citi-
zens are more aware of the benefits, difficulties, pitfalls, or risks involved.
Social awareness will play an important role in shaping public attitudes to-
ward government surveillance. The latter has intensified in most countries in
response to the threat of terrorism and criminal behavior. However, the other
side of surveillance and monitoring the Internet activities is the loss of pri-
vacy and personal intrusion by overzealous agencies. Through raised aware-
ness and consequent active engagement, the public will facilitate government
surveillance policies and practices to develop a healthy degree of protection
and security.

Although the two constructs introduced here have a continuous nature,
the study can help in identifying segments of Internet users with respect to
their privacy concerns and their Internet literacy and social awareness (see
Table 6). For example, users with high social awareness and low Internet lit-
eracy tend to be the ones with the highest privacy concerns. These users may
constitute a very broad group of adults who represent the intellectual core of
society but are not able (or willing) to keep up with demanding technologies
in order to protect themselves from privacy invasions while using the Internet.
Among these users may be teachers, journalists, writers, economists, lawyers,
doctors, and social workers. Intellectual leaders in the “soft sciences” not only
have great influence on policies and regulations, but also are among the most
attractive target groups for e-commerce businesses from the marketing per-
spective. At this point it is not clear how their Internet use would be affected
if their very intense privacy concerns are not addressed and mitigated by other
factors. There may be a tolerance threshold at which these users would esti-
mate that it is not worth the risk of shopping on-line or of providing personal
information given the abundance of security, virus, and spoof threats. This
argument seems to find support in the Forrester research findings about erod-
ing confidence in credit card security [36].

On the opposite end of the spectrum of Internet users, there is another dis-
tinct group, users with high technical (Internet) literacy and low social aware-
ness. Believing they can handle intrusions by building and using strong
protections, these users would tend not to rely on society to solve privacy
problems through policies and regulations. Besides, they don’t follow policies
and issues on the social scene. These users constitute the group of technically
savvy Internet users often referred to as “computer geeks.” There may be a
more complex, nonlinear relationship between Internet literacy and privacy
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Low Internet literacy High Internet literacy

Low social awareness Unknown Lowest privacy concerns
Computer and technology geeks

High social awareness Highest privacy concerns Industrial visionaries and
Softscience intellectuals technology creators
High concern for privacy of
individuals in society; low privacy
concern for themselves

Table 6. Segmentation of Internet Users by Privacy Concerns.

concerns for members of this segment. Better able to protect their privacy,
these individuals may exhibit a U-type of relationship, initially negative (un-
til they discover a suitable protection) and then positive. They are not very
worried about their privacy being compromised and consequently would be
among the most frequent e-commerce and Internet users engaging in the most
diverse spectrum of Internet applications. Among these users one can iden-
tify younger generations of engineers and software technicians with some kind
of education or experience in networks and computers.

A further segment comprises technically competent, well-informed Internet
users who keep on the cutting edge of Internet technology. They know how to
protect their computers and their privacy and use many measures to do so.
They may even participate in creating the technologies. They are also politi-
cally and socially engaged and have high social awareness. Individuals from
this group, because of their high social awareness, would indeed have high
privacy concerns, probably more from empathy for other citizens, and would
recognize the importance of privacy and security as social issues. At the same
time, however, these individuals, because of their high Internet literacy and
their ability to take the necessary preventive measures, would exhibit lower
privacy concerns and concerns about being intruded on-line. Thus, they are
likely to be savvy and diversified Internet users who are always watchful and
alert for unpleasant surprises. The segmentation of Internet users with re-
spect to the factors considered in this study has important implications for
marketers, IT managers, Web designers, and policymakers.

Although its results confirm the hypothesized relationships, the study has
some limitations. It considered only two antecedents of privacy concerns, but
the literature recognizes several other antecedents, such as ability to control
information and perceptions of vulnerability. The study confirms the statisti-
cal significance of the relationships but does not test them within the nomo-
logical network of the other antecedents, so the relative importance of each of
the various antecedents cannot be estimated. Another weakness of the model
is the lack of salient factors like trust and perceived risk of Internet use and, in
particular, of intention to transact with a B2C e-commerce site. The model is
simplistic in this respect, but the authors intend to incorporate the important
factors of trust, risk, technology acceptance model (TAM) construct, and pri-
vacy into a more complex model with more factors and antecedents.
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As with most empirical studies, the sample size and spectrum of respon-
dents are a limitation. Although a concerted effort was made to include a
range of respondents representing different social groups of Internet users,
the sample was limited to a single geographical region of the United States. A
statistically random sample would have increased confidence in the results or
would have produced different results. Furthermore, in light of the globaliza-
tion of information and e-commerece, it is of the utmost importance to shift the
focus of the study from American society and explore the relationships in
other cultures. Surprises can be expected, for many societies are not as indi-
vidualistic as the American (e.g., many Asian cultures), and some place much
greater emphasis on data protection than does the United States (in particu-
lar, European nations and some former British colonies). Any study of infor-
mation privacy is accordingly culturally relative. The researchers plan to extend
the study to European countries in order to explore how cultural differences
affect the relationships.
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Appendix
Privacy Concerns and Intention to Transact Items

Item
Construct symbol Item

Privacy concerns (PC) Rate the extent to which you agree with the following:

PC1 | am concerned that the information | submit on the
Internet could be misused.

PC2 When | shop on-line, | am concerned that the credit card
information can be stolen while being transferred on the
Internet.

PC3 | am concerned about submitting information on the
Internet because of what others might do with it.

PC4 | am concerned about submitting information on the
Internet because it could be used in a way | did not
foresee.

Intention transact (IU) To what extent are you willing to use the Internet to do the
following?

U1 Purchase goods (e.g., books, CDs) or services
(e.g., airline tickets, hotel reservations) from Web sites that
require me to submit accurate and identifiable information
(i.e., credit card information).

U2 Retrieve information from Web sites that require me to
submit accurate and identifiable registration information,
possibly including credit card information (e.g., using sites
that provide personalized stock quotes, insurance rates, or
loan rates; or using sexual or gambling Web sites).

U3 Conduct sales transactions at e-commerce sites that
require me to provide credit card information (e.g., using
sites for purchasing goods or software).

U4 Retrieve highly personal and password-protected
financial information (e.g., using Web sites that allow me
to access my bank account or credit card account).
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