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ABSTRACT
Surveillance advertising is one of the central business models in the digital markets, responsible for the emergence of digital platform providers, such as Alphabet and Meta, into technology giants. As it involves processing large amounts of personal data, it comes in direct tension with the right to personal data protection in the European Union. The surveillance advertising business model was one of the challenges that triggered data protection reform, resulting in the General Data Protection Regulation (GDPR). Within the first five years of the GDPR, a large part of the surveillance advertising industry proved illegitimate. For example, litigation of Meta’s surveillance advertising has found that in 2018-2023, the company engaged in surveillance advertising without appropriate legal basis under the GDPR. The same goes for surveillance advertising conducted in the open market, often called AdTech. In order to respond to the developing case law of the GDPR, the industry has now moved to a ‘Surveillance-or-Pay’ business model. This chapter finds such a model illegitimate in many cases, particularly for gatekeepers such as Meta. This conclusion also calls for urgent enforcement from the national data protection authorities and the European Data Protection Board to ensure the surveillance advertising industry does not continue illegitimately over the next five years of the GDPR.
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[bookmark: _Toc151813717]SETTING THE STAGE
[bookmark: _Hlk120112035]On January 28, 2010, on Data Protection Day, Commissioner Viviane Reding announced that digital transformation required personal data protection reform.[footnoteRef:3] Commissioner Reding warned that surveillance advertising was a central challenge to Europeans’ privacy.[footnoteRef:4] Surveillance advertising is a business model that monetizes websites and apps with advertiser money and without the consumer’s monetary payment.[footnoteRef:5] It has also been a central revenue stream for technology giants such as Alphabet (previously Google) and Meta (previously Facebook), which in 2023 were valued at $2.5 trillion.[footnoteRef:6] Surveillance advertising entails monitoring the behavior of a consumer (or an internet user), algorithmically inferring their interests and traits (often referred to as ‘profiling’), and matching them with advertisements; therefore, it entails processing vast amounts of personal data.[footnoteRef:7] Surveillance advertising is also often called online behavioral advertising (OBA) and is referred to interchangeably in the chapter.[footnoteRef:8] [3:  See ‘Europeans’ Privacy Will Be Big Challenge in next Decade, Says EU Commissioner’ (European Commission Press Release IP/10/63, 28 January 2010) <https://ec.europa.eu/commission/presscorner/detail/en/IP_10_63> accessed 16 November 2023.]  [4:  See Id. (“Our privacy faces new challenges: behavioural advertising can use your internet history to better market products.”)]  [5:  See generally Shoshana Zuboff, The Age of Surveillance Capitalism: The Fight For A Human Future at The New Frontier of Power (First edition, PublicAffairs 2019).]  [6:  See ‘Largest Companies by Market Cap’ (Companiesmarketcap) <https://companiesmarketcap.com/> accessed 16 November 2023.]  [7:  See generally Frederik Zuiderveen Borgesius, Improving Privacy Protection in the Area of Behavioral Targeting, vol 33 (2015).]  [8:  See e.g., Sophie C Boerman, Sanne Kruikemeier and Frederik J Zuiderveen Borgesius, ‘Online Behavioral Advertising: A Literature Review and Research Agenda’ (2017) 46 Journal of Advertising 363.] 

The Charter of Fundamental Rights of the European Union (CFREU) went into force in 2009, shortly after Meta launched its advertising platform, including the controversial advertising Beacon that surveilled consumers over the Internet without their knowledge.[footnoteRef:9] Article 8 CFREU established a regime in which personal data processing interferes with human rights unless there is a legal ground provided by law, for example, the consent of the person involved.[footnoteRef:10] Indeed, under the 1995 Data Protection Directive (DPD), consumer consent was possibly the only legal ground that could legitimize surveillance advertising.[footnoteRef:11] Nevertheless, incentivized by surveillance advertising profits, digital service providers have often collected consumer data in predatory ways. One prevalent way entailed showing consumers pre-ticked consent boxes, which was later, in 2019, found (Planet49 case) illegal by the Court of Justice of the European Union (CJEU).[footnoteRef:12] [9:  See Betsy Schiffman, ‘Facebook Is Always Watching You’ Wired (4 December 2007) <https://www.wired.com/2007/12/facebooks-is-al/> accessed 20 April 2023.]  [10:  Consolidated Version of the Charter of Fundamental Rights of The European Union [2012], O.J. (C326)391, art. 8 [hereafter CFREU]. See Jiahong Chen, Regulating Online Behavioural Advertising Through Data Protection Law (Edward Elgar Publishing 2021) 92 <https://www.elgaronline.com/display/9781839108297.00015.xml> accessed 20 April 2023.]  [11:  See Frederik J. Zuiderveen Borgesius, ‘Personal Data Processing for Behavioural Targeting: Which Legal Basis?’ (2015) 5 International Data Privacy Law <https://academic.oup.com/idpl/article/5/3/163/730611> accessed 1 May 2023. See Article 29 Data Protection Working Party, ‘Opinion 06/2014 on the Notion of Legitimate Interests of the Data Controller under Article 7 of Directive 95/46/EC (WP217)’ (2017) 17. (“[contractual necessity] is not a suitable legal ground for building a profile of the user’s tastes and lifestyle choices based on his clickstream on a website and the items purchased. This is because the data controller has not been contracted to carry out profiling, but rather to deliver particular goods and services, for example.”)]  [12:  Case C-673/17, Planet49, 1 October 2019, ECLI:EU:C:2019:801.] 

Data protection reform was primarily intended to ensure consumers’ authentic choices in an online environment by strengthening the rules for valid consent.[footnoteRef:13] The surveillance advertising industry responded to the reform by avoiding asking consumers for consent altogether. On May 25, 2018, when the General Data Protection Regulation (GDPR)[footnoteRef:14] entered force, Meta changed its legal basis for surveillance advertising practices from consumer consent to “contractual necessity”.[footnoteRef:15] Following initial litigation, Meta switched to “legitimate interest”, again resisting asking their consumers if they wanted to be tracked for surveillance advertising.[footnoteRef:16] On October 27, 2023, the European Data Protection Board decided to ban Meta’s surveillance advertising practices across the EU unless Meta asked its consumers for consent.[footnoteRef:17] As a response, Meta now offers an ‘OBA-or-Pay’ model, in which consumers have to choose between consenting to give Meta their behavioral data for surveillance advertising or paying €9.99/month.[footnoteRef:18] [13:  Bart W Schermer, Bart Custers and Simone van der Hof, ‘The Crisis of Consent: How Stronger Legal Protection May Lead to Weaker Consent in Data Protection’ (2014) 16 Ethics and Information Technology 171.]  [14:  Council Regulation (EU) 2016/679 of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 2016 (OJ L 119)1. [hereinafter General Data Protection Regulation].]  [15:  ‘Noyb.Eu Filed Complaints over “Forced Consent” against Google, Instagram, WhatsApp and Facebook’ (noyb, 25 May 2018) <https://noyb.eu/en/noybeu-filed-complaints-over-forced-consent-against-google-instagram-whatsapp-and-facebook> accessed 2 May 2023.]  [16:  ‘Meta (Facebook, Instagram) Switching to “Legitimate Interest” for Ads’ (noyb, 30 March 2023) <https://noyb.eu/en/meta-facebook-instagram-switching-legitimate-interest-ads> accessed 7 April 2023.]  [17:  European Data Protection Board, ‘EDPB Urgent Binding Decision on Processing of Personal Data for Behavioural Advertising by Meta’ (European Data Protection Board, 1 November 2023) <https://edpb.europa.eu/news/news/2023/edpb-urgent-binding-decision-processing-personal-data-behavioural-advertising-meta_en> accessed 16 November 2023.]  [18:  ‘How We Show Ads in the European Region’ (Facebook Help Center) <https://www.facebook.com/help/631125599118423> accessed 16 November 2023.] 

Apart from Meta, the broader surveillance advertising industry, often called AdTech, has also been caught up in litigation that challenged the legitimacy of data processing practices within third-party surveillance advertising.[footnoteRef:19] Since the entry into force of the GDPR, consumers visiting any given website online have been surveilled by hundreds of AdTech companies ‘vendors’), which seems incompatible with the general principles of the EU data protection law.[footnoteRef:20] Nevertheless, while there are serious concerns regarding the legitimacy of surveillance advertising, which is responsible for a large share of online advertising,[footnoteRef:21] in 2018-2022, online advertising expenditure amounted to €330 billion in Europe.[footnoteRef:22] [19:  Michael Veale and Frederik Zuiderveen Borgesius, ‘Adtech and Real-Time Bidding under European Data Protection Law’ (2022) 23 German Law Journal 226.]  [20:  ‘RTB Online Ad Auctions’ (Irish Council for Civil Liberties) <https://www.iccl.ie/rtb/> accessed 17 November 2023. See Scott Ikeda, ‘Report on RTB: Adtech “Biggest Data Breach Ever Recorded,” Online Behavior More Exposed in Countries Without Privacy Regulations’ CPO Magazine (24 May 2022) <https://www.cpomagazine.com/data-privacy/report-on-rtb-adtech-biggest-data-breach-ever-recorded-online-behavior-more-exposed-in-countries-without-privacy-regulations/> accessed 13 October 2023.]  [21:  ‘Digital Advertising Spending in Europe from 2006 to 2022’ (Statista, May 2023) <https://www.statista.com/statistics/307005/europe-online-ad-spend/> accessed 16 November 2023.]  [22:  iab Europe has reported that surveillance advertising was responsible for 66% of all online advertising. ‘Digital Advertising & Marketing: The Value of Digital Advertising’ (iabeurope) <https://iabeurope.eu/the-value-of-digital-advertising/> accessed 13 January 2023.] 

This chapter evaluates the legitimacy of surveillance advertising under Article 6 of GDPR regarding the legal basis for processing personal data. For this purpose, this chapter describes and analyzes the enforcement and judicial processes since the entry into force of the GDPR. This chapter gives particular attention to Meta’s surveillance advertising practice, as Meta is the primary beneficiary of and the standard setter in the surveillance advertising industry.
[bookmark: _Ref120012329][bookmark: _Ref137364650][bookmark: _Toc149935749][bookmark: _Toc151813718]REGULATING SURVEILLANCE ADVERTISING
Surveillance advertising, or online behavioral advertising (OBA), shows consumers personalized advertisements based on behavioral data.[footnoteRef:23] Surveillance advertising is one of several configurations of online advertising. It is a form of online personalized advertising. It entails ‘profiling’ or sorting consumers into segments based on interests (“surf enthusiast”) or traits (“household income top 10%”) that artificial intelligence (AI) systems infer based on consumer’s surveilled behavior.[footnoteRef:24] The consumer behavioral data that AI systems rely on for profiling include, among others, web browsing or social media behavior, mouse cursor movements, geo-location, or keyboard strokes.[footnoteRef:25] [23:  See Boerman, Kruikemeier and Zuiderveen Borgesius (n 7) 364.]  [24:  See Lex Zard and Alan M Sears, ‘Targeted Advertising and Consumer Protection Law in the European Union’ (2023) 56 Vanderbilt Journal of Transnational Law 795, 800.]  [25:  See Zuiderveen Borgesius (n 6) 35–38.] 

Digital platform providers, in particular Alphabet and Meta, are the most prominent publishers of surveillance advertising. Alphabet and Meta allow advertisers to advertise not only on their platforms (e.g., YouTube, Instagram) but also on websites and apps of the other digital service providers (e.g., online newspaper publishers) that join their networks (e.g., Google Display Network, Meta Audience Network).[footnoteRef:26] These advertising networks are closed ecosystems where platform providers have end-to-end control of advertising sales and are called “walled gardens”.[footnoteRef:27] Alphabet dominates the search advertising market (Google Search, Google Display Network), and Meta dominates the social media advertising market (Facebook, Instagram, Meta Audience Network).[footnoteRef:28] In addition, Alphabet dominates the open exchange market for surveillance advertising, also called AdTech, where all advertising networks, publishers, and advertisers bid for available ad spaces online.[footnoteRef:29] [26:  See Competition & Markets Authority, ‘Online Platforms and Digital Advertising: Market Study Appendix M: Intermediation in Open Display Advertising’ (2020) <https://www.gov.uk/cma-cases/online-platforms-and-digital-advertising-market-study>.]  [27:  See European Parliament, Policy Department for Citizens’ Rights and Constitutional Affairs Directorate-General for Internal Policies, ‘Regulating Targeted and Behavioural Advertising in Digital Services: How to Ensure Users’ Informed Consent’ (Study, PE 694.680, September 2021) 19 <https://www.europarl.europa.eu/RegData/etudes/STUD/2021/694680/IPOL_STU(2021)694680_EN.pdf>.]  [28:  See Competition & Markets Authority (n 25).]  [29:  ‘Antitrust: Commission Sends Statement of Objections to Google’ (European Commission, 14 June 2023) <https://ec.europa.eu/commission/presscorner/detail/en/ip_23_3207> accessed 16 July 2023.] 

Surveillance advertising requires complex infrastructures and technological capabilities. It entails using AI systems to profile consumers, predict advertising ‘quality scores’, and allocate advertising accordingly.[footnoteRef:30] Advertising allocation in surveillance advertising is fully automated and occurs via real-time bidding (RTB) programmatic auctions.[footnoteRef:31] Data optimize AI systems used in surveillance advertising.[footnoteRef:32] For example, the party with the most data typically wins an RTB auction.[footnoteRef:33] Therefore, surveillance advertising results in competition for consumer data collection and digital service providers to track consumers over the Internet, typically by placing so-called ‘cookies’ on consumer devices.[footnoteRef:34] As large platform providers such as Alphabet and Meta are ‘gatekeepers’ of the Internet and control access to consumer data, they dominate relative online advertising markets.[footnoteRef:35] [30:  See European Parliament, Policy Department for Economic, Scientific and Quality of Life Policies, ‘Online Advertising: The Impact of Targeted Advertising on Advertisers, Market Access and Consumer Choice’ (Study , PE 662.913, June 2021) 25 < https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2021)662913 >.]  [31:  See Veale and Zuiderveen Borgesius (n 18).]  [32:  See European Parliament, Policy Department for Citizens’ Rights and Constitutional Affairs Directorate-General for Internal Policies (n 26) 41–53.]  [33:  See ibid.]  [34:  See European Parliament, Policy Department for Economic, Scientific and Quality of Life Policies, ‘Online Advertising: The Impact of Targeted Advertising on Advertisers, Market Access and Consumer Choice’ (Study , PE 662.913, June 2021) 25 < https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2021)662913 >.]  [35:  European Commission, Directorate-General for Communications Networsk, Content and Technology and others, ‘Study on the Impact of Recent Developments in Digital Advertising on Privacy, Publishers, and Advertisers’ (2023) 37 <https://data.europa.eu/doi/10.2759/294673>.] 

Surveillance advertising can exploit consumers.[footnoteRef:36] Consumer exploitation can lead to a direct economic detriment to the consumer (e.g., needless transactions) or structural harm through market failures, such as reduced innovation, reduced quality of content and services, increased prices, reduced welfare, and reduced trust in the market.[footnoteRef:37] It can also contribute to environmental harm due to increased carbon emission, battery overuse, and electronic waste, as well as negatively affecting animal welfare.[footnoteRef:38] It can lead to affinity harms such as discrimination and oppression of specific (often marginalized) groups.[footnoteRef:39] Its privacy harms include emotional distress, disturbance, thwarted expectations, and anxiety.[footnoteRef:40] Consumer exploitation can lead to authenticity harms such as loss of (time for) consortium, leisure, and earnings.[footnoteRef:41] It can also result in integrity harms that include adverse effects on mental and physical health and fitness of varying severity (e.g., self-harm, loss of life).[footnoteRef:42] Lastly, consumer exploitation via surveillance advertising may lead to dignity harm or societal harm to future generations, democratic processes, and consumer self-esteem by creating an online environment in which consumers cannot be vulnerable as they face the systemic risk of exploitation.[footnoteRef:43] [36:  See e.g. Joanna Strycharz and Bram Duivenvoorde, ‘The Exploitation of Vulnerability Through Personalised Marketing Communication: Are Consumers Protected?’ (2021) 10 Internet Policy Review 4 <https://doi.org/10.14763/2021.4.1585> accessed 7 February 2023. See e.g. Philipp Hacker, ‘Manipulation by Algorithms. Exploring the Triangle of Unfair Commercial Practice, Data Protection, and Privacy Law’ [2021] European Law Journal <https://onlinelibrary.wiley.com/doi/full/10.1111/eulj.12389> accessed 6 October 2023.]  [37:  See Tal Z Zarsky, ‘Privacy and Manipulation in the Digital Age’ (2019) 20 Theoretical Inquiries in Law 172. See Ryan Calo, ‘Digital Market Manipulation’ (2014) 82 George Washington Law Review 1025. See Competition & Markets Authority, ‘Online Platforms and Digital Advertising: Market Study Final Report’ (2020) 309–321 <https://www.gov.uk/cma-cases/online-platforms-and-digital-advertising-market-study>.]  [38:  See Patrick Hartmann and others, ‘Perspectives: Advertising and Climate Change – Part of the Problem or Part of the Solution?’ (2023) 42 International Journal of Advertising 430. See Matti Pärssinen and others, ‘Environmental Impact Assessment of Online Advertising’ (2018) 73 Environmental Impact Assessment Review 177. See European Commission, Directorate-General for Communications Networks, Content and Technology and others (n 34) 89–96.]  [39:  See Sandra Wachter, ‘Affinity Profiling and Discrimination by Association in Online Behavioural Advertising’ (2020) 35 Berkley Technology Law Journal 2.]  [40:  See Daniel Keats Citron and Daniel J Solove, ‘Privacy Harms’ (2022) 102 Boston University Law Review 841.]  [41:  See Cass R Sunstein, ‘Manipulation as Theft’ (2022) 29 Journal of European Public Policy 1959.]  [42:  See Matija Franklin and others, ‘The EU’s AI Act Needs to Address Critical Manipulation Methods’ (OECD.AI, 21 March 2023) <https://oecd.ai/en/wonk/ai-act-manipulation-methods> accessed 28 March 2023. Molly Russell inquest, supra note 39.]  [43:  See generally European Commission, Directorate-General for Communications Networks, Content and Technology and others (n 34) 80–88. See ‘Ledger of Harms’ (Center for Humane Technology) <https://ledger.humanetech.com/> accessed 18 November 2023.] 

[bookmark: _Ref113624155][bookmark: _Ref112172825][bookmark: _Ref111474276]The legal framework of the European Union (EU) heavily regulates surveillance advertising. Firstly, as a business-to-consumer commercial practice, consumer protection law requires digital service providers to respect consumer autonomy.[footnoteRef:44] The Unfair Commercial Practices Directive (UCPD), more specifically, establishes boundaries for consumer exploitation via surveillance advertising.[footnoteRef:45] Secondly, the Directive on Privacy and Electronic Communications (ePrivacy Directive) regulates the tracking of consumers across the Internet,[footnoteRef:46] and the General Data Protection Regulation (GDPR), the focus of this book, sets rules for processing personal data.[footnoteRef:47] Thirdly, competition law grounded in Articles 101-102 of the Treaty of the Functioning of the EU (TFEU)[footnoteRef:48] also protects consumers from exploitation.[footnoteRef:49] [44:  See Federico Galli, Algorithmic Marketing and EU Law on Unfair Commercial Practices, vol 50 (Springer International Publishing 2022). See Jan Trzaskowski, Your Privacy Is Important to US! (2021).]  [45:  Council Directive (EC) 2005/29 of 11 May 2005 concerning unfair business-to-consumer commercial practices in the internal market and amending Council Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC and Regulation (EC) No 2006/2004 O.J. 2005 (L 149)22 [hereinafter Unfair Commercial Practices Directive]. See Trzaskowski (n 43) 29–31.]  [46:  Council Directive (EC) 2002/58 of 12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic communications sector  O.J. 2002 (L 201)31 [hereinafter ePrivacy Directive].]  [47:  General Data Protection Regulation.]  [48:  Consolidated Version of the Treaty on the Functioning of the European Union [2016] O.J. (C 202) 47  arts. 101-102 [hereinafter TFEU].]  [49:  See Inge Graef, ‘Consumer Sovereignty and Competition Law: From Personalization to Diversity’ (2021) 58 Common Market Law Review 471.] 

[bookmark: _Ref113004185]In 2022, the EU introduced the Digital Services Act (DSA) and the Digital Markets Act (DMA), which regulate platform providers and their advertising practices.[footnoteRef:50] The DSA explicitly prohibits some forms of surveillance advertising aiming to safeguard against societal harms.[footnoteRef:51] In contrast, the DMA aims to disperse the data power of the prominent platform service providers, such as Alphabet and Meta, to ensure contestability in digital markets, including in surveillance advertising, and safeguard the authentic choice of consumers.[footnoteRef:52] Lastly, by 2024, the EU will likely finalize a proposal for the Artificial Intelligence Act (AIA) that sets further boundaries for consumer exploitation via artificial intelligence (AI), also when used for advertising.[footnoteRef:53] [50:  See Council Regulation (EU) 2022/2065 of 19 October 2022 on a Single Market For Digital Services and amending Directive 2000/31/EC (Digital Services Act) (Text with EEA relevance) O.J. 2022 (L 277) 1. See Council Regulation (EU) 2022/1925 of 14 September 2022 on contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) O.J. 2022 (L 265) 1.]  [51:  Digital Services Act, rec. 69.]  [52:  Digital Markets Act. Note that, the DMA mentions “choice” in the context of the consumer 23 times in the final text.]  [53:  See Commission, ‘Proposal for a Council Regulation Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act)’, COD (2021) 0106 DRAFT (Jun. 20, 2023) [hereinafter Proposal for Artificial Intelligence Act]. The cited version includes the European Commission proposal, as well as European Parliament (EP.AIA) and Council (C.AIA) mandates.] 

The EU legal framework safeguards against surveillance advertising harms in four significant ways: (i) by putting in place prohibitions for unacceptable surveillance advertising practices – for example, Article 26 (3) DSA prohibits “online platforms” from using special categories of data for OBA,[footnoteRef:54] and Article 28 (2) DSA prohibits them from targeting minors with surveillance ads;[footnoteRef:55] (ii) by ensuring consumer transparency through information disclosure rules – for example, Article 26 (1) DSA requires “online platforms” to disclose information regarding OBA, such as the identity of an advertiser, and ad targeting criteria;[footnoteRef:56] (iii) by putting in place risk assessment and mitigation rules, for example, Article 34 DSA requires very large online platforms (VLOPs) and search engines (VLOSEs) to conduct risk assessment of their surveillance advertising practices;[footnoteRef:57] and (iv) by putting in place transparency and data access rules that enable enforcers to hold digital service providers accountable in their OBA practices. For example, Article 39 DSA requires VLOPs/VLOSEs to keep advertising repositories.[footnoteRef:58] [54:  Digital Services Act, rec. 69.]  [55:  Digital Services Act, art 28 (3).]  [56:  Digital Services Act, art 26 (1).]  [57:  Digital Services Act, art 34.]  [58:  Digital Services Act, art 39.] 

One of the most potent legislative tools for safeguarding consumers against the harms of surveillance advertising is the GDPR. Surveillance advertising relies on data, such as consumers’ browsing history (e.g., visited websites, used apps) or their on-service behavior (e.g., clicks, likes), that in the EU qualifies as “personal data” because it relates to an identified or identifiable individual.[footnoteRef:59] This means that the GDPR prohibits all surveillance advertising unless the digital service provider actively legitimizes it by meeting the requirements of Article 6 (1) GDPR requirements.[footnoteRef:60] In other words, all digital service providers that want to engage in surveillance advertising in the EU must comply with the GDPR, which regards the processing of personal data as prohibited unless service providers demonstrate they meet the legal grounds prescribed in Article 6(1) GDPR.[footnoteRef:61] The section below provides an analysis of how surveillance advertising can be legitimized. [59:  See Frederik J. Zuiderveen Borgesius (n 10). By the time the GDPR entered into force in 2018, there was consensus that OBA constitutes personal data processing because it enables singling out a particular individual, even without having data connected to a person’s name. See Frederik J Zuiderveen Borgesius, ‘Singling out People without Knowing Their Names – Behavioural Targeting, Pseudonymous Data, and the New Data Protection Regulation’ (2016) 32 Computer Law & Security Review 256. See General Data Protection Regulation, rec. 30. (‘Natural persons may be associated with online identifiers provided by their devices, applications, tools and protocols, such as internet protocol addresses, cookie identifiers or other identifiers such as radio frequency identification tags. This may leave traces which, in particular when combined with unique identifiers and other information received by the servers, may be used to create profiles of the natural persons and identify them.”)]  [60:  See Urgent and Provisional Measures - Meta [2023] Datatilsynet 21/03530-16 17.]  [61:  General Data Protection Regulation, art 6(1).] 

[bookmark: _Toc151813719]THE GDPR AND LEGITIMIZING SURVEILLANCE ADVERTISING
Article 6 (1) GDPR lists six legal grounds that can legitimize personal data processing activities.[footnoteRef:62] Three of these six legal grounds are seldom thought to legitimize surveillance advertising: Article (1)(c) GDPR legitimizes processing personal data that is directly required by law (legal obligation); Article (1)(d) GDPR legitimizes processing that is in the vital interest of data subject (e.g., saving their life); and Article (1)(e) GDPR legitimizes practices that are in public interests (e.g., public health during a pandemic).[footnoteRef:63] [62:  ibid.]  [63:  General Data Protection Regulation, art 6(1) (e). Meta has previously argued that their surveillance advertising practices are in the public interest because they create infrastructure supporting the “free” internet and fund the media. The CJEU regarded such an argument unsurprisingly invalid. Case C‑252/21, Meta v Bundeskartellamt, ECLI:EU:C:2023:537, 127-139.] 

In practice, digital service providers have relied on three other legal bases for surveillance. These three grounds are analyzed in the three sections in the following order: section III. A analyses the validity of processing surveillance advertising data because it “is necessary for the performance of a contract” under Article 6(1)(b) GDPR; section III.B analyses the validity of processing surveillance advertising data due to “legitimate interest” of publishers to engage in OBA under Article 6(1)(f) GDPR; and section III.C analyses consumer’s consent under Article 6(1)(a) GDPR as a legal basis for surveillance ads.
[bookmark: _Ref148511212][bookmark: _Toc149935834][bookmark: _Toc151813720][bookmark: _Ref133833742][bookmark: _Ref140734110][bookmark: _Toc149935830][bookmark: _Ref140734097]Contractual Necessity
Article 6(1)(b) GDPR allows the processing of personal data when this is “necessary for the performance of a contract”.[footnoteRef:64] This provision considers that sometimes contracts cannot be performed, and services cannot be provided if the consumer does not provide personal data.[footnoteRef:65] This is when, for example, a consumer pays with a credit card for a product available on an online marketplace and requests its delivery to their home address.[footnoteRef:66] The digital service provider cannot process a purchase without bank details or deliver a product to the consumer’s home address unless the consumer provides this data. In this case, Article (6)(1)(b) GDPR allows the online marketplace to process the consumer’s card details and address based on contractual necessity.[footnoteRef:67] [64:  General Data Protection Regulation, art 6(1)(b).]  [65:  European Data Protection Board, ‘Guidelines 2/2019 on the Processing of Personal Data under Article 6(1)(b) GDPR in the Context of the Provision of Online Services to Data Subjects’ (2019) 2.]  [66:  ibid 35.]  [67:  ibid.] 

On May 25, 2018, when the GDPR came into force with strengthened requirements for consent, Meta updated its terms and conditions, stating that it processed the consumer personal data under Article 6(1)(b) GDPR because such data was necessary to perform “core service” of Meta’s platforms (Facebook, Instagram), now framed as “personalized experience”, including personalized advertisement.[footnoteRef:68] On the same day, Noyb, a digital rights organization that can be said to act as the “private prosecutor” for enforcing the GDPR,[footnoteRef:69] filed a complaint with the Austrian Data Protection Authority (DPA).[footnoteRef:70] Noyb argued that Meta attempted to bypass the GDPR’s strict consent requirements and engaged in illegitimate surveillance advertising.[footnoteRef:71] As Meta’s EU head office is located in Ireland, the Austrian DPA transferred the case to the Irish DPA.[footnoteRef:72] [68:  See ‘BREAKING: Meta Prohibited from Use of Personal Data for Advertising’ (noyb, 4 January 2023) <https://noyb.eu/en/breaking-meta-prohibited-use-personal-data-advertising>.]  [69:  See The End of Online Behavioral Advertising (CPDPConferences, 2023) <https://www.youtube.com/watch?v=FwMz7OLoOXI> accessed 20 July 2023. noyb stands for “none-of-your-business”, and full name of this organization is European Center for Digital Rights.]  [70:  See ‘Noyb.Eu Filed Complaints over “Forced Consent” against Google, Instagram, WhatsApp and Facebook’ (n 14).]  [71:  See ibid.]  [72:  Decision of the Data Protection Commission made pursuant to Section 113 of the Data Protection Act, 2018 and Articles 60 and 65 of the General Data Protection Regulation, (Dec. 31, 2022) (Ir.), 49.] 

In 2014, the European Data Protection Board (EDPB) argued that contractual necessity was not a suitable legal ground for surveillance advertising within the context of the 1995 DPD that preceded the GDPR.[footnoteRef:73] In 2019, the EDPB reiterated that digital service providers could not rely on Article 6(1)(b) GDPR as the legal basis for OBA.[footnoteRef:74] However, in 2021, the Irish DPA published a draft decision suggesting that Meta’s reliance on Article 6(1)(b) GDPR was valid.[footnoteRef:75] The reasoning of Irish DPA supported the argument that if surveillance advertising was Meta’s core service to consumers, then processing personal data for OBA was, indeed, necessary. Irish DPA avoided evaluating the validity of the contractual clause that surveillance advertising was, in fact, Meta’s core service to consumers, pointing to a lack of competence in evaluating the contract law.[footnoteRef:76] [73:  Article 29 Data Protection Working Party, ‘Opinion 06/2014 on the Notion of Legitimate Interests of the Data Controller under Article 7 of Directive 95/46/EC (WP217)’ (n 10) 17. (“[contractual necessity] is not a suitable legal ground for building a profile of the user’s tastes and lifestyle choices based on his clickstream on a website and the items purchased. This is because the data controller has not been contracted to carry out profiling, but rather to deliver particular goods and services, for example.”)]  [74:  See European Data Protection Board, ‘Guidelines 2/2019 on the Processing of Personal Data under Article 6(1)(b) GDPR in the Context of the Provision of Online Services to Data Subjects’ (n 64) 51–56.]  [75:  In the matter of LB (through NOYB) v Facebook Ireland Limited Draft Decision for the purposes of Article 60 GDPR of the Data Protection Commission made pursuant to Section 113(2)(a) of the Data Protection Act 2018.]  [76:  ibid 4.13.] 

After several EU DPAs objected to the draft decision, the Irish DPA referred the case to the EDPB, which in July 2022 issued binding decisions that clarified that Meta could not rely on the Article 6 (1) (b) GDPR contractual necessity clause as the legal basis for processing personal data for surveillance advertising.[footnoteRef:77] The EDPB argued that OBA involves processing an open-ended amount of consumer personal data and cannot be ‘strictly necessary’ for the contract, even if the subject of the contract is personalization, including advertising.[footnoteRef:78] The EDPB explained that while it may be less profitable, Meta could personalize advertisements based on limited consumer data, such as what consumers disclose when they sign up (e.g., age, gender, and country of residence).[footnoteRef:79] The EDPB further states that accepting contractual necessity as a valid legal basis for OBA would make ‘theoretically any collection and reuse of personal data’ lawful.[footnoteRef:80] [77:  Binding Decision 2/2022 on the dispute arisen on the draft decision of the Irish Supervisory Authority regarding Meta Platforms Ireland Limited (Instagram) under Article 65(1)(a) GDPR, European Data Protection Board (Jul 28, 2022).]  [78:  Data Protection Commission (Ir.), (n 71) 49.]  [79:  European Data Protection Board, (n 76) 132.]  [80:  ibid.] 

Following the EDPB’s binding decision, on December 31, 2022, the Irish DPA issued a €390 million fine to Meta, banned the company for engaging in surveillance advertising based on Article 6(1)(b) GDPR and gave the company three months to bring their OBA practices in compliance to the GDPR.[footnoteRef:81] In response to this decision, Meta updated its terms and conditions, and since April 5, 2023, it has continued to process personal data for surveillance advertising based on their claimed “legitimate interest” under Article 6(1)(f).[footnoteRef:82] Section III.B analyzes the validity of relying on legitimate interest for OBA. [81:  Data Protection Commission (Dec. 31, 2022) (Ir.), (n 71) 113.]  [82:  See ‘How Meta Uses Legal Bases for Processing Ads in the EU’ (Meta, 4 January 2023) <https://about.fb.com/news/2023/01/how-meta-uses-legal-bases-for-processing-ads-in-the-eu/> accessed 7 April 2023.] 

[bookmark: _Ref140734108][bookmark: _Toc149935835][bookmark: _Toc151813721]Legitimate Interest
In parallel to the Noyb v. Meta litigation regarding Article 6(1)(b) GDPR, on February 6, 2019, Bundeskartellamt (The Federal Cartel Office), the German competition authority, prohibited Meta from combining personal data from different sources (mainly for surveillance advertising), without consumer consent.[footnoteRef:83] Meta appealed the decision, and on July 4, 2023, the CJEU published its judgment in the Meta v. Bundeskartellamt case.[footnoteRef:84] [83:  Facebook, Exploitative business terms pursuant to Section 19(1) GWB for inadequate data processing [2019] Bundeskartellamt B6-22/16.]  [84:  Case C‑252/21, Meta v. Bundeskartellamt, (n 62).] 

Among questions related to Meta’s surveillance advertising practices, the CJEU considered whether Meta could rely on Article 6(1)(f) GDPR to process consumers’ data for OBA. The court echoed the earlier guidance of the EDPB that the legitimate interest clause under Article 6(1)(f) GDPR requires that the processing of personal data meets three cumulative conditions:[footnoteRef:85] (i) the publishers have a legitimate purpose; (ii) processing of personal data is necessary to meet this purpose (‘necessity test’); and (iii) this purpose is balanced against the consumers’ interests and fundamental rights (‘balancing test’).[footnoteRef:86] The CJEU evaluated the case based on these criteria and established that Meta’s reliance on Article 6(1)(f) GDPR for OBA was not compliant with the GDPR.[footnoteRef:87] [85:  ibid 106.]  [86:  Article 29 Data Protection Working Party, ‘Opinion 06/2014 on the Notion of Legitimate Interests of the Data Controller under Article 7 of Directive 95/46/EC (WP217)’ (n 10). See Frederik J. Zuiderveen Borgesius (n 10) 167–170.]  [87:  Case C‑252/21, Meta v. Bundeskartellamt, (n 62) 117, 124. (“in this regard, it is important to note that, despite the fact that the services of an online social network such as Facebook are free of charge, the user of that network cannot reasonably expect that the operator of the social network will process that user’s personal data, without his or her consent, for the purposes of personalised advertising. In those circumstances, it must be held that the interests and fundamental rights of such a user override the interest of that operator in such personalized advertising by which it finances its activity, with the result that the processing by that operator for such purposes cannot fall within the scope of point (f) of the first subparagraph of Article 6(1) of the GDPR.”)] 

Regardless of the CJEU judgment in the Meta v. Bundeskartellamt case, Meta continued to process behavioral data on the ground of the ‘legitimate interest’.[footnoteRef:88] On July 14, 2023, the Norwegian DPA introduced urgent measures against Meta, banning the company’s surveillance advertising practices for three months within Norway.[footnoteRef:89] It also referred the issue to the EDPB, which, on October 27, 2023, decided to extend the ban on Meta’s OBA practices across the EU.[footnoteRef:90] The Norwegian DPA conducted a thorough analysis of Article 6 (1)(f) GDPR based on the three conditions (legitimacy, necessity, and balancing), which can be extrapolated to apply to digital service providers beyond Meta that consider relying on Article 6(1)(f) for engaging in OBA. [88:  Datatilsynet (No.) (n 59).]  [89:  ibid.]  [90:  European Data Protection Board, (n 16). Norway is not a Member State of the EU, but is a member of European Economic Area. The GDPR applies to Norway, and Norwegian DPA is a member of the EDPB.] 

Firstly, digital service providers must have a legitimate purpose – they cannot have a legitimate interest in engaging in prohibited practices. This means that digital service providers cannot claim the legitimacy of their purpose if they engage in forms of surveillance advertising that are explicitly prohibited. For example, Articles 26 and 28 DSA prohibit online platforms from engaging in surveillance advertising targeted to minors or using special categories of data. Assuming that some forms of OBA are not prohibited, engaging in such surveillance advertising could potentially provide a valid, legitimate purpose.[footnoteRef:91] One argument is that legitimate interest in surveillance advertising is satisfying consumer preferences – as OBA entails showing consumers “relevant ads” that are preferable to consumers.[footnoteRef:92] Such an argument is illogical and indefensible as, in essence, it entails avoiding asking consumers to disclose their preferences (via consent) because it satisfies their preferences.[footnoteRef:93] There are three other ways such legitimate purpose is typically framed: (1) surveillance advertising supports digital media (e.g., online newspapers) by funding digital services without consumers paying a monetary fee; (2) surveillance advertising is a form of marketing, which is a legitimate interest for any business, and (3) surveillance advertising serves a purpose of maximizing the profit for publishers.[footnoteRef:94] These aims can be considered legitimate given that they pass the necessity and balancing test of Article 6(1)(f) GDPR. [91:  See Chen (n 9) ch 2.]  [92:  Datatilsynet (No.) (n 59), 16.]  [93:  ibid. (“Meta’s allegation that Behavioral Advertising is in line with data subject’s preferences, appears leveraged as an argument for why data subjects should not be able to freely exercise their preferences, which seems rather illogical.”)]  [94:  See Chen (n 9) 55. See also Datatilsynet (No.), (n 59) 17.] 

Secondly, the first two aims listed in the previous paragraph (‘free internet’ and ‘legitimate marketing’) cannot pass the necessity or proportionality test of Article 6(1)(f) GDPR. This test implies that processing data is ‘strictly necessary’ only for predetermined ends that cannot be attained by processing less data.[footnoteRef:95] Surveillance advertising is not the only way digital service providers can engage in legitimate marketing or monetize consumer attention.[footnoteRef:96] Segmented and contextual advertising provides alternative marketing strategies that can act as alternatives for funding the digital industry.[footnoteRef:97] In contrast, the third aim (‘profit maximization’) seems likely to pass the necessity test.[footnoteRef:98] There is a perception in the industry that surveillance advertising generally optimizes return on invested capital in advertising.[footnoteRef:99] While there is contradictory evidence concerning the profitability of surveillance advertising for advertisers (compared to other advertising models), it certainly maximizes the profit of gatekeepers such as Alphabet and Meta.[footnoteRef:100] This is because surveillance advertising involves processing almost unlimited amounts of data that gatekeepers control and can capitalize on.[footnoteRef:101] Online advertising without surveillance data is likely to result in a significant reduction in profits for the gatekeepers. In 2019, the UK Competition and Markets Authority (CMA) found that profits of Alphabet and Meta far exceeded fair estimates.[footnoteRef:102] The CMA attributed these excess profits to the gatekeepers’ control of data, which gives them a competitive advantage in online advertising, implying the centrality of surveillance advertising in maximizing their profits.[footnoteRef:103] [95:  Datatilsynet (No.) (n 59), 17.]  [96:  See European Parliament, Policy Department for Economic, Scientific and Quality of Life Policies (n 29) 16-20.]  [97:  See Case C‑252/21, Meta v. Bundeskartellamt, (n 62) 150. See European Parliament, Policy Department for Economic, Scientific and Quality of Life Policies (n 29) 16-21.]  [98:  Datatilsnet (No.) (Jul. 14, 2023), supra note 1310 at 17.]  [99:  In 2016, 86% of digital advertising revenue in Europe was estimated to be derived from using behavioral data, with the predictions that such reliance would increase over time. See ‘The Value of Digital Advertising’ (IAB Europe) <https://iabeurope.eu/the-value-of-digital-advertising/> accessed 16 January 2023. See European Commission, Directorate-General for Communications Networks, Content and Technology and others (n 34) 115.]  [100:  Datatilsynet (No.) (n 59) 17.]  [101:  See European Commission, Directorate-General for Communications Networks, Content and Technology and others (n 34) 115, 120.]  [102:  COMPETITION & MARKETS AUTHORITY (CMA), supra note 33, at 67. (“We have found through our profitability analysis that the global return on capital employed for both Google and Facebook has been well above any reasonable benchmarks for many years. We estimated that the cost of capital for both Google and Facebook in 2018 was around 9%, whereas their actual returns have been substantially higher, at least 40% for Google’s business and 50% for Facebook. This evidence is consistent with the exploitation of market power.”)]  [103:  ibid., at 15. (“Advertisers and media agencies have told us that Google offers in-depth targeting options, driven by its unique and vast sources of data, while Facebook has the advantage of offering the ability to target specific audiences based on demographic characteristics, interests and location. This creates a substantial competitive advantage for Google and Facebook, both of which have access to more extensive datasets than their rivals.”)] 

Thirdly, publishers’ aim to maximize profit via surveillance advertising can be regarded as a ‘legitimate interest’ under Article 6(1)(f) GDPR and become the ground of processing if it satisfies the ‘balancing test’.[footnoteRef:104] Profit maximization is part of entrepreneurial freedom that is protected as a human right in the EU as the “freedom to conduct a business”.[footnoteRef:105] Nevertheless, Article 6(1)(f) GDPR requires this interest to be balanced against the interests of other stakeholders, including consumers. Surveillance advertising can exploit consumers.[footnoteRef:106] Consumer exploitation via surveillance advertising can lead to economic and environmental detriment, discrimination, or injury to physical or mental integrity.[footnoteRef:107] Surveillance advertising as the infrastructure of the online environment leads to the systematic threat of consumer exploitation.[footnoteRef:108] This can be argued to violate dignity, which is the inviolable ‘essence’ of the rights in the EU.[footnoteRef:109] Therefore, for surveillance advertising to pass Article 6(1)(f) GDPR test, digital service providers must demonstrate they have weighted all interests and balanced them per the general principles of the EU law. [104:  See Frederik J. Zuiderveen Borgesius (n 10) 167–170.]  [105:  Charter of Fundamental Rights of the European Union, art. 16.]  [106:  See e.g., European Parliament, Policy Department for Economic, Scientific and Quality of Life Policies (n 29) 35–38. See e.g., Stigler Committee, ‘Digital Platforms: Final Report’ 336, 62–66.]  [107:  See European Commission, Directorate-General for Communications Networks, Content and Technology and others (n 34) 66-103.]  [108:  See e.g., Stigler Committee (n 105) 62–66.]  [109:  See Carsten Bäcker, ‘Limited Balancing: The Principle of Human Dignity and Its Inviolability’ in Jan-R Sieckmann (ed), Proportionality, Balancing, and Rights : Robert Alexy’s Theory of Constitutional Rights (Springer International Publishing 2021) <https://doi.org/10.1007/978-3-030-77321-2_4> accessed 21 November 2023.] 

The CJEU and Norwegian DPA decided that Meta did not adequately conduct such a balancing test, and, therefore, Article 6(1)(f) GDPR was not a valid legal basis for Meta to engage in surveillance advertising.[footnoteRef:110] On October 27, 2023, the EDPB explicitly banned Meta from engaging in surveillance advertising on Article 6(1)(f) GDPR across the EU.[footnoteRef:111] This litigation makes it apparent that for gatekeepers such as Meta, consumer consent is the only valid legal basis for engaging in surveillance advertising. The DMA further clarifies that designated gatekeepers must rely on consumer consent when processing data for surveillance advertising using data collected by third parties.[footnoteRef:112] [110:  Meta v. Case C‑252/21, Meta v. Bundeskartellamt, ECLI:EU:C:2023:537 (n 62). See Datatilsynet (No.) (n 59) 18–22.]  [111:  European Data Protection Board, ‘EDPB Urgent Binding Decision on Processing of Personal Data for Behavioural Advertising by Meta’ (n 16).]  [112:  Digital Markets Act, art. 5(2).] 

The Belgian DPA evaluated the validity of relying on Article 6(1)(f) GDPR for companies engaging in surveillance advertising that are not gatekeepers per se, such as smaller publishers, advertisers, and ad intermediaries.[footnoteRef:113] This case was concerned with the Interactive Advertising Bureau (IAB) Europe Transparency and Consent Framework (TCF) that claimed to provide these companies (the industry refers to them as ‘vendors’) a valid legal basis for engaging in surveillance advertising.[footnoteRef:114] The Belgian DPA’s decision concerning the IAB Europe TCF asserts that these vendors cannot rely on Article 6(1)(f) GDPR for surveillance advertising.[footnoteRef:115] While the Belgian DPA’s decision awaits trial in the CJEU, IAB Europe has issued TCF 2.2, which relies on consumer consent instead of legitimate interest for surveillance advertising.[footnoteRef:116] [113:  Decision on the merits 21/2022 of 2 February 2022, Gegevensbeschermingsautoriteit, DOS-2019-01377.]  [114:  Michael Veale, Midas Nouwens and Cristiana Santos, ‘Impossible Asks: Can the Transparency and Consent Framework Ever Authorise Real-Time Bidding After the Belgian DPA Decision?’ (2022) 2022 Technology and Regulation 12.]  [115:  Veale and Zuiderveen Borgesius (n 18) 20. Victor Morel and others, ‘Legitimate Interest Is the New Consent -- Large-Scale Measurement and Legal Compliance of IAB Europe TCF Paywalls’ (25 September 2023) <http://arxiv.org/abs/2309.11625> accessed 12 October 2023.]  [116:  Belgian Data Protection Authority, ‘IAB Europe Case: The Market Court Refers Preliminary Questions to the Court of Justice of the EU’ (9 July 2022) <https://www.dataprotectionauthority.be/citizen/iab-europe-case-the-market-court-refers-preliminary-questions-to-the-court-of-justice-of-the-eu> accessed 5 January 2023. ] 

[bookmark: _Toc151813722]Consent
[bookmark: _Ref136936709]As the analysis in the previous sections illustrates, surveillance advertising can be legitimized by Article 6(1)(a) GDPR, or if the consumer gives valid consent to the digital service provider to process their data for surveillance advertising. Meeting the GDPR’s consent is not a trivial task.[footnoteRef:117] Section C is divided into five sub-sections: sub-section III.C.1. addresses the conditions for valid consent; sub-section III.C.2. analyses validity of consent within the ‘surveillance-or-pay’ model; sub-section III.C.3. focuses on consumer consent in AdTech; sub-section III.C.4. explains consent requirements under ePricacy Directive and its relationship to Article 6(1)GDPR. Sub-section III.C.5 expands on the ‘contractual’ consequences of consumer consent to surveillance advertising; sub-section III.C.6. explores the surveillance advertising risks that consumer consent cannot legitimize; and sub-section III.C.7. describes casis in which higher level of (explicit) consent may be required for legitimizing surveillance advertising. [117:  See Frederik J. Zuiderveen Borgesius (n 10).] 

[bookmark: _Ref148695428][bookmark: _Toc149935831][bookmark: _Toc151813723]Conditions
[bookmark: _Ref134448503]Acquiring legally valid consent is not a trivial task.[footnoteRef:118] Consumer consent expresses their autonomy and their genuine preferences, which can waive the human rights prohibition against the processing of their personal data.[footnoteRef:119] Article 4(11) GDPR defines consent as a “freely given, specific, informed, and unambiguous indication” of a consumer’s wishes that is disclosed “by a statement or an explicit affirmative action that signifies an agreement to the processing of personal data”.[footnoteRef:120] In essence, the GDPR aims to ensure consumers give consent without manipulative and coercive influence.[footnoteRef:121] Typically, determining the validity of consent requires evaluating whether consent is (i) informed, (ii) specific, (iii) unambiguous, and (iv) freely given.[footnoteRef:122] [118:  See detailed overview on GDPR’s consent requirements for OBA in Chen (n 9) 113–120.]  [119:  See European Parliament, Policy Department for Citizens’ Rights and Constitutional Affairs Directorate-General for Internal Policies (n 26) 58.]  [120:  General Data Protection Regulation, art. 4 (11). (“‘consent’ of the data subject means any freely given, specific, informed and unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her;”)]  [121:  See European Parliament, Policy Department for Citizens’ Rights and Constitutional Affairs Directorate-General for Internal Policies (n 26) 58-73.]  [122:  See Schermer, Custers and van der Hof (n 12). See also Veale and Zuiderveen Borgesius (n 18) 236. ] 

Firstly, informed consent means that digital service providers processing consumer personal data for surveillance advertising must disclose at least their identity and the purpose of processing (e.g., personalized advertising).[footnoteRef:123] Such a disclosure must provide consumers with a substantial understanding of the agreement.[footnoteRef:124] Article 7 GDPR clarifies that consent transparency entails more than mere information provision and that information should be provided in “intelligible and easily accessible form, using plain language”.[footnoteRef:125] For example, the French Data Protection Authority (DPA) has found that Alphabet violated requirements of ‘informed’ consent for surveillance advertising, as it provided information about purposes of processing in a ‘generic and vague manner’.[footnoteRef:126] This criterion can be considered violated if insufficient or inaccurate information is provided.[footnoteRef:127] It can be argued that in the context of OBA, substantial understanding can only be ensured if digital service providers communicate the potential risks of agreeing to surveillance advertising (e.g., OBA may lead to integrity harms).[footnoteRef:128] [123:  General Data Protection Regulation, recs. 42, 32, 58.]  [124:  See Schermer, Custers and van der Hof (n 12).]  [125:  General Data Protection Regulation, art. 7, rec. 58.]  [126:  ‘The CNIL’s Restricted Committee Imposes a Financial Penalty of 50 Million Euros against GOOGLE LLC’ (European Data Protection Board, 2019) <https://edpb.europa.eu/news/national-news/2019/cnils-restricted-committee-imposes-financial-penalty-50-million-euros_en> accessed 3 May 2023.]  [127:  See Schermer, Custers and van der Hof (n 12).]  [128:  See European Parliament, Policy Department for Citizens’ Rights and Constitutional Affairs Directorate-General for Internal Policies (n 26) 60. Disclosure of risk has been explicitly required in the now-stalled proposed ePrivacy Regulation. See Proposal for a Council Regulation concerning the respect for private life and the protection of personal data in electronic communications and repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications) COM (2017) 10 rec. 24. (“Information provided [...] should include relevant information about the risks associated to allowing third party cookies to be stored in the computer, including the compilation of long-term records of individuals' browsing histories and the use of such records to send targeted advertising. Web browsers are encouraged to provide easy ways for end-users to change the privacy settings at any time during use and to allow the user to make exceptions for or to whitelist certain websites or to specify for which websites(third) party cookies are always or never allowed.”)] 

Secondly, consent must be specific or authorize a particular course of action.[footnoteRef:129] This criterion requires digital service providers to ask consumers to consent to each processing activity if they undertake multiple processing operations (e.g., personalized feed and advertising).[footnoteRef:130] For instance, the Norwegian DPA has found Grindr to violate the condition for ‘specific’ consent because the dating app asked for consent to OBA in a request bundled with the acceptance of the general privacy policy.[footnoteRef:131] The specificity criterion is closely related to the criterion of informed consent, which aims to ensure that consumers are sure of what they are consenting to.[footnoteRef:132] These criteria are particularly relevant in the context of surveillance advertising within gatekeeper ad networks (walled gardens) and in AdTech, where a multiplicity of third parties are involved.[footnoteRef:133] [129:  See Schermer, Custers and van der Hof (n 12).]  [130:  General Data Protection Regulation, supra note 31, rec. 32.]  [131:  Datatilsynet, ‘Administrative Fine - Grinder LLC’ (2021) Offl. § 13 jf. fvl. § 13 (1) nr. 2.]  [132:  See Schermer, Custers, and van der Hof, supra note 890, at 5.]  [133:  European Parliament, Policy Department for Citizens’ Rights and Constitutional Affairs Directorate-General for Internal Policies (n 26) 58.] 

In the context of the designated gatekeepers, such as Alphabet and Meta, the DMA has clarified the requirement of specific consent in two provisions: Article 5(2)(a) DMA prohibits gatekeepers from processing consumer data for surveillance advertising that is collected by third parties (e.g., online newspapers, online games) that are part of their advertising networks (e.g., Google Display Network, Meta Audience Network) unless the consumer consents that the gatekeeper combines data from each third party.[footnoteRef:134] Article 5(2)(b) DMA prohibits gatekeepers from combining consumer data between their different platform services (e.g., between Instagram and Facebook) unless the consumer consents to each processing activity separately.[footnoteRef:135] [134:  Digital Markets Act, art.5(2)(a).]  [135:  Digital Markets Act, art.5(2)(a).] 

Thirdly, consent has to be an unambiguous indication of the consumer’s wishes.[footnoteRef:136] This refers to the requirement that consent cannot be implied by, for instance, because consumers access the website of the digital service provider.[footnoteRef:137] In other words, there has to be no doubt that the consumer consented to data processing.[footnoteRef:138] [136:  General Data Protection Regulation, art. 4 (11). (“‘consent’ of the data subject means any freely given, specific, informed and unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her;”)]  [137:  See Schermer, Custers and van der Hof (n 12) 5.]  [138:  See ibid 7.] 

Fourthly, consent has to be freely given and, therefore, an expression of a consumer’s genuine desire.[footnoteRef:139] Digital service providers have to ensure that the consumer’s decision-making is free of coercive and manipulative influences.[footnoteRef:140] Article 7 GPDR lists two elements to consider when evaluating whether consent is freely given – (a) whether publishers provide alternative options[footnoteRef:141] and (b) whether there is an ‘imbalance’ between parties.[footnoteRef:142] These two elements can help evaluate the legitimacy of the OBA industry’s consent practices. Sub-section III.C.2. elaborates on the validity of consumer consent to surveillance advertising within the recently emerging ‘Surveillance-or-Pay’ model. [139:  General Data Protection Regulation, rec. 32.]  [140:  See Veale and Zuiderveen Borgesius (n 18) 236. See Schermer, Custers and van der Hof (n 12).]  [141:  See General Data Protection Regulation, art. 7 (4). See European Data Protection Board, ‘Guidelines 05/2020 on Consent under Regulation 2016/679’ (2020) 8.]  [142:  European Parliament, Policy Department for Citizens’ Rights and Constitutional Affairs Directorate-General for Internal Policies (n 26) 63.] 

[bookmark: _Toc151813724]‘Surveillance-or-Pay’
As the GDPR enforcement has demonstrated that consumer consent is the only legal basis for OBA, publishers are increasingly moving towards the ‘Surveillance-or-Pay’ (‘OBA-or-Pay’, ‘Pay-or-OK’, ‘Consent-or-Pay’) model in which they monetize their digital services either by surveillance advertising or by subscription fees that consumers pay.[footnoteRef:143] Significant legal uncertainty exists about whether consumer consent can be regarded as freely given within the Surveillance-or-Pay model.[footnoteRef:144] In 2021, the German DPA of Lower Saxony (LfD) ruled that Heise Online, one of the largest online newspapers in Germany, used this model coercively and illegitimately.[footnoteRef:145] While the Belgian DPA considers the Surveillance-or-Pay model illegitimate,[footnoteRef:146] the Austrian and the Spanish DPAs do not necessarily think so.[footnoteRef:147] The French DPA suggested that this model can be legitimized if case-by-case assessment reveals that (i) the alternative is real and fair (ii) the price of a subscription is fair.[footnoteRef:148] [143:  See generally Morel and others (n 114).]  [144:  See ibid.]  [145:  Court recognized that such a model can be legal in principle, but in case of Heise Online it was not. Decision of the Data Protection of Lower Saxony regarding der Standard Tech rep (Data Protection Lower Saxony). See noyb, ‘„Pay or Okay“ on Tech News Site Heise.de Illegal, Decides German DPA’ (noyb, 14 July 2023) <https://noyb.eu/en/pay-or-okay-tech-news-site-heisede-illegal-decides-german-dpa> accessed 23 July 2023.]  [146:  Christophe Carugati, ‘The “Pay-or-Consent” Challenge for Platform Regulators’ (Bruegel, 6 November 2023) <https://www.bruegel.org/analysis/pay-or-consent-challenge-platform-regulators> accessed 22 November 2023.]  [147:  See generally Morel and others (n 114). See ‘Austria Challenges EU Newspapers’ Pay-or-Cookie Walls’ (www.euractiv.com, 12 April 2023) <https://www.euractiv.com/section/media/news/austria-challenges-eu-newspapers-pay-or-cookie-walls/> accessed 1 June 2023.]  [148:  ‘Cookie walls : la CNIL publie des premiers critères d’évaluation’ (CNIL, 16 May 2022) <https://www.cnil.fr/fr/cookie-walls-la-cnil-publie-des-premiers-criteres-devaluation> accessed 19 October 2023.] 

The OBA-or-Pay model will reach the CJEU,[footnoteRef:149] and it is most likely that case-by-case analyses and the criteria endorsed by the French DPA will be established. In essence, it is about ensuring that consumers can freely choose, and that depends on particular circumstances. The French DPA clarifies that consumer autonomy can particularly be limited in case there is an imbalance between them and the digital service providers.[footnoteRef:150] Such imbalance can, for example, exist when the user has few alternatives to the service. In the Meta v. Bundeskartellamt case, the CJEU acknowledged that Meta’s dominant position in the social network market was essential for determining the freeness of consumer consent.[footnoteRef:151] [149:  ‘“Pay or Okay” - the Beginning of the End?’ (noyb, 11 April 2023) <https://noyb.eu/en/pay-or-okay-beginning-end> accessed 22 November 2023.]  [150:  ‘Cookie walls : la CNIL publie des premiers critères d’évaluation’ (n 147).]  [151:  Case C‑252/21, Meta v. Bundeskartellamt (n 62) 150.] 

Therefore, the publisher’s gatekeeping status is significant in evaluating whether consent is free from manipulative or coercive influence under the Surveillance-or-Pay model. In essence, one of the central aims of the DMA was to ensure consumers have free choice when facing gatekeeper services.[footnoteRef:152] In actualizing this aim, the DMA requires gatekeepers to ask consumers to consent to surveillance advertising and also to offer an ‘equivalent’ and possibly ‘less personalized alternative’ of their platforms that is not of ‘degraded quality’.[footnoteRef:153] [152:  Digital Markets Act. Consumer choice is mentioned 23 times in the DMA.]  [153:  Digital Markets Act, recs. 36-37.] 

Since October 30, 2023, Meta has offered a ‘Surveillance-or-Pay’ model in the EU.[footnoteRef:154] The company justifies this model by referring to the CJEU judgment in the Meta v Bundeskartellamt case, where the court mentioned the possibility that Meta could provide a subscription-based alternative to its services.[footnoteRef:155] In the Meta v Bundeskartellem case, the CJEU does not consider the validity of consent within the ‘Surveillance-or-Pay’ model, but rather, the ‘necessity’ of processing behavioral data for providing Meta’s social network services.[footnoteRef:156] The court reasons that consumers must be able to reject the processing of such data that is not ‘strictly necessary’ for the contract and still receive the social network services, “if necessary for an appropriate fee”.[footnoteRef:157] [154:  ‘Facebook and Instagram to Offer Subscription for No Ads in Europe’ (Meta, 30 October 2023) <https://about.fb.com/news/2023/10/facebook-and-instagram-to-offer-subscription-for-no-ads-in-europe/> accessed 23 November 2023.]  [155:  Case C‑252/21, Meta v. Bundeskartellamt (n 62) 150. (“Thus, those users must be free to refuse individually, in the context of the contractual process, to give their consent to particular data processing operations not necessary for the performance of the contract, without being obliged to refrain entirely from using the service offered by the online social network operator, which means that those users are to be offered, if necessary for an appropriate fee, an equivalent alternative not accompanied by such data processing operations.”)]  [156:  Case C‑252/21, Meta v. Bundeskartellamt (n 62) 150.]  [157:  ibid.] 

Nothing prohibits Meta from offering Facebook and Instagram solely via a subscription model. In addition to a subscription option, if Meta also offers a surveillance advertising-funded alternative, the validity of the consent to this alternative must be evaluated independently. This chapter argues that Meta misinterpreted the CJEU judgment, and consumer consent (that waives their human rights protections) in their ‘surveillance-or-pay’ model is invalid.
Online newspaper publishing, where the ‘surveillance-or-pay’ model emerged, is a highly competitive market, and in case a consumer is not happy with their options, they are likely to find a news source that either costs less or involves processing less data. In contrast, consumers accessing Facebook and Instagram cannot reasonably be considered to have an actual choice and express a genuine preference for surveillance advertising within the ‘surveillance-or-pay’ model. Facebook has more than 3 billion monthly active consumers (Instagram – 2 billion).[footnoteRef:158] For many consumers, there are no reasonable alternatives they can use to connect with their families and friends. [158:  ‘Biggest Social Media Platforms 2023’ (Statista, October 2023) <https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/> accessed 23 November 2023.] 

As there are no reasonable alternatives to their services, consumer consent given to Meta for surveillance advertising since October 30, 2023, can be considered coercively influenced and, therefore, illegitimate under the GDPR. This suggests that, in general, in case gatekeepers would like to monetize their services via surveillance advertising, they need to provide an alternative of their services that is ‘equivalent’, in a sense that the consumer does not pay for the service (as when for surveillance advertising), and does not involve the processing of behavioral data either (yet, without degrading quality of service). Such an alternative can, for example, be funded by random advertising or targeted advertising based on broad demographic or contextual information (‘basic ads’).
As for the subscription model, in the case of gatekeepers, it can be provided as the third alternative (Basic Advertising/Surveillance Advertising/Subscription) but not as the only alternative to the surveillance advertising-funded model. Recital 37 DMA also clarifies that gatekeepers must design their online interfaces in a way that does not coerce or manipulate consumers and ensure that giving consent (also for surveillance advertising) is as easy as withdrawing it.[footnoteRef:159] This may suggest that gatekeepers have to introduce a button or toggle that allows consumers to withdraw consent for surveillance advertising or alternate between “Basic Advertising-Surveillance Advertising” options. In sum, the GDPR does not prohibit gatekeepers from providing their services solely via the subscription model but ensures that consent is free when gatekeepers choose to fund their services through surveillance advertising. [159:  Digital Markets Act, rec. 37.] 

Lastly, another criterion for evaluating the freeness of cost within the ‘surveillance-or-pay’ model is the appropriateness of the fee charged to the consumer. So far, the German and Austrian DPAs have largely ignored disproportionate fees charged to the consumers. For example, Heise Online charged consumers 428 times more than they were earning per consumer via online advertising.[footnoteRef:160] The exaggerated prices in the surveillance-or-pay model suggest that digital service providers provide an unreasonable or unfair alternative and coerce consumers towards choosing the surveillance advertising-funded versions.[footnoteRef:161] [160:  See noyb (n 144).]  [161:  See ibid.] 

[bookmark: _Ref148601658][bookmark: _Ref148949935][bookmark: _Ref149234178][bookmark: _Toc149935832][bookmark: _Toc151813725]Consent in AdTech
[bookmark: _Ref134604956]Acquiring informed, specific, unambiguous, and free consent is even more complicated in case surveillance advertising occurs in the open display advertising exchange often called “AdTech”. As explained in section II, surveillance advertising occurring via AdTech includes hundreds of ‘vendors’, including publishers, advertisers, and ad intermediaries competing for advertising space in the real-time bidding (RTB) auction. Most of the open exchange is supported by the OpenRTB protocol provided by the Interactive Advertising Bureau (IAB) and the Authorized Buyers protocol provided by Alphabet. By December 2023, all vendors using both protocols are expected to implement “Transparency & Consent Framework (TCF) 2.2.” provided by IAB Europe.[footnoteRef:162] [162:  Kavya, ‘Google and IAB TCF v2.2: How Publishers Can Stay Ahead with CookieYes’ (CookieYes, 2 June 2023) <https://www.cookieyes.com/blog/iab-tcf-cmp-for-publishers/> accessed 19 October 2023.] 

TCF 2.2. emerged in response to the Belgian DPA’s decision that, in February 2022, found the earlier versions of TCF to violate the GDPR.[footnoteRef:163] On April 25, 2018, a month before the GDPR went into force, IAB Europe adopted an early version of TCF in order to help OpenRTB vendors engage in surveillance advertising.[footnoteRef:164] Consent management platforms (CMPs) that emerged to facilitate earlier versions of TCF provided standardized cookie banners that collected consumers’ cookie preferences in the “Transparency and Consent String” and shared them with all TCF participants.[footnoteRef:165] These versions of TCF entailed collecting consent to place third-party cookies to comply with Article 5(2) ePrivacy Directive.[footnoteRef:166] As for processing data collected via these cookies for the purpose of OBA, early versions of TCF relied on legitimate interest prescribed in Article 6 (1)(f) GDPR.[footnoteRef:167] Therefore, when consumers accepted cookies on CMPs supporting early versions of TCF, they enabled hundreds and sometimes over a thousand unknown vendors to track and target them for surveillance advertising.[footnoteRef:168] [163:  ‘TCF 2.2 Launches! All You Need To Know – IAB Europe’ (iab.Europe, 16 May 2023) <https://iabeurope.eu/all-news/tcf-2-2-launches-all-you-need-to-know/> accessed 19 October 2023. Note that IAB and IAB Europe are not the same organization.]  [164:  See Veale and Zuiderveen Borgesius (n 18) 230.]  [165:  See generally Veale, Nouwens and Santos (n 113) 13–14.]  [166:  ePrivacy Directive, art 5(3). ]  [167:  See Veale, Nouwens and Santos (n 113) 13–14.]  [168:  Thea Felicity, ‘Top 5 Best Consent Management Platforms in 2022 To Easily and Legally Manage User Data (TechTimes, 3 August 2022) 5 <https://www.techtimes.com/articles/272671/20220308/top-5-best-consent-management-platforms-in-2022-to-easily-and-legally-manage-user-data.htm> accessed 5 January 2023.] 

The Belgian DPA found that such reliance on Article 6(1)(f) GDPR by these third-party vendors violated the GDPR.[footnoteRef:169] The Belgian DPA also found that acceptance of cookies could not be considered valid consent according to Article 7 GDPR for TCF participants to process consumer data for surveillance advertising.[footnoteRef:170] The Belgian DPA argues that too many actors are involved, and it would require disproportionate time for consumers to be meaningfully informed and understand whom they are consenting to and for what.[footnoteRef:171] [169:  Gegevensbeschermingsautoriteit (Be.), Decision on the merits 21/2022 of 2 February 2022: Complaint relating to Transparency & Consent Framework (DOS-2019-1377, 2 February 2022).]  [170:  ibid.]  [171:  ibid.] 

In September 2022, upon appeal of the IAB Europe, the Belgian DPA referred the case to the CJEU, requesting a preliminary ruling on this matter.[footnoteRef:172] While the CJEU judgment is not expected until 2024, the Belgian DPA requested IAB Europe to comply with the decision from July 11, 2023.[footnoteRef:173] As a response, on May 16, 2023, IAB Europe introduced TCF 2.2., which includes new rules for TCF participants.[footnoteRef:174] TCF 2.2. requires that the legal basis for OBA is consent from each of the ‘vendors’. It seems that TCF 2.2. will decrease the number of vendors publishers can allow to track their consumers. It also requires publishers to show the number of vendors on the first layer of banners where consumers can accept placing third-party cookies for surveillance advertising. [172:   Gegevensbeschermingsautoriteit (Be.) (n 115).]  [173:  ‘IAB Europe Seeks Court Decision on Validation Of The Action Plan as It Moves Forward With TCF Evolutions - IAB Europe’ (https://iabeurope.eu/) <https://iabeurope.eu/all-news/iab-europe-seeks-court-decision-on-validation-of-the-action-plan-as-it-moves-forward-with-tcf-evolutions/> accessed 4 May 2023.]  [174:  ‘TCF 2.2 Launches! All You Need To Know – IAB Europe’ (n 162).] 

Indeed, by 2024, TCF 2.2. will be implemented by almost all participants in AdTech and will provide improved protections for consumers relative to its earliest versions. However, there is much skepticism as to what extent it can ensure compliance with Article 4, 6(1)(a), and 7 GDPR requirements of valid consent.[footnoteRef:175] One hesitation is regarding the consent criteria to be informed and specific. It is doubtful that consent can be considered specific if, by one click, consumers consent to numerous ad vendors whose identities they do not see (even though they now see their number).[footnoteRef:176] [175:  See e.g., Veale, Nouwens and Santos (n 113). See e.g., Morel and others (n 114).]  [176:  See Veale, Nouwens and Santos (n 113). See also Tim Cross, ‘IAB Removes Legitimate Interest from Reworked TCF’ (VideoWeek, 16 May 2023) <https://videoweek.com/2023/05/16/iab-removes-legitimate-interest-from-reworked-tcf/> accessed 2 June 2023.] 

Therefore, it is likely that to legitimize surveillance advertising, the industry needs to develop a stronger consent mechanism than TCF 2.2., suggesting the way ahead to be more centralized, where only a few ad intermediaries track consumers on most of the Web. This process parallels advancing “local” or browser-based advertising tools, such as those developed under Alphabet’s Privacy Sandbox.[footnoteRef:177] Note that while safeguarding data breach or confidentiality harms (due to not sharing data with numerous third parties), such tools do not necessarily mitigate, and may amplify, the exploitativeness of surveillance advertising.[footnoteRef:178] [177:  Anthony Chavez, ‘Expanding Testing for the Privacy Sandbox for the Web’ (Google: The Keyword, 27 July 2022) <https://blog.google/products/chrome/update-testing-privacy-sandbox-web/> accessed 19 January 2023.]  [178:  See generally European Commission, Directorate-General for Communications Networks, Content and Technology and others (n 34) 157–177.] 

Lastly, on November 14, 2023, the Irish Council of Civil Liberties published a report, ‘Europe’s Hidden Security Crisis, ’ elaborating on how the AdTech ecosystem seriously threatens national security.[footnoteRef:179] It has become increasingly difficult to find a way to deny or excuse the illegitimacy of AdTech (and RTB surveillance), making it clear that such a model is unsustainable. [179:  Johny Ryan and Wolfie Christl, ‘Europe’s Hiddn Security Crisis’ (Irish Council for Civil Liberties (ICCL) 2023).] 

Consent and ePrivacy
The surveillance advertising industry recognizes that surveillance advertising in AdTech is unsustainable, not only because digital service providers do not have an appropriate legal basis for processing personal data but also because these providers eavesdrop on the consumers by placing cookies on their devices, often violating ePrivacy Directive (ePD). Article 5(3) ePD requires digital service providers to have consumer consent to place trackers such as cookies on their devices that store information or gain access to information already stored in a consumer’s devices.[footnoteRef:180] It applies regardless of whether the consumer’s information is classified as personal data under the GDPR.[footnoteRef:181] [180:  ibid., at 5(3).]  [181:  ibid 2(d). (“‘communication’ means any information exchanged or conveyed between a finite number of parties by means of a publicly available electronic communications service.”)] 

In Article 6(1)(a) GDPR consent requirement as a legal ground for processing personal data is often conflated (and confused) with the Article 5 (3) ePD consent requirement for placing trackers.[footnoteRef:182] With the consumer’s one click on the “accept all” button, digital service providers assume the consumer’s GDPR consent, but hundreds of vendors also assume consent for placing tackers on consumer devices. Surveillance advertising-funded online environments have been filled with cookie banners requiring consumers to accept such cookies on many of the websites they visit, resulting in surveillance by hundreds of (often unknown) actors.[footnoteRef:183] [182:  Directive (EC) 2002/58 of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications) O.J. 2002 (L 201)31 [hereinafter ePrivacy Directive]. The consent for the placement of cookies is different from the legal grounds for processing personal data. For example, the ground for processing of personal data can be legitimate interest (e.g., marketing), but if such processing requires placement of tracking technologies, such placement still requires consent. The effect in this case is that publishers can provide their services only if consumers accept the cookies. Same is not true if the legal ground for processing is consent, in which case refusal to data processing cannot result in publisher suspending their services or content (otherwise it would not be freely given).]  [183:  ibid 5(1).] 

In order to avoid the proliferation of cookie banners in the online environment, the EU proposed the ePrivacy Regulation in 2017.[footnoteRef:184] The proposal included the requirement to centralize tracking decisions in browser settings that would allow consumers to choose how they wanted to be tracked over the Internet.[footnoteRef:185] Such a rule allowed consumers to choose not to be tracked over the Internet and threatened the surveillance advertising industry with heavy financial losses. This regulation has been wholly stalled since the end of 2021.[footnoteRef:186] [184:  Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private life and the protection of personal data in electronic communications and repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications) COM (2017) 10 [hereinafter Proposal for ePrivacy Regulation] (n 127).]  [185:  ibid.]  [186:  ibid.] 

As the surveillance advertising industry is increasingly (en)forced to move away from tracking based on third-party cookies, it started looking for other ways to connect consumers with browsing records and compile their behavioral profiles.[footnoteRef:187] ‘Device fingerprinting’ is one method by which seemingly insignificant information about the device’s features[footnoteRef:188] This fingerprint can be used, for example, to combat fraud (e.g., identifying a person trying to log in to a site is likely an attacker who stole the credentials), but also to surveil a single consumer across different websites without their knowledge and without a way of opting out.[footnoteRef:189] Device fingerprinting allows tracking users without cookies but can also respawn deleted identifiers if the consumer deletes cookies.[footnoteRef:190] [187:  Zard and Sears (n 23) 817.]  [188:  ‘Cover Your Tracks’ (Electronic Frontier Foundation) <https://coveryourtracks.eff.org/learn> accessed 19 January 2023.]  [189:  Nick Nikiforakis and others, ‘Cookieless Monster: Exploring the Ecosystem of Web-Based Device Fingerprinting’, 2013 IEEE Symposium on Security and Privacy (IEEE Computer Society 2013) <https://www.computer.org/csdl/proceedings-article/sp/2013/4977a541/12OmNCwlalM> accessed 4 January 2023.]  [190:  Veale and Zuiderveen Borgesius (n 18) 21. ] 

While device fingerprinting provides a privacy-invasive alternative tracking practice, some initiatives have successfully demonstrated the possibility of creating consumers’ behavioral profiles while preserving the confidentiality of the data. Adnostic is a browser created in 2010 that allowed the creation of a behavioral profile of users and used them to target them with advertisements without sharing any data with other parties.[footnoteRef:191] Similar privacy-preserving surveillance advertising alternatives such as Privad, AdVeil, and Brave are slowly entering the market.[footnoteRef:192] On November 16, 2023, the EDPB published guidelines regarding the technical scope of Article 5(3) ePD that responds to various new tracking methods developed in the industry.[footnoteRef:193] The EDPB clarifies that the consent requirement usually stays the same for these trackers.[footnoteRef:194] [191:  ‘Vincent Toubiana et al., Adnostic: Privacy Preserving Targeted Advertising, Proceedings of the Network and Distributed System Symposium (March 2010), Https://Crypto.Stanford.Edu/Adnostic/Adnostic-Ndss.Pdf.’; ‘Adnostic: Privacy Preserving Targeted Advertising’ (Adnostic) <https://crypto.stanford.edu/adnostic/> accessed 19 January 2023.]  [192:  Micah Altman and others, ‘Practical Approaches to Big Data Privacy over Time’ (2018) 8 International Data Privacy Law 29; European Commission, Directorate-General for Communications Networks, Content and Technology and others (n 34) 157.]  [193:  European Data Protection Board, ‘Guidelines 2/2023 on Technical Scope of Art. 5(3) of ePrivacy Directive’ (2023).]  [194:  ibid.] 

Alphabet has also started an initiative called Privacy Sandbox, in which the company considers various OBA alternatives that preserve the confidentiality of data – that is, not share data with third-party providers. Alphabet is exploring various approaches such as Topics API[footnoteRef:195] and FLEDGE.[footnoteRef:196] These approaches aim to replace functionality served by cross-site tracking but maintain detailed lifestyle targeting of surveillance advertising.[footnoteRef:197] Using Privacy Sandbox alternatives for OBA can mitigate personal data breach and confidentiality concerns, but it is likely not to be able to address concerns about consumer exploitation in general. The move away of the industry from third-party tracking into browser-based or local surveillance advertising can further centralize power in advertising markets with large platform providers, making their surveillance advertising practices more exploitative. [195:  ‘Topics API Overview’ (Chrome for Developers, 25 January 2022) <https://developer.chrome.com/docs/privacy-sandbox/topics/overview/> accessed 11 October 2023.]  [196:  Altman and others (n 191); European Commission, Directorate-General for Communications Networks, Content and Technology and others (n 34) 157.]  [197:  ‘A Complete Guide To Google FLoC - What It Does and How It Works - How FloC Affects Privacy’ (Privacy Affairs, 9 July 2022) <https://www.privacyaffairs.com/google-floc/> accessed 19 January 2023.] 

[bookmark: _Ref148949937][bookmark: _Toc149935833][bookmark: _Toc151813726]Surveillance Contracts
Traditionally, legal scholars have avoided framing consent to surveillance advertising as entering into a contract with a publisher.[footnoteRef:198] On the one hand, the protection of personal data is a fundamental right in the EU, and, therefore, it cannot be regarded as a commodity, such as money that can be traded in exchange for receiving digital services.[footnoteRef:199] On the other hand, the increasing prevalence of adopting the ‘Surveillance-or-Pay” model within publishers demonstrates that by choosing to access digital services funded by surveillance advertising, consumers enter into a (‘data-for-access’) bargain. Therefore, it would be counterintuitive to provide lesser protection for consumers when their economic bargain with the digital service provider also affects fundamental rights interests.[footnoteRef:200]  [198:  See Frederik Zuiderveen Borgesius, ‘Consent to Behavioural Targeting in European Law - What Are Policy Implications of Insights from Behavioural Economics?’ (Amsterdam Law School Legal Studies Research Paper No 2013-43, 2013) 4.]  [199:  See Gianclaudio Malgieri and Bart Custers, ‘Pricing Privacy – The Right to Know the Value of Your Personal Data’ (2017) 34 Computer Law & Security Review 289.]  [200:  The German and Italian authorities have affirmed that data-for-access bargain is an economic transaction to which consumer protection rules apply. See Kammergericht Berlin [KG][Higher Court of Berlin] Jan. 24, 2014, 5 U 42/12 at section B.2.bb (Ger.). See also L’Autorita Graante Della Concorrenza e Del Mercato [AGCM] [Consumer Market Authority] Nov. 29, 2018, Provvedimento n.27432 (It.)] 

The Digital Content Directive (DCD) acknowledges data-for-access bargains between consumers and digital service providers and ensures that consumers of these ‘surveillance contracts’ are protected with contractual remedies.[footnoteRef:201] Article 3(1) DCD can be understood to apply only in situations when a consumer gives valid consent to the processing of personal data for surveillance advertising under Article 6(1)(a) and 7 GDPR. [footnoteRef:202] In other words, the bargain is not acknowledged when consumer personal data is processed because such processing is necessary to supply the digital content or comply with legal requirements (e.g., the obligation to identify users).[footnoteRef:203] The DCD recognizes that the GDPR has primacy in evaluating the validity of consent in surveillance contracts.[footnoteRef:204] It affirms that although personal data is not a commodity if the consumer consents to an OBA contract, Article 3(1) DCD empowers them with contractual remedies.[footnoteRef:205] [201:  Digital Content Directive, art. 3, rec. 24. (“Digital content or digital services are often supplied also where the consumer does not pay a price but provides personal data to the trader. Such business models are used in different forms in a considerable part of the market. While fully recognising that the protection of personal data is a fundamental right and that therefore personal data cannot be considered as a commodity, this Directive should ensure that consumers are, in the context of such business models, entitled to contractual remedies.”)]  [202:  Digital Content Directive, art. 3, rec. 24.]  [203:  Digital Content Directive, art. 3(1), rec. 25. See also Commission Notice, Guidance on the Interpretation and Application of Directive 2011/83/EU of the European Parliament and of the Council on Consumer Rights, O.J. 2021 (C 525) 1, 13.]  [204:  See Digital Content Directive, rec. 24.]  [205:  ibid.] 

Therefore, Article 3(1) DCD brings OBA contracts for digital services within the scope of the Consumer Rights Directive (CRD) and Unfair Contract Terms Directive (UCTD). This suggests that digital service providers must ensure the validity of consent under Article 7 GDPR and consumer protection rules regarding information disclosure, formation of contracts, withdrawal, non-conformity, remedies, and provision of gratuitous content.[footnoteRef:206] In other words, the validity of consent has to satisfy further contractual rules on incapacity, mistake, fraudulent behavior, or exploiting vulnerability through coercion or manipulation.[footnoteRef:207] Therefore, in case consent to surveillance advertising is found to be invalid, digital service providers would not only breach the GDPR but also national contract rules that entitle consumers to remedies such as damages.[footnoteRef:208] Consumer protection law helps consumers demand the provision of services agreed upon via OBA contracts.[footnoteRef:209] [206:  Marco Loos and others, ‘The Regulation of Digital Content Contracts in the Optional Instrument of Contract Law’ (2011) 6 European Review of Private Law 729, 733.]  [207:  European Parliament, Policy Department for Citizens’ Rights and Constitutional Affairs Directorate-General for Internal Policies (n 26) 98.]  [208:  See Natali Helberger, Frederik Zuiderveen Borgesius and Agustin Reyna, ‘The Perfect Match? A Closer Look at the Relationship between EU Consumer Law and Data Protection Law’ (2017) 54 Common Market Law Review 10.]  [209:  See ibid 2.] 

As analysis of this chapter suggests that consent given within Meta’s ‘surveillance-or-pay’ model is invalid, consumers of Meta can claim damages (possibly amounting to the required subscription fees).
Moreover, one of the central requirements of CRD is informing consumers about the total price of a contract.[footnoteRef:210] However, digital service providers are exempt from the requirement to disclose the exact ‘price’ of surveillance contracts.[footnoteRef:211] This exclusion is likely put in place to avoid putting a price tag on personal data that is protected as a fundamental right. Nevertheless, without disclosure of costs, surveillance contracts seem to have less protection than contracts with a monetary fee. To remedy this asymmetry, some have suggested that disclosing the monetary value digital service providers earn via surveillance contracts can provide ‘material information’ to consumers when agreeing to such an exchange.[footnoteRef:212] Alternatively, digital service providers can disclose risks regarding entering surveillance contracts. [210:  See ibid 10.]  [211:  Digital Content Directive, art. 2(7); See also Helberger, Borgesius, & Reyna (n. 188), at 13.]  [212:  See e.g., Malgieri and Custers (n 198). See also Sarah Spiekermann and Jana Korunovska, ‘Towards a Value Theory for Personal Data’ (2017) 32 Journal of Information Technology 62.] 

If personal data is regarded as a direct counter-performance to OBA contracts, An interesting implication would be that such counter-performance may be taxed.[footnoteRef:213] It is improbable that any state will give such an interpretation, especially considering the re-assertion in the DCD that personal data is not a commodity.[footnoteRef:214] Nevertheless, surveillance contracts must have similar protections as contracts with monetary payment, such as appropriate disclosure of surveillance risks upon agreement on a ‘data-to-access’ bargain. Section III.C.5. elaborates on the limitations of consumer consent for surveillance advertising as one of the risk mitigation instruments. [213:  See EU Report Targeted Advertising & Informed Consent, at 77.]  [214:  See Digital Content Directive, art 24.] 

[bookmark: _Toc149935839][bookmark: _Ref149939679][bookmark: _Toc151813727]Managing Surveillance Risks
[bookmark: _Ref134604945]Article 34 (1) Digital Services Act (DSA) requires the providers of Very Large Online Platforms (VLOPs), for example, Facebook, and Very Large Search Engines (VLOSEs), for example, Google Search, to ‘diligently identify, analyze, and assess any systemic risks’ that stem from the “design or functioning of their service[…], including algorithmic systems.”[footnoteRef:215] Article 34 (1) (b) DSA clarifies that such risk assessment should take into consideration the severity and probability of actual or foreseeable harms to fundamental rights, such as human dignity (Article 1 CFREU), privacy (Article 7 CFREU), personal data protection (Article 8 CFREU), freedom of expression (Article 11 CFREU), non-discrimination (Article 21 CFREU), children’s rights, and consumer protection (Article 38 CFREU).[footnoteRef:216] Article 34 (2) DSA clarifies that such risk assessment is particularly relevant in the context of recommender and advertising systems.[footnoteRef:217] Recital 84 DSA clarifies that VLOPs/VLOSEs should focus on all relevant algorithmic systems, paying attention to data collection and use practices.[footnoteRef:218] [215:  Digital Services Act., art. 34 (1).]  [216:  ibid., art. 34 (1) (b).]  [217:  ibid., art. 34 (2).]  [218:  ibid., rec. 84.] 

Surveillance advertising practices are likely to exploit consumer vulnerabilities, and this can lead to harms of varying severity, such as individual economic detriment or consumer humiliation by systemic threat of vulnerability exploitation. Understood this way, Article 34 (1) DSA would require VLOPs/VLOSEs to include in their risk assessment evaluation how their surveillance advertising practices may result in consumer exploitation and consequent harm. Recital 81 DSA is explicit with regards to manipulating minors, requiring VLOPs/VLOSEs to asses risks of their practices ‘concerning the design of online interfaces which intentionally or unintentionally exploit the weaknesses and inexperience of minors or which may cause addictive behavior.’[footnoteRef:219] [219:  ibid., rec. 81.] 

Most importantly, Article 35 DSA requires VLOPs/VLOSEs to ‘put in place reasonable and effective mitigation measures, tailored to specific systemic risks identified’ in their risk assessments.[footnoteRef:220] Such risk mitigation measures may include ‘adapting their advertising systems and adopting targeted measures aimed at limiting or adjusting the presentation of advertisements in association with the service they provide.’[footnoteRef:221] It is also important to highlight that the Digital Markets Act (DMA) can be understood to address the structural market risks of gatekeepers concerning consumer exploitation via surveillance advertising.[footnoteRef:222] [220:  ibid., art. 35.]  [221:  ibid, art. 35.]  [222:  Digital Markets Act, rec. 14.] 

Article 35 (1) (i) DSA includes in the list of risk mitigation measures ‘taking awareness-raising measures and adapting their online interface in order to give recipients of the service more information.’[footnoteRef:223] Therefore, acquiring consumer consent per Article 7 of GDPR can mitigate some, but not all, risks of surveillance advertising.[footnoteRef:224] The act of consent is a juridical act that waives the prohibition of processing personal data but also creates a contractual relationship.[footnoteRef:225] In order for such a waiver to be considered valid, informational asymmetry regarding the risks must be corrected. In other words, it can be argued that consumers are able to consent to waive only the risks they were aware of (consent can mitigate surveillance risks limited to the extent of consumer awareness). [223:  ibid., art. 35(1)(i).]  [224:  European Parliament, Policy Department for Citizens’ Rights and Constitutional Affairs Directorate-General for Internal Policies (n 26) 100.]  [225:  ibid., 98.] 

Moreover, even when consumers are aware of risks, some risks can be regarded as unacceptable and, thus, impossible to waive. Firstly, unacceptable risks can be understood as significantly harmful outcomes for individuals, including physical or psychological detriment (integrity harms).[footnoteRef:226] Secondly, such risks can be conceptualized as significantly harmful outcomes for society, including threats to future generations, democracy, and consumer humiliation (dignity harms).[footnoteRef:227] It is this logic that different versions of Article 5(1)(a)-(b) Artificial Intelligence Act (AIA) are attempting to codify. Some prohibitions (targeting minors, using sensitive data) establish the boundaries for unacceptable harms, including individual economic detriment to consumers (Article 5 UCPD) or structural market harms (Article 5 DMA, Article 102 TFEU). Consumer consent cannot justify such risks. [226:  ibid., 98.]  [227:  ibid.] 

With this in mind, the DSA rules on risk assessment and mitigation measures (Articles 34 and 35 DSA) seem to provide a solid tool to hold VLOPs/VLOSEs accountable in that they do not engage in practices that lead to unacceptable risks, and they take appropriate measures to manage other risks, such as regarding data confidentiality risks. So far, the surveillance advertising industry has focused on innovating to mitigate data confidentiality harms (i.e., data breach risks). For example, Alphabet Privacy Enhancing Technologies (PETs), which are likely to replace advertising depending on third-party cookies, allow the processing large datasets necessary for behavioral personalization without ever disclosing personal data to third parties.[footnoteRef:228] While such measures mitigate the risks related to privacy harms, they do not tackle other economic, environmental, affinity, authenticity, integrity, and dignity harms of consumer exploitation. [228:  ‘How We Achieve Privacy through Innovation’ (Google, 1 February 2023) <https://blog.google/technology/safety-security/how-we-achieve-privacy-through-innovation/> accessed 6 June 2023.] 

It is worth noting that while Article 34(1)(b) DSA does not mention evaluating risks to Article 37 regarding environmental protection, it requires such evaluation nevertheless.[footnoteRef:229] Recital 81 DSA clarifies that the risk assessment is not limited to fundamental rights listed in Article 34(1)(b) DSA.[footnoteRef:230] Therefore, it is appropriate for VLOPs/VLOSEs to conduct environmental protection risk evaluation regarding their OBA practices when there is a higher likelihood of consumer manipulation. The AIA explicitly intends to safeguard against the environmental risks of deploying and using AI systems. [229:  Digital Services Act, art. 34 (1).]  [230:  ibid., rec. 81.] 

Lastly, the DSA risk assessment and mitigation measures discussed in this section are addressed to the providers of VLOPs/VLOSEs (e.g., Facebook, Google Search). Indeed, the risk of surveillance advertising primarily stems from practices of these platform providers, particularly Alphabet and Meta, as they are the beneficiaries and standard setters in the industry. Nevertheless, this does not mean that smaller digital service providers, such as other “online platforms” or publishers (e.g., online newspapers), are free from responsibility when they engage in surveillance advertising. OBA involves personal data processing, and Article 24 GDPR requires all digital service providers that use personal data for OBA to consider risks in their processing activities.[footnoteRef:231] Article 24 of the GDPR assigns the responsibility and burden of proof for complying with the GDPR to digital service providers.[footnoteRef:232] The principle of fairness requires digital service providers to balance their interests with consumer interests, to correct power asymmetries, and to ensure that digital service providers do not infringe on inviolable consumer interests of integrity and dignity, regardless of whether the consumer has consented to process data for OBA or not.[footnoteRef:233] [231:  General Data Protection Regulation, recs. 42, 32, 58.]  [232:  ibid.]  [233:  See generally Damian Clifford and Jef Ausloos, ‘Data Protection and the Role of Fairness’ (2018) 37 Yearbook of European Law 130.] 

Moreover, under the GDPR, in order for surveillance advertising to be considered a legitimate practice, it not only has to be lawful (based on one of the legal grounds) but also fair and transparent (meet data protection principles of ‘lawfulness, fairness, and transparency’).[footnoteRef:234] The principles of fairness and transparency are closely related to consumer autonomy, similar to consumer protection law unfairness and information principles. The GDPR enables autonomy by requiring digital service providers to take proactive measures to ensure that consumers understand how their data is used (the “transparency paradigm”) and that personal data is not used in a way that undermines consumer’s interests, for example, by having a discriminatory effect, or by unfair balancing of interests (the “fairness paradigm”).[footnoteRef:235] Central here is that the GDPR shifts the burden of proof towards the business to ensure that in their attempt to ensure transparency, businesses do not merely disseminate information but ensure that consumers understand the information.[footnoteRef:236] [234:  Article 5 of the GDPR includes six data protection principles: (a)“lawfulness, fairness and transparency”, (b)“purpose limitation”, (c)“data minimization”, (d)“accuracy”, (e)“storage limitation”, (f)“integrity and confidentiality”. See Id., art. 5.]  [235:  Gianclaudio Malgieri, ‘The Concept of Fairness in the GDPR: A Linguistic and Contextual Interpretation’, Proceedings of the 2020 Conference on Fairness, Accountability, and Transparency (Association for Computing Machinery 2020) <https://dl.acm.org/doi/10.1145/3351095.3372868> accessed 20 April 2023.]  [236:  Trzaskowski (n 43) 181–183.Thanks to Prof. Mark Leiser for bringing this point to my attention.] 

[bookmark: _Hlk147497225]Article 35 GDPR operationalizes the fairness principle by requiring conducting a Data Protection Impact Assessment (DPIA) in high-risk situations.[footnoteRef:237] A29WP guidelines regarding DPIA adopted in 2017 do not explicitly require digital service providers to conduct DPIA in all cases in which they conduct OBA.[footnoteRef:238] Instead, as Article 35(3)(a) GDPR also clarifies in the example, OBA will require a DPIA in case it can be considered automated decision-making that has legal or similarly significant effects under Article 22 GDPR. [237:  General Data Protection Regulation, art 5(1)(a), art. 35.]  [238:  Article 29 Data Protection Working Party, ‘Guidelines on Data Protection Impact Assessment (DPIA) and Determining Whether Processing Is “Likely to Result in a High Risk” for the Purposes of Regulation 2016/679, Wp248rev.01’ (2017) <https://ec.europa.eu/newsroom/article29/items/611236/en> accessed 24 October 2023.] 

Indeed, if OBA is limited to smaller-scale digital service providers and does not combine data from other sources, such OBA may be considered to have a low likelihood of algorithmic manipulation nor cause severe consumer manipulation harms. Nevertheless, using AdTech can have risks similar to OBA practices of VLOPs/VLOSEs. With this in mind, it is recommended that all publishers engaging in OBA via AdTech also conduct DPIA to evaluate and mitigate risks of consumer manipulation. In essence, failing to conduct such a risk assessment can also be considered a breach of Article 5 UCPD requirement of professional diligence.[footnoteRef:239] Section III.C.6. elaborates on a higher standard of consent that can adequately disclose the risks of surveillance advertising. [239:  Hacker (n 35).] 

[bookmark: _Ref140562465][bookmark: _Ref148604961][bookmark: _Ref149059510][bookmark: _Ref149129192][bookmark: _Toc149935826][bookmark: _Toc151813728][bookmark: _Ref134455415]Explicit Consent
In exceptional cases, the GDPR requires a higher standard of disclosing consumer preferences called ‘explicit consent’.[footnoteRef:240] Such explicit consent can be expressed, for example, by filling out the consent form or providing an electronic signature.[footnoteRef:241] In the context of surveillance advertising, digital service providers must acquire such explicit consent from consumers if their practice falls under Article 22 GDPR.[footnoteRef:242] [240:  General Data Protection Regulation, arts. 9(2)(a), 22(2)(c), recs 51, 71, 111.]  [241:  See Schermer, Custers, and van der Hof, supra note 890, at 5.]  [242:  General Data Protection Regulation, art. 22.] 

Article 22 GDPR requires explicit consent if personal data is used for ‘automated decision-making, including profiling that has legal or otherwise significant effects’ on the consumers.[footnoteRef:243] This Article 22 GDPR prohibition reflects the data protection rules before the GPDR that were designed to restrict the use of computer systems for making decisions that could discriminate, for example, in the employment context.[footnoteRef:244] The Recital 71 GDPR explicitly includes, as examples of such processing, ‘automatic refusal of an online credit application’ and ‘e-recruiting practices without human intervention’ practices with similar significant effects.[footnoteRef:245] Article 22 GDPR provision is particularly ambiguous, has limited case law, and is widely debated in academia.[footnoteRef:246] [243:  ibid., rec 71.]  [244:  Chen (n 9) 122–123.]  [245:  General Data Protection Regulation, rec. 71.]  [246:  Andreas Hauselmann, ‘The ECJ’s First Landmark Case on Automated Decision-Making – a Report from the Oral Hearing before the First Chamber’ (European Law Blog, 20 February 2023) <https://europeanlawblog.eu/2023/02/20/the-ecjs-first-landmark-case-on-automated-decision-making-a-report-from-the-oral-hearing-before-the-first-chamber/> accessed 9 May 2023.] 

The extent to which Article 22 GDPR applies to surveillance advertising is also unclear. Firstly, it is unclear if algorithmic mediation of whether or not a consumer sees an advertisement can be considered an automated ‘decision’ within the meaning of Article 22 GDPR. Secondly, whether such a decision produces legal or similarly significant effects is questionable.[footnoteRef:247] In 2021, the so-called ‘Schufa Case’ was referred to the CJEU to decide whether using a particular credit scoring system constitutes an automated ‘decision’ under Article 22 GDPR.[footnoteRef:248] The final judgment in the Schufa case is expected on December 7, 2023.[footnoteRef:249] This judgment can clarify what constitutes an automated ‘decision’ and whether showing an advertisement falls within this criterion. [247:  Chen (n 9) 122–123. Andreas Hauselmann (n 245).]  [248:  Case C-634/21, OQ v Land Hesse (Schufa), Request for Preliminary Ruling, (2021)6 K 788/20WI.]  [249:  Andreas Hauselmann (n 245).] 

Nevertheless, the Article 29 Data Protection Working Party (A29WP) has previously acknowledged that surveillance advertising, in essence, constitutes such an automated ‘decision’ and instead makes falling of it under Article 22 GDPR dependent on whether its effects are significant.[footnoteRef:250] In 2021, the Amsterdam District Court ruled in the so-called ‘Uber ADM Case’ that algorithmic matching of the drivers and consumers did not constitute automated decision-making because the interests of drivers and consumers were not ‘significantly’ affected.[footnoteRef:251] Therefore, it is plausible that not all surveillance advertising will have effects significant enough to fall under Article 22 GDPR. [250:  Article 29 Data Protection Working Party, ‘Guidelines on Automated Individual Decesion-Making and Profiling for The Purposes of Regulation 2016/679’ (2018).]  [251:  C/13/687315 / HA RK 20-207, Uber ADM, Rechtbank Amsterdam (2023) ECLI:NL:GHAMS:2023:796.] 

A29WP suggests several criteria for delineating between such surveillance advertising, for example, whether cross-site and third-party tracking takes place and whether the vulnerabilities of consumers are known to the businesses.[footnoteRef:252] One example given by A29WP of surveillance advertising that falls under Article 22 GDPR targets a consumer with financial difficulties with gambling ads.[footnoteRef:253] The A29WP also suggests that the significance of the impact can be established if decisions affect financial circumstances, access to health services, employment opportunities, and education.[footnoteRef:254] Following this reasoning, this chapter argues that Article 22 GDPR applies to surveillance advertising when it involves advertising financial products, health services, gambling products, employment, housing opportunities, or presents algorithmically differentiated prices.[footnoteRef:255] [252:  Article 29 Data Protection Working Party, ‘Guidelines on Automated Individual Decesion-Making and Profiling for The Purposes of Regulation 2016/679’ (n 249).]  [253:  ibid.]  [254:  ibid.]  [255:  ibid.] 

Applying Article 22 GDPR to surveillance advertising suggests that the practice can only be legitimized by ‘explicit’ consent.[footnoteRef:256] Such a higher standard of consent usually consists of a written statement or a signature of the consumer revealing the explicit desire of the consumer to be subjected to such processing, but it can also include signing a form, electronic signature, or two-step verification.[footnoteRef:257] Consumers can also provide explicit consent by choosing (by ticking boxes) whether they want to receive surveillance advertising regarding areas that may have significant effects (e.g., employment). Explicit consent serves the purpose of clearing any doubt that the consumer wishes to accept such data processing.[footnoteRef:258] [256:  General Data Protection Regulation, art 22.]  [257:  General Data Protection Regulation, art. 9(2).]  [258:  Article 29 Data Protection Working Party, ‘Guidelines on Consent Under Regulation 2016/679’ (2018) 17/EN WP259 rev.01.] 

Lastly, this chapter argues that surveillance advertising must be regarded to fall under Article 22 GDPR in all cases in which it involves surveillance of consumers across websites. In cross-site surveillance advertising, consumers cannot reasonably expect how they can be targeted and their vulnerabilities identified and exploited. Therefore, legitimizing such practice likely requires a high standard of consent. Article 39 (2) DSA, which ensures additional transparency measures for VLOPs/VLOSEs, may help further operationalize Article 22 GDPR. In particular, Article 39 (2) (e) DSA requires VLOPs/VLOSEs to make the main target parameters, including excluding consumers, publicly available.[footnoteRef:259] Such transparency may shed light on ways in which surveillance advertising can lead to significant effects and, thus, cases in which digital service providers must ask for explicit consent. [259:  Digital Services Act, art. 39(2)(e).] 

[bookmark: _Toc151813729]Conclusion
On October 30, 2023, the European Data Protection Board (EDPB) issued an urgent binding decision prohibiting Meta from engaging in surveillance advertising unless it found valid legal grounds under Article 6(1) GDPR.[footnoteRef:260] This means that from May 25, 2018 – to October 30, 2023, Meta has earned the most of its revenue in the EU through an illegitimate practice.[footnoteRef:261] On the date of the EDPB decision, Meta switched to the ‘Surveillance-or-Pay’ model, charging its consumers € 9,99 unless they consent to surveillance advertising.[footnoteRef:262] This chapter argues that Meta’s reliance on such a model is also illegitimate under Article 6 GDPR. [260:  See European Data Protection Board, ‘EDPB Urgent Binding Decision on Processing of Personal Data for Behavioural Advertising by Meta’ (n 16).]  [261:  ibid.]  [262:  ‘How Meta Uses Legal Bases for Processing Ads in the EU’ (n 81).] 

This chapter finds that as surveillance advertising can significantly negatively impact individuals and society, processing personal data for surveillance advertising can only be legitimized if digital service providers acquire consumer consent that reflects consumers’ genuine preferences. In the ‘Surveillance-or-Pay’ model, consent can be valid given that the price is reasonable and consumers have reasonable alternatives to the provided service. In the case of Meta, which is a gatekeeper, it provides services (Facebook, Instagram) to which only a few alternatives exist, and consumers often depend upon them. Nothing prohibits charging a Meta fee for these services. Nevertheless, consent to surveillance advertising cannot be regarded as legitimate if the only alternative to such consent is € 9,99 for services for which no reasonable alternatives exist.
In 2018-2023, surveillance advertising was also mainly illegitimate in the open advertising exchange called AdTech. Irrespective of the GDPR and the ePrivacy Directive, the online environment has been plagued by exploitative practices designed to operationalize surveillance infrastructure.[footnoteRef:263] As the industry recognizes that such illegitimacy is not sustainable, it is moving towards local advertising methods (e.g., Alphabet’s Privacy Sandbox) that do not share data with hundreds of vendors unknown to consumers. Nevertheless, while such local advertising techniques can minimize data breach harms, they also further centralize surveillance advertising in large platform providers, which can further translate into exploitation of the consumers and market exploitation. [263:  See EUROPEAN COMMISSION, DIRECTORATE-GENERAL FOR JUSTICE AND CONSUMERS, Behavioural Study on Unfair Commercial Practices in the Digital Environment: Dark Patterns and Manipulative Personalisation: Final Report(2022) [hereafter EC Study Dark Patterns and Manipulative Personalization]. See ‘Manipulative Online Practices’ (European Commission) <https://ec.europa.eu/commission/presscorner/detail/en/ip_23_418> accessed 2 March 2023.] 

This chapter also argues that consent to surveillance advertising takes the form of ‘surveillance contracts’, bringing the arrangement under the wings of the consumer protection legislation. Not only do digital service providers have to ensure they meet Article 6 (1) GDPR requirements, but if they fail, they open themselves to consumer claims for damages under the consumer protection rules. Moreover, while consumer consent can be seen as one of the risk mitigation tools, there are some risks that such a consent cannot address. With such risks to consumers’ physical or mental integrity or dignity, digital service providers must ensure such harm does not occur. Ensuring higher standard (explicit) consent in certain situations, such as when advertising employment or housing opportunities, and informing consumers of the surveillance risks can be appropriate measures to consider by digital service providers.
Lastly, in 2022, more than 50% of online advertising revenue went to Alphabet ($168.44 billion) and Meta ($112.68 billion).[footnoteRef:264] These companies operate as a quasi-duopoly in surveillance advertising markets, mainly due to their ‘data power’ or competitive advantage in holding consumer data. These companies set the standards for the industry, and it is essential that supervisory authorities make sure they cannot profit from illegitimate practices. With this in mind, this chapter calls for an urgent reaction of the national DPAs and the EDPB to the ‘surveillance-or-pay’ model adopted by Meta and ensuring that the company brings its practices in compliance with the GDPR. [264:  See Ronan Shields, ‘Here Are the 2022 Global Media Rankings by Ad Spend: Google, Facebook Remain Dominant -- Alibaba, ByteDance in the Mix’ (Digiday, 13 December 2022) <https://digiday.com/media/the-rundown-here-are-the-2022-global-media-rankings-by-ad-spend-google-facebook-remain-dominate-alibaba-bytedance-in-the-mix/> accessed 12 January 2023.] 




