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The use of Internet cookies by visited Web sites and third-party firms has been criticized by consumer
advocates, policy makers, and even marketers themselves as a potential threat to consumer privacy.
However, surprisingly little research has examined how the interactive effects of the disclosure and
practice of cookie use as a method of nonconsensual identification might influence online users’ affect
or behavior. The current research addresses this lack of research by presenting the results of three
studies. Study 1, a longitudinal examination of the online environment from 2000 to 2007, finds that
both cookie use and disclosure have increased, but the covert use of cookies is still a concern. Study
2 finds that consumers’ negative reactions to cookie use are significantly reduced by a priori cookie
disclosure by the visited Web site. Study 3 shows that consumers’ online experience and desire for
privacy act as additional moderators of reactions to cookie use. The author examines the implications
of the three studies from the perspectives of research, management, and public policy.
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addiction problem and decides to search online for
various programs or literature regarding treatment.
That same consumer also visits several investment, credit
card, or banking Web sites that might suggest a particular
income, debt, or wealth level. The consumer also logs on to
assorted social networking sites that have collected and
stored demographic and socioeconomic information. Now
consider that a third party has access to these visits,
searches, and information, either by surreptitiously gather-
ing data as the consumer surfed the Internet or by partici-
pating in information sharing with the various Web sites
visited. When the third party sells the collective information
to various marketers, is there the potential for these firms to
make offers that take advantage of the addictive nature,
monetary situation, and personal state of this consumer?
Would the consumer have acted in the same way if this
nonconsensual identification was made more apparent?
As various aspects of online activity continue to grow at
a rapid pace, online privacy remains a key focus of con-
sumer advocates and public policy makers (Federal Trade
Commission [FTC] 2000, 2007; Milne 2000; Milne, Rohm,
and Bahl 2004). Although concerns range from worries
about how marketers will use information provided by
online users to privacy-related security issues, a large con-
cern is the nonconsensual identification and surveillance of
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online users by the sponsors of the Web sites they visit and
by third-party organizations (Antén, He, and Baumer 2004;
Cranor, Guduru, and Arjula 2006; FTC 2000; Ha et al.
2006; Leibrock 1997; Milne, Rohm, and Bahl 2004;
Miyazaki and Fernandez 2000; Sheehan 2005). Such online
nonconsensual identification is often carried out as a covert
marketing activity by the surreptitious use of cookie files
(explained in more detail in the following section). This is
despite FTC guidelines and consumer distaste for noncon-
sensual identification and is due in great part to consumers’
paucity of knowledge regarding cookie functions and their
ubiquitous usage. Thus, a lack of cookie disclosure has
been, and still remains, an important facet of consumer
online privacy. Moreover, as Milne, Bahl, and Rohm
(2008) note, the lack of disclosure regarding whether and
how cookies are used to gather information is a covert mar-
keting practice that may harm consumer trust and
patronage.

The public policy of online privacy can be discussed
from a social contract theory perspective (Dunfee, Smith,
and Ross 1999), whereby provision of consumer informa-
tion is expected to yield a certain responsibility (i.e., in the
form of an implied social contract) of the receiving organi-
zation to collect and care for such information in a respon-
sible manner. Indeed, prior researchers have been in agree-
ment that when marketers collect information from
consumers without their awareness, an implied social con-
tract is breached (Culnan 1995; Milne and Gordon 1993;
Phelps, Nowak, and Ferrell 2000). These implied social
contracts are derived from social norms (Caudill and Mur-
phy 2000) that may be influenced by prior behavior,
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explicit contractual agreements, or industry and govern-
mental regulation. The breaking of such an implied social
contract is expected to result in lower consumer trust, less
favorable affect toward the culpable party, and, thus, less
likelihood of future patronage.

With respect to the information-gathering and -usage
facets of online privacy, the FTC’s guidelines regarding
consumer choice with respect to what and how information
will be gathered address this implied social contract. How-
ever, consumers cannot make choices regarding informa-
tion provision if they do not have knowledge of an organi-
zation’s information-gathering practices. This is the
rationale behind the FTC (2000, p. iii) guideline of
“notice,” which states that consumer-oriented commercial
Web sites are “required to provide consumers clear and
conspicuous notice of their information practices,” such as
how information is collected, including “non-obvious
means such as cookies.” These Web sites are also required
to disclose any information provision to third parties,
regardless of whether that information is passed on to a
third party or the third party accesses the information
directly through the Web site.

Thus, the implied social contract held in the minds of
online consumers suggests that breaches of this contract,
such as the undisclosed use of cookies, could be detrimental
to consumer attitudes toward the information-gathering
practice and the Web site or firm as well. At the same time,
it is not clear under which conditions consumers may
believe that cookie use or, more specifically, the lack of
explicit disclosure of cookie use constitutes a violation of
the social contract. Thus, factors such as consumers’ desire
for privacy and their degree of online experience come into
play.

From a strict policy perspective, although any covert
practice of online consumer identification is in violation of
FTC (2000) guidelines, surprisingly little research has
examined the practice of nonconsensual consumer identifi-
cation or its effects on consumer attitudes and intended
behavior. This research remedies this deficiency by present-
ing (1) a longitudinal examination of how cookie disclosure
and usage among top Web sites has changed during the past
seven years; (2) two experimental studies that examine
online user reaction to disclosure versus practice of this
method, as well as moderators of those reactions; and (3)
implications for policy makers, online organizations, and
consumers.

Cookies

The most common method of identifying and tracking
online consumer activity involves the placement of small
text files on a consumer’s hard drive that are then offered
back to the Web site during subsequent visits by the con-
sumer (Bayan 2001; Gralla 2007; Linn 2005; Millett, Fried-
man, and Felten 2001). These text files, or “cookies” as
they are commonly called, can be designed to persist on the
user’s hard drive for only the current online session; they
can be configured to last for days, months, or years; or they
essentially can be designated to last indefinitely. Although
they have continually been a concern with respect to online
privacy (e.g., Cranor 1999; FTC 2000; Jackson et al. 2006;
Milne, Rohm, and Bahl 2004; Palmer 2007; Reagle and

Cranor 1999), cookies in and of themselves do not consti-
tute violation of an online user’s privacy. Indeed, many
Web sites require cookies to operate effectively. For exam-
ple, online shopping sites that store items in a virtual shop-
ping cart require the placement of cookies on the shopper’s
hard drive to identify the shopper as the individual who
stored those particular items (Chapman and Dhillon 2002).
However, cookies can constitute an invasion of privacy
from several perspectives—namely, their ability to track
user information and behavior; their use by third parties;
their covertness; their duration and ubiquity; and con-
sumers’ lack of information regarding their usage, degree of
threat, and control.

Tracking User Information and Behavior

The placement of cookies on an Internet user’s hard drive
can be accomplished in several ways—for example, by
using Web bugs (also referred to as Web beacons, pixel
tags, and clear graphic interchange formats [GIFs]) to set
the cookie from either the visited Web site or a third-party
site (Bayan 2001; Martin, Wu, and Alsaid 2003). Regard-
less of the initial method of placement, the purpose of a
cookie is to record some aspect of online user informa-
tion—from relatively innocuous data, such as the user mov-
ing from a particular Web page, to more private personally
identifiable information or passwords—for later retrieval
(Chapman and Dhillon 2002; Reagle and Cranor 1999). The
information recorded can be explicit information provided
by the Internet user (e.g., gender, age, zip code, account
numbers), behavioral information regarding user movement
from one Web page to the next (including time, duration,
and sequence of Web movement), or the tracking of how
many times a particular banner ad has appeared during an
online session (Martin, Wu, and Alsaid 2003; Raghu, Rao,
and Whinston 2001).

This information has been of great value to marketers in
helping create user profiles to assist in targeting advertise-
ments and product offerings (Caudill and Murphy 2000;
Martin, Wu, and Alsaid 2003; Raghu, Rao, and Whinston
2001). Although much information acquired through cookie
use is not directly personally identifiable information, the
ability to aggregate various profiles creates the opportunity
for such information to become personally identifiable and,
as such, has been shown to be a cause of concern to online
consumers (Chellappa and Sin 2005). Unfortunately,
recording of such information may constitute an invasion of
privacy, depending on the degree of disclosure that accom-
panies this activity (Caudill and Murphy 2000; Miyazaki
and Fernandez 2000; Sheehan 2005). Concerns about this
type of information tracking have been raised by technol-
ogy experts (Berghel 2002; Cranor 1999, 2002), privacy
advocates (Dixon and Givens 2004; King 2001),
researchers (Caudill and Murphy 2000; Milne 2000;
Miyazaki and Fernandez 2001; Sheehan 2005), and govern-
ment organizations (Department of Transportation 2003;
FTC 2000; United States Courts 2000).

Third-Party Cookie Use

Although the general use of cookies by visited Web sites is
a concern of consumers and policy makers alike, perhaps a
deeper concern involves the use of cookies placed on the



Internet user’s hard drive by a party not directly visited by
the online consumer. Such “third-party cookies” are often
sanctioned by the visited Web site to build consumer pro-
files by the third-party organization for targeted marketing
purposes (Lavin 2006; Raghu, Rao, and Whinston 2001).
Commercial firms, most notably DoubleClick and more
recently JetBlue, have been formally chastised for their
reliance on or allowance of third-party cookies (Antén, He,
and Baumer 2004; Chapman and Dhillon 2002; Hemphill
2000).

Third-party cookies have also caught the attention of the
FTC, whose examination of Web sites conducted in Febru-
ary and March 2000 found that 57% of sites in a random-
sample group (N = 335) and 78% of the busiest U.S. sites
(N =91 of the 100 busiest sites) allowed cookie placement
by third parties. Concerns about third-party cookies have
been reiterated over the years in terms of how they are
implemented (Martin, Wu, and Alsaid 2003), their lack of
control by the consumer (Berghel 2002), and the possible
circumvention of modern browser privacy settings by coop-
erative actions of offending Web sites (Jackson et al. 2006).

Covertness of Cookie Use

Another concern regarding cookie placements is the covert
nature of their usage. The placement of third-party cookies
is often facilitated by the use of “clear GIFs” that are only
one pixel by one pixel in size, which essentially makes
them invisible to the consumer (Hoofnagle 2005; Martin,
Wu, and Alsaid 2003). The FTC (2000) described cookies
as a “nonobvious” means of information collection and
their undisclosed use as a clear violation of the notice
aspect of fair information practices. Indeed, even when
Web sites disclose the general use of cookies (whether for
Web site effectiveness, targeted offers, and so forth), the
lack of explicit disclosure of any cookies placed by third
parties is still considered a privacy violation (Ant6n, He,
and Baumer 2004).

Modern Web browsers are now equipped to provide con-
sumers with the ability to reject or delete cookies in accor-
dance with their privacy preferences (Linn 2005). However,
several studies have shown that many consumers do not
take advantage of these capabilities (Ha et al. 2006; Jensen,
Potts, and Jensen 2005; Milne, Rohm, and Bahl 2004).
Moreover, browsers do not allow users to understand when
the cookies that persist on their hard drives are actually
used (in essence, retrieved rather than set) by visited Web
sites and how the retrieving Web sites use them (Lederer et
al. 2004; Millett, Friedman, and Felten 2001).

Cookie Prevalence and Persistence

Cookies are the most common method of identifying and
compiling information regarding Web users (Bayan 2001;
Gralla 2007; Ha et al. 2006; Linn 2005; Martin, Wu, and
Alsaid 2003). Estimates of cookie use by Web sites vary,
but they are often high (particularly among commercial
Web sites), with field studies reporting cookie use from
36% to 100% of sites examined (Hoy and Phelps 2003;
Jamal, Maier, and Sunder 2005; Martin, Wu, and Alsaid
2003).

Cookies can also be present on a consumer’s hard drive
for a significant duration of time. Although some “session
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cookies” are designed to last only for the duration of the
current online session, other “persistent cookies” are set to
last for months or years, some clearly far beyond the life
cycle of the computer on which they reside (Hoofnagle
2005; Linn 2005). Although informed users now have the
capability of removing cookies, there are complaints that
expiration dates cannot be easily altered (Millett, Friedman,
and Felten 2001). In addition, Sit and Fu (2001) complain
that even when the cookie-setting server specifies an expi-
ration date, there is no guarantee that the Web browser
being used to access the Internet will delete the cookie.
Finally, the encoded nature of many cookies prohibits con-
sumers from knowing which cookies to delete to enhance
privacy protection and which to save to aid in online func-
tional efficiency.

Lack of Consumer Knowledge

The final perspective from which cookies serve as a prob-
lematic concern with respect to online consumer privacy is
the general lack of consumer knowledge regarding cookie
functions, their degree of threat to privacy, and how to man-
age them. For example, prior research has reported not only
that online consumers are often confused about the advan-
tages and disadvantages of cookies but also that most can-
not properly identify what a cookie is (Ha et al. 2006; Hoof-
nagle 2005). Indeed, Jensen, Potts, and Jensen (2005) report
that though a vast majority (90.3%) of their experienced
Internet user sample claimed to have knowledge of cookies,
further probes indicated that only 15.5% of those making
that claim demonstrated even simple cookie knowledge.

This apparent overconfidence suggests that consumers
may have limited capability to deal effectively with the
potential for cookie-related invasions of privacy. Indeed,
evidence suggests that most consumers do not use available
technology to prohibit cookies from being placed on their
hard drives (Ha et al. 2006; Jensen, Potts, and Jensen 2005;
Milne, Rohm, and Bahl 2004).

Research Issues

Survey research shows that consumers are concerned about
nonconsensual identification practices of Web site organi-
zations. Government and industry responses to these con-
sumer concerns have been focused on disclosure of identifi-
cation practices with the intention that such disclosure
removes covert status and facilitates some degree of agree-
ment. The FTC (2000) has made it clear in its discussion
and studies of the online environment that the use of undis-
closed cookies constitutes a violation of its fair information
practice of notice. Indeed, since that time, concerns con-
tinue to be raised as to whether levels of disclosure regard-
ing online privacy are sufficient, with recent studies finding
considerable deficiencies in full disclosure (Hoy and Phelps
2003; Schwaig, Kane, and Storey 2005).

With respect to cookie placement, recent studies have
shown a lack of congruence between cookie use and cookie
disclosure both for commercial sites (FTC 2000) and for
nonprofit sites (Hoy and Phelps 2003). The potential for
such a discrepancy between disclosure and practice may be
due to online organizations’ concerns that disclosing identi-
fication practices will lead to higher levels of privacy con-
cerns by consumers and ultimately lower patronage or
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usage rates. Indeed, these organizations may assume that
consumers’ lack of awareness of cookie usage negates the
need for a priori disclosure. However, the advent of soft-
ware capabilities that enhance consumer knowledge of
attempts to place cookies suggests that greater congruence
between practice and disclosure could be beneficial to Web
site organizations. Unfortunately, no research has directly
assessed consumer response to the disclosure of online con-
sumer identification practices in conjunction with variations
in consumer knowledge of such practices.

This article responds to this need for research by examin-
ing the degree of congruence between Web site disclosures
and Web site practices with respect to the use of cookies to
identify online patrons (Study 1). This longitudinal investi-
gation (which compares 2000 and 2007) of popular Internet
Web sites sets the stage for two experimental studies that
assess how consumer detection of nonconsensual identifica-
tion practices (i.e., the use of cookies) affects consumer
trust of the Web site and anticipated patronage decisions.
These effects are examined in conjunction with disclosure
(Study 2) and with respect to consumers’ Internet experi-
ence and desire for privacy (Study 3).

Study 1: Market Examination of Cookie
Disclosure Versus Usage

Prior investigations of cookie usage have provided individ-
ually static representations of the state of practice versus
disclosure. Nevertheless, it appears that both Web site
cookie use and disclosure in the United States have risen
over time. Table 1 presents pertinent results from prior
studies that have examined both cookie disclosure and
usage. However, none of the studies presented in Table 1
have examined both cookie usage and disclosure of original
domain and third-party cookies across a similar sample

over time. Such a longitudinal examination would be useful
in understanding how the FTC studies and reports have
potentially influenced online practices. To fill this gap in
the literature, this study compares the cookie usage and dis-
closure of top Web sites in 2000 and 2007.

Although no formal hypotheses are presented regarding
how cookie usage and disclosure have changed over time,
several research questions are apparent. These stem from
changes in technology, consumer perceptions, and govern-
ment involvement. For example, from 2000 to 2007, the
increase in technological advances in cookie placement and
usage (Linn 2005), as well as the acceptance of cookie
usage in the online industry (Gralla 2007), suggests an
increase in the percentage of top Web sites that use both
first-party, or “original domain,” cookies (i.e., those set by
the visited Web site) and third-party cookies (i.e., those set
by a third party that is often unknown to the online con-
sumer). It also suggests an overall increase in the average
number of cookies (original domain and third party) placed
by Web sites. Conversely, factors such as FTC involvement
in online privacy issues, legislation regarding privacy-
related activities, and reports of consumer concern about
privacy issues suggest that Web site disclosure of both
types of cookie use will increase as well. Of particular
interest is whether the prevalence of covert cookie place-
ment (i.e., without disclosure) has decreased significantly,
particularly for third-party cookies. Thus, the research ques-
tions that Study 1 attempts to answer are as follows: Has the
prevalence of general and third-party cookie use among
popular Web sites changed from 2000 to 2007? Has mean
cookie use by individual Web sites increased? Has the dis-
closure of cookie usage increased during this period? and
Has the prevalence of covert cookie use decreased? In light
of these questions and the previous discussion, for 2000 and
2007, Study 1 examines (1) the prevalence of general

Table 1. Prior Studies Examining Cookie Practice and/or Disclosure
Study Date of Data Collection Sample Information Uc% U3s% Dc% D3%
Miyazaki and January/February 1999 381 random e-commerce Web sites from Excite, 23a

Fernandez (2000)

Yahoo, and Netscape shopping portals

FTC (2000) February/March 2000 335 random e-commerce Web sites 57 22

FTC (2000) February/March 2000 91 of 100 busiest Web sites 78 51

Jamal, Maier, and July 2001 100 of top 500 busiest Web sites 98 79 91 76
Sunder (2003)

Jamal, Maier, and May/June 2002 56 U.K. high-traffic Web sites 88 50 80 96
Sunder (2005)

Hoy and Phelps May/June 2002 102 random church (noncommercial) 36 20 0 0
(2003) Web sites

Sheehan (2005) March 2004 94 direct-to-consumer branded drug Web sites 90 85b

a23.1% customer identification (mainly cookie use) disclosure (ranging from 0% to 64.3% across 17 shopping categories).

bDisclosed provision of information to third parties.

Notes: U = percentage of sample using cookies. U3 = percentage of sample using third-party cookies. D¢ = of those using cookies, percentage disclosing
general cookie use. D3 = of those using third-party cookies, percentage disclosing third-party cookie use (third-party information gathering).




cookie use, (2) the prevalence of third-party cookie use, (3)
the amount of (mean) cookie use, and (4) the disclosure of
information-gathering practices, particularly for general and
third-party cookie use.

Study 1 Methods

To determine which Web sites would be examined, the
Media Metrix 500 for January 2000 was accessed in March
2000 and used as a starting point for Web site selection. At
that time, the Media Metrix 500 was a publicly accessible
list of the 500 Web sites that attracted the most unique (i.e.,
unduplicated) visitors during the month of measurement.
(Because of various changes in firm ownership, this list is
no longer publicly available [for a more detailed explana-
tion, see Milne, Culnan, and Greene 2006].)

The first wave of data collection was conducted in June
2000, one month after the FTC released its report to con-
gress on online privacy and fair information practices (FTC
2000). The analyses were limited to .com and .net Web
sites because these were the key commercial sites, particu-
larly at that time. Of the 500 Web sites on the list, 58 were
not evaluated because they were inaccessible (15), foreign
(5), or .edu (18), .gov (14), .org (4), or .mil (2) sites. The
second wave of data collection was conducted in February
2007. Over the span of almost seven years, 36 of the origi-
nal 442 Web sites ceased operations, resulting in a sample
size of 406. The comparisons between 2000 and 2007 are
based on these 406 Web sites (cf. Milne, Culnan, and
Greene 2006).

Each data collection wave proceeded in two stages, one
for cookie disclosure and one for cookie practice. Cookie
disclosure was investigated by first printing the home page
and privacy policy (if any) for each of the Web sites in the
sample. Each Web site was assessed for (1) whether it had a
privacy policy or privacy statement and (2) whether the pol-
icy was directly linked from the Web site home page. Each
privacy policy was then examined to determine whether it
(3) disclosed general cookie usage, (4) disclosed third-party
cookie usage, and/or (5) discussed general information
gathering (cf. FTC 2000). To count as third-party cookie
disclosure, the privacy policy needed to mention that third
parties (e.g., other organizations, ad servers) would or may
set or use cookies. Merely mentioning that third parties may
collect information was not considered a disclosure of
third-party cookies. Two trained research assistants coded
each Web site separately. The results between the two sets
of codes were then compared (total initial agreement of
95.6% for 2000 and 93.1% for 2007), and any discrepancies
in coding were resolved by discussion with the author.

Cookie practice was examined by setting a Web browser
(Netscape Navigator) to warn when a cookie was to be
placed onto the hard drive. (Current popular Web browsers
have similar abilities to detect and warn of cookie place-
ment. Netscape was chosen because during the 2000 data
collection, it provided what was believed to be the clearest
presentation of cookie information. Netscape was used for
the 2007 data collection for consistency, but any of the
major Web browsers would have provided similar informa-
tion.) This resulted in a pop-up window being activated for
each cookie that was to be set. If no cookies were found on
the home page, up to five other pages were examined,
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including an order page, if one existed, to check for cook-
ies. Before allowing the cookie to be set, a researcher noted
whether the cookie was an original domain server cookie
(i.e., it was originated and sent back to the visited Web site)
or a third-party cookie. (Cookies that were placed by
domains that were clearly related to the original domain
were not considered third-party cookies. For example, a
cookie set by Americanexpressvacations.com when visiting
the Americanexpress.com Web site would not be consid-
ered a third-party cookie. The result is a more conservative
estimate of third-party cookies than if every nonoriginating
cookie was counted as a third-party one.) The originating
page for the cookie was also noted (i.e., the home page,
ordering page, or other page), as was the cookie expiration
date.

Study 1 Results and Discussion

The results from the two waves of data collection appear in
Table 2 and reveal no statistically significant difference in
the percentage of Web sites with privacy policies in 2000
(83.0%) versus 2007 (86.7%; Z = 1.47, not significant
[n.s.]). As expected, the percentage of Web sites practicing
general cookie use increased from 2000 (81.3%) to 2007
(95.3%; Z = 6.38, p < .01). This increase was accompanied
by an increase in the proportion of Web sites that disclosed
cookie usage (from 65.5% to 84.5%; Z = 5.95, p < .01).
Indeed, the overall percentage of Web sites covertly placing
cookies decreased from 28.0% in 2000 to 14.8% in 2007
(Z=4.68, p <.01).

For third-party cookies, the increase in Web site usage
was seemingly more noticeable, from 32.5% in 2000 to
50.2% in 2007 (Z = 5.22, p < .01). Fortunately, this increase
was accompanied by an increase in the proportion of third-
party cookie disclosure, from 31.8% of sites using third-
party cookies in 2000 to 63.2% in 2007 (Z = 5.96, p < .01).
However, this increase in disclosure was not sufficient to
reduce the overall percentage of Web sites that covertly
used (or allowed the use of) third-party cookies: 22.2% in
2000 and 18.5% in 2007 (Z = 1.31, n.s.).

Finally, there was a notable change over the seven-year
period in the number of cookies that each Web site used.
For Web sites that had at least one cookie placed on their
home page, the average number of cookies on the home
page rose from 2.45 in 2000 (range from 1 to 12) to 8.71 in
2007 (range from 1 to 59), a significant increase (t = 11.8,
p < .01). Similarly, the average number of third-party home
page cookies grew from 1.57 (range from 1 to 6) to 3.84
(range from 1 to 28), again a significant increase (t = 4.66,
p<.01).

Overall, Study 1 demonstrates that cookie use, both in
general and for third-party cookies, has increased signifi-
cantly over the past seven years. Fortunately, the disclosure
of cookie use has also increased to the point that the covert
use of cookies (i.e., the use of undisclosed cookies) has
decreased for general cookie-setting activity. However, for
third-party cookies, there has been no significant decrease
in covert cookie use over the past seven years. Finally, the
average number of cookies placed on the home page of
each of these sites has increased more than threefold, and
the number of third-party cookies has more than doubled.
These findings of increased cookie use and a lack of
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Table 2. Study 1: Web Site Cookie Disclosure Versus Practice for 2000 and 2007
2000 2007 Test Statistic

Number of Web Sites Examined (N) 406 406
% of sample (N) with privacy policy 83.0 86.7 Z=147,ns.

% of Sample (N) Using Cookies (N¢) 81.3 95.3 7 =6.38,p< .01
% of N¢ disclosing cookie use 65.5 84.5 Z=595p<.01
% of N¢ disclosing general information gathering 80.9 87.1 7=224,p<.05
% of N with privacy policy 86.1 87.9 Z=.71,ns.

% of N covertly placing cookies 28.0 14.8 Z=4.68,p< .01

% of Sample (N) Using Third-Party Cookies (N3pc) 32.5 50.2 7=522,p<.01
% of N3pc disclosing third-party cookie use 31.8 63.2 Z=596,p<.01
% of Nspc disclosing general information gathering 76.5 85.3 Z=198,p<.05
% of Nspc with privacy policy 83.3 85.3 Z = 48, n.s.

% of N covertly placing third-party cookies 222 18.5 Z=131,ns.

For Web Sites with Any Cookies on Home Page
Average number of cookies on home page 245 8.71 t=11.8,p< .01

For Web Sites with Any Third-Party Cookies on Home Page
Average number of third-party cookies on home page 1.57 3.84 t=4.66, p < .01

decreased third-party covert use warrant the need to exam-
ine consumer response to cookie use in light of variations in
disclosure, desire for privacy, and Internet experience.
Studies 2 and 3 examine these issues.

Study 2: Trust Effects of Cookie
Disclosure Versus Usage

Study 1 demonstrates the growing pervasiveness of cook-
ies, but it also shows that a large portion of frequently vis-
ited Web sites are lacking in terms of disclosure. Moreover,
prior examinations of cookie disclosure versus practice sug-
gest that less heavily trafficked Web sites are even more
likely to violate privacy principles by the undisclosed use of
cookies (e.g., FTC 2000). From a consumer perspective,
such violations of privacy breach the implied social con-
tract between the consumer and the Web site organization
(Dunfee, Smith, and Ross 1999), which is likely to harm the
organization’s reputation and generate privacy concerns.
Prior work has shown that both privacy concerns and dam-
aged reputation can lead to lower perceptions of trust (Jar-
venpaa, Tractinsky, and Vitale 2000; Jutla and Bodorik
2005; McKnight, Choudhury, and Kacmar 2002). This fol-
lows accepted definitions of trust as being “a willingness to
rely on an exchange partner in whom one has confidence”
(Moorman, Deshpandé, and Zaltman 1993, p. 82) and as
having “confidence in the exchange partner’s reliability and
integrity” (Morgan and Hunt 1994, p. 23). Such losses of
reputation and trust, as well as enhanced privacy concerns,
have also been shown to result in lower usage, adoption,
and patronage intentions (Chellappa and Sin 2005; Jarven-
paa, Tractinsky, and Vitale 2000; Jutla and Bodorik 2005).
Thus, although consumers would be expected to view the
use of cookies negatively (as several survey studies men-
tioned previously have indicated), such an effect would be
exacerbated by the absence of reasonable disclosure. Thus,
the following interactive hypothesis is put forth:

: Web site disclosure and consumer detection of a covert
identification practice (i.e., an attempt to place a cookie)
interact such that when disclosure is absent, consumer
detection negatively affects (a) consumer trust, (b) usage
intentions, and (c) user recommendations; however, when
disclosure is present, such effects are attenuated or
eliminated.

i

Study 2 Methods

Study 2 used a 2 X 2 between-subjects experimental design
that manipulated Web site disclosure of cookies (absent
versus present) and the Web site practice of setting cookies
(used versus not used). The experimental setting involved a
ruse, in which participants were asked to evaluate a Web
site that a local firm was considering to use as an intermedi-
ary to sell elementary school uniforms to parents. The set-
ting was pretested and found to be one of interest to local
parents and one that required a relatively high degree of
trust from the parents with respect to the Web site
organization.

Participants were adults recruited at a local outdoor town
gathering of a suburb of a large metropolitan area and were
screened to ensure that each had a child in one of the sub-
urb’s schools (public or private) and had made at least one
purchase online within the prior 12 months. Participants
were presented with a new $2 bill for participating in the
study and were entered into a drawing for four $25 prizes.

Each participant was asked to sit at a laptop computer
and fill out a short questionnaire before evaluating the Web
site. The questionnaire presented seven items that included
a three-item measure (o0 = .84) of general online shopping
risk (Miyazaki and Fernandez 2001). The other items
included whether participants ever purchased school uni-
forms (a requirement for even the local public elementary
school [81%]), whether they had made a purchase online
within the past 12 months (100%), whether they had a child
in any of the suburb’s schools (100%), and whether they



were members of any of the local parent—teacher—student
associations (46%). These items were included to help with
the ruse of the experimental procedure and to ensure that
the screening had been accomplished correctly.

After completing the preliminary questionnaire, partici-
pants were asked to spend the next five minutes evaluating
a Web site and were told that they could exit the browser
(by clicking the red “x” in the upper-right-hand corner)
when they were ready to complete the remainder of the sur-
vey. They were then taken immediately to the faux school-
uniform Web site home page, which included a short pri-
vacy statement at the bottom of the page (visible within the
frame of the computer screen without scrolling). This pri-
vacy statement included the manipulation for the cookie
disclosure (the first of the two independent variables). The
cookie-disclosed statement read as follows:

When you use certain services at our Web site, we may ask you
to provide personally identifying information. The information
we collect from you may be combined with other information
obtained by our other divisions or by partner companies. But
we’ll only do this with your permission. Also, to enhance your
experience with our Web site, we use “cookies” and other tech-
nologies. Cookies are small text files placed via your com-
puter’s browser. They store your preferences and how you
move through our site and help us meet your needs. Please be
assured that your privacy is always our biggest concern.

The cookie-undisclosed statement was designed to be
approximately the same length but without the cookie
disclosure:

When you use certain services at our Web site, we may ask you
to provide personally identifying information. The information
we collect from you may be combined with other information
obtained by our other divisions or by partner companies. But
we’ll only do this with your permission. Also, to enhance your
experience with our Web site, we use many advanced technolo-
gies. These technologies help you operate our Web site. They
also combine with your browser so you can move through our
site and they help us meet your needs. Please be assured that
your privacy is always our biggest concern.

The privacy statement was purposely kept short (under
100 words) and at a relatively low reading level (approxi-
mately 10.5 on the Flesch—Kincaid scale) so that the cookie
disclosure information would be seen and understood. This
compares with Milne, Culnan, and Greene’s (2006) find-
ings that top-ranked Web site privacy policies average 1950
words, with an average Flesch—Kincaid grade-level score of
12.3.

Participants were then able to click on several links that
showed product assortment, prices, and shipping informa-
tion. During this time, the cookie-usage manipulation (i.e.,
the second independent variable) was executed. For the
cookie-used condition, 30 seconds after participants clicked
out of the home page, on their next click, a cookie place-
ment confirmation similar to that found in popular Web
browsers appeared as a pop-up window on the screen. It
read, “The current Web site wants to set a cookie” and pro-
vided details on the name (4544ad01), content (a long series
of numbers), domain (.4544adnet4544.com), and expiration
(January 17, 2038, 7:00:00 p.M.), and it had buttons that
allowed the user to “allow” or “deny” the cookie. Either
choice allowed the user to continue examining the Web site.
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(For both Studies 2 and 3, more than 95% of those receiv-
ing the alert accepted the cookie before continuing, possibly
because the online task was being conducted on an anony-
mous computer from the perspective of each respondent.)
The cookie-not-used condition had no such pop-up. Note
that the detection of the cookie is critical to this study.
Because cookies are often a covert marketing tactic, their
undetected usage would reasonably be presumed to have no
effect on consumer trust or intended behavior. In addition,
the likelihood of online users being alerted to cookie place-
ment would normally be relatively low unless the users
adjusted their Web browser settings accordingly.

After participants exited from the browser window, they
were asked to complete the dependent measures (all of
which were seven-point items anchored by “strongly dis-
agree” and “strongly agree”) and two demographic items
(gender and age). The first dependent measure was a four-
item trust scale; items were adapted from the work of Sird-
eshmukh, Singh, and Sabol (2002) and Garbarino and Lee
(2003) in an attempt to capture both benevolence and com-
petence components of trust. Items stated that the Web site
organization “has practices that indicate respect for you as a
customer,” “has practices that show it values you as a cus-
tomer,” “has practices that favor you as a customer,” and
“can be relied on to be honest.” This was followed by an
item that assessed intended patronage (“I would register
with this Web site to gain information or products I desire”)
and one that assessed positive word of mouth (“I would rec-
ommend this Web site to friends if they desired the same
information or products”). The entire experiment took less
than ten minutes to complete.

Study 2 Results

Of 217 people initially approached, 154 agreed to partici-
pate, for a response rate of 71%. The average age was 36.7
years, and the sample was 61% female. The analyses
(unless otherwise indicated) used a 2 (cookie disclosure) X
2 (cookie usage) analysis of variance (ANOVA) design.
Initial analyses were conducted to verify that demographic
variables and a priori perceived risk levels did not differ
across the experimental cells; no such differences were
found (all Fs < .5).

The hypothesis tests were favorable as well; the results
showed support for the hypothesized interaction between
cookie usage and cookie disclosure for (1) consumer trust
F =769, p <.01,n =.22), (2) usage intention (F = 9.19,
p < .01, n =.24), and (3) intended recommendations (F =
10.06, p < .01, n = .25). In each case, when cookie disclo-
sure was present, there were no effects for cookie usage (all
Fs < 1). However, when cookie disclosure was not present,
cookie usage (versus no usage) led to lower consumer trust
(F=22.41, p <.01), higher usage intentions (F = 11.67, p <
.01), and higher intended recommendations (F = 23.11, p <
.01). Figure 1 illustrates these results, and means appear in
Table 3.

Study 2 demonstrates how consumers’ negative reactions
to the Web site’s cookie usage are attenuated by the Web
site organization’s a priori explicit disclosure of such usage.
In essence, the framework for the social contract was
guided by the organization’s disclosure that cookies would
be used and how they might be useful to the consumer’s use
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Figure 1.  Study 1 Results: Cookie Disclosure Versus Usage
Effects
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of the Web site. In the case of no disclosure, however, the
implied social contract appeared to have been breached,
which resulted in lower trust and usage-related intentions.

Study 3: Additional Moderators of
Cookie-Usage Effects

Although Study 2 demonstrates the benefit of a priori dis-
closure, previous work examining consumer reaction to pri-
vacy policies has shown that many consumers are either
unlikely to read privacy policies or unlikely to comprehend
them (Cranor, Guduru, and Arjula 2006; Milne and Culnan
2004; Milne, Culnan, and Greene 2006). Thus, even when a
Web site discloses cookie usage, a significant number of
online users will not have read or understood such disclo-
sure, suggesting the need to understand which other moder-
ators might influence the negative impact of the detection
of cookie usage.

One such moderator could be related to the relative
experience of a consumer in interacting with the online
environment. As mentioned previously, cookie placement is
a relatively ubiquitous practice. As such, Web users with
significant online experience would be expected to be more
cognizant of the prevalence of cookie use by various online
entities than Web users with relatively low amounts of
online experience. Those who understand the high degree to
which cookies are used should be more likely to expect
cookie use for a given Web site and thus should be less
affected by the detection of cookie usage by a Web site.
Thus:

H,: Online experience and consumer detection of a covert iden-
tification practice (i.e., an attempt to place a cookie) inter-
act such that when experience is relatively low, consumer
detection negatively affects (a) consumer trust, (b) usage
intentions, and (c) user recommendations; however, when
online experience is relatively high, such effects are attenu-
ated or eliminated.

Another moderator of the impact of cookie use on con-
sumer trust and behavioral intentions would likely be
related to consumer perceptions regarding privacy. Prior
research has found that consumers often fall into distinct
categories regarding their concerns about privacy, with low
percentages feeling either alarmed or unconcerned and the
majority being somewhat pragmatic in that their privacy
concerns are situationally determined (Sheehan 2002). Pri-
vacy concerns can lead to lower consumer trust (Jutla and
Bodorik 2005), lower willingness to disclose information
(Sheehan and Hoy 1999), and lower patronage intentions
(Jutla and Bodorik 2005).

However, privacy concerns or beliefs may not reflect a
consumer’s desire for privacy. Indeed, a group of con-
sumers may have certain privacy beliefs about a particular
Web site or technology but vary widely in their desire for
privacy. This is not unlike the distinction made between
locus of control, in which consumers believe that they have
control over an event, and desire for control, in which con-
sumers are motivated to have control over the event (Sprott,
Brumbaugh, and Miyazaki 2001). Although locus of control
and desire for control have been shown to be separate enti-
ties that can influence consumer attitudes and behavior and
have been studied from a public policy perspective
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Table 3. Mean Results for Studies 2 and 3
DV: Consumer Trust DV: Usage Intention DV: Recommendation
Cookie Detected Cookie Detected Cookie Detected
No Yes F-Statistic No Yes F-Statistic No Yes F-Statistic
Study 2
No disclosure 4.06 272 22.41% 3.85 2.59 11.67* 392 228 23.11*
Yes disclosure 417 399 .36 3.13 3.53 .96 3.37 3.37 .00
Interaction (disclosure
versus cookie detection) 7.69* 9.19* 10.06*
Study 3
Low online experience 476  3.51 26.3* 356 2.67 9.11* 3.87 2.68 15.70*
High online experience 4.43 3.99 5.73%%* 390 342 4.06%* 376 348 1.27
Interaction (online experience
versus cookie detection) 7.29* 1.10 5.63%*
Study 3
Low desire for privacy 5.00 457 5.94%:* 420 3.95 1.12 429  4.04 1.04
High desire for privacy 4.13 3.07 28.55% 330 236 13.37* 3.33 2.38 14.32%*
Interaction (desire for privacy
versus cookie detection) 5.87%* 3.86%* 3.99%*
*p < 01
**p < .05.

(Miyazaki, Brumbaugh, and Sprott 2001), desire for pri-
vacy has received less attention. Indeed, although most
privacy-related studies have examined privacy risk (e.g.,
Miyazaki and Fernandez 2001), concern for privacy (e.g.,
Phelps, Nowak, and Ferrell 2000), or privacy sensitivity
(e.g., Awad and Krishnan 2006), actual desire for privacy is
often overlooked or merely included as part of these con-
structs. However, Phelps, Nowak, and Ferrell (2000) mea-
sure “desire for information control” and find that the
majority of consumers have some degree of that desire.
Nevertheless, they stop short of examining how this desire
might affect attitudes or behavioral intentions.

To examine desire for privacy, Sheehan and Hoy’s
(2000) investigation of the dimensions of online consumer
privacy concern is useful. Sheehan and Hoy find three fac-
tors of privacy concerns—control over the collection and
usage of information, exchange of something of value for
requested information, and the potential presence of an
established relationship between the online consumer and
the Web site organization. With these factors as the basis
for privacy concerns, desire for privacy is viewed as a set
of desires that include wanting information control, a fair
exchange for any information the consumer provides, and a
wish to refrain from providing information if no relation-
ship has been formed with the requesting organization.

Prior research has shown that the level of privacy-related
concerns or risk can moderate the impact of risk-related
factors on trust. For example, Pan and Zinkhan (2006) show
that under high-risk conditions, the presence of a privacy
policy enhances trust. However, under low-risk conditions,
the privacy policy has no such effects. A similar effect can
be proposed for the moderating role of desire for privacy on
how cookie usage influences attitudes and intentions. Thus,
considering that consumers who are relatively low in desire
for privacy would presumably be relatively unaffected by

privacy-related practices, it follows that desire for privacy
could have a moderating effect on the cookie-usage effects
discussed previously. Specifically, as desire for privacy
increases, so would the effect of cookie usage (or cookie-
usage detection) on consumer trust and behavioral inten-
tions. Thus:

Hj: Desire for privacy and consumer detection of a covert iden-
tification practice (i.e., an attempt to place a cookie) inter-
act such that when desire for privacy is relatively high, con-
sumer detection negatively affects (a) consumer trust, (b)
usage intentions, and (c) user recommendations; however,
when desire for privacy is relatively low, such effects are
attenuated or eliminated.

Study 3 Methods

Study 3 also used a between-subjects experimental design,
manipulating consumer detection of the cookie use by the
Web site, as in Study 2. The experimental setting was simi-
lar to Study 2 as well, involving the evaluation of the faux
Web site of a local school-uniform firm. Participants were
adults recruited from a county fair serving a large metropol-
itan area (with a population of more than 2 million) and
were screened to ensure that each had at least one child in a
local public or private school that required school uniforms
and had made at least one purchase online within the prior
12 months. Incentives were identical to Study 2.

As with Study 2, each participant was asked to sit at a
laptop computer and fill out a short questionnaire before
conducting the Web site evaluation. This questionnaire had
20 items, 5 of which were used to measure desire for pri-
vacy. Most of the other items served as filler to distract par-
ticipants from the focus on desire for privacy and included
questions about general shopping behavior. Several items
were also included to validate that the screening was suc-
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cessful. The remainder of the procedure continued as in
Study 2 and included the cookie manipulation and the same
dependent measures, with the addition of a measure that
evaluated the duration in years of each consumer’s online
experience. Online experience was measured as duration
(number of years) rather than intensity (number of hours
per week) to capture both longitudinal effects of cumulative
interaction with the online environment and the effects of
cumulative reactions to online-related information (e.g.,
news reports, discussions with other online users).

The desire-for-privacy measure consisted of five items.
The first three assessed desire for control over the collec-
tion and usage of information (“It is important for me to
know if an organization is trying to collect my personal
information,” “It is important for me to know what personal
information about me an organization has,” and “It is
important for me to know what an organization will do with
my personal information”). It also included one item each
that indicated a desire for privacy even in consideration of a
fair exchange (“I typically will not provide my personal
information to an organization, even if it gives me some-
thing of value in exchange for that information”) or an
ongoing relationship (“I typically will not provide my per-
sonal information to an organization, even if we currently
have an ongoing business relationship”). The items, which
were based on Sheehan and Hoy’s (2000) work, were aver-
aged to determine overall desire for privacy.

Study 3 Results

Of 544 people approached, 441 (81%) accepted initial
screening, and 337 were eligible to participate (for a final
response rate of 62%). Participants consisted of 59.6%
females, and the average age was 33.2 years. Initial analy-
ses showed that demographics, online experience, and
desire for privacy (o = .93) did not differ across the cookie-
usage conditions. Desire for privacy was not correlated with
the number of years of online experience.

H, proposed that a consumer’s online experience would
moderate the effects of cookie usage, such that more online
experience would make detection of cookie placement less
of a surprise and, thus, less of an influence on attitudes and
behavior. To test this, the number-of-years-of-online-
experience variable was split into participants with two
years or less of time online (n = 132) and those with more
than two years online (n = 202). A 2 X 2 ANOVA model
showed a significant interaction for consumer trust (F =
7.29, p <.01,m =.15), in support of H,,. Specifically, when
consumer online experience was low, detection of an online
cookie led to lower consumer trust, but when online experi-
ence was high, this effect was attenuated. For behavioral
intentions, there was the expected, significant interaction
for the intended recommendation (F = 5.63, p < .05, n =
.13) but not for usage intentions (F = 1.10, p = .30), offering
support for H,. but not for H,,, (for illustrations, see Figure
2; for means, see Table 3).

H; posited an interaction between consumers’ desire for
privacy and the detection of cookie usage, such that a high
desire for privacy would exacerbate any cookie-usage
effects. To test this, the desire-for-privacy moderator
variable was median split (high desire for privacy: n=168;
low desire for privacy: n = 169) and used in 2 x 2 ANOVA
models. The hypothesis tests were favorable; the results

Figure 2.  Study 2 (H,) Results: Experience and Cookie-
Usage Effects
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show the desired interaction between desire for privacy and
detection of cookie usage for (1) consumer trust (F = 5.87,
p <.05,n =.13), (2) usage intention (F =3.86, p =.05, =
.11), and (3) intended recommendations (F = 3.99, p < .05,
n = .11) (for illustrations, see Figure 3; for means, see
Table 3).

General Discussion

The findings from the three studies provide insights into not
only how the state of cookie practice and disclosure has
changed since the FTC (2000) recommendation of fair
information practices but also how various types of online
consumers are likely to react to cookie usage with and with-
out clear disclosure. Specifically, Study 1 found that cookie
use—particularly, third-party cookie use—has increased
from 2000 to 2007 for the original set of top Web sites.
Although this may be viewed as bad news from a consumer
privacy perspective, the good news is that disclosure of
cookie usage (with a fairly strict definition of disclosure)
for Web sites using cookies increased significantly as well.
Unfortunately, levels of disclosure are still deficient, par-
ticularly for third-party cookies; many Web site managers
may believe that mentioning any cookie use is sufficient,
despite consumer and policy maker concern over the third-
party type. Study 1 also found that the average number of
cookies on home pages (for Web sites that used them)
increased as well. Most notable is that the covert use of
third-party cookies has not declined over the past seven
years.

Studies 2 and 3 examined adult consumers with online
purchasing experience and found that the detection of
cookie use contributes to a decrease in consumer trust with
respect to the Web site and a decrease in the behavioral
intentions of intended patronage and positive word of
mouth. Study 2 showed that this effect is attenuated by the
use of a clear a priori disclosure. Study 3 found that the
cookie-usage effect is lower for consumers with a longer
duration of online experience and for those with a relatively
low desire for privacy.

Implications for Online Organizations,
Consumers, and Policy Makers

The findings herein and elsewhere that consumers are con-
cerned about their privacy with respect to nonconsensual
data collection constitute a serious concern for Web site
organizations. This is particularly true considering the evi-
dence that higher levels of privacy concerns lead to lower
consumer trust (Jutla and Bodorik 2005), lower willingness
to disclose information (Sheehan and Hoy 1999), and lower
patronage intentions (Jutla and Bodorik 2005). Study 2
showed that a priori disclosure reduced the effects of cookie
usage, suggesting that it is in the best interests of Web site
organizations to offer disclosures of cookie use that are
prominent enough to be noticed by online consumers. Study
2’s cookie disclosure was prominent, fairly simple, rela-
tively short, and relatively easy to read. Milne, Culnan, and
Greene’s (2006) findings that top-ranked Web site privacy
policies averaged almost 20 times longer than the one pre-
sented here suggest that it is less likely that consumers will
attend to, process, understand, and recall cookie disclosures
in the current online environment. Furthermore, findings
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Figure 3.  Study 2 (H3) Results: Desire for Privacy and
Cookie-Usage Effects
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that consumers often do not read privacy policies (Milne
and Culnan 2004) and that policies are often written at a
reading level higher than that of the consuming public
(Milne, Culnan, and Greene 2006) suggest that the mere
inclusion of a cookie-usage statement in a privacy policy is
insufficient to act as an effective disclosure.

Unfortunately, prior work has shown that consumers are
fairly uninformed with respect to cookie use and function
(Ha et al. 2006; Hoofnagle 2005; Jensen, Potts, and Jensen
2005; Lavin 2006) and have low usage rates of privacy-
related technology (Ha et al. 2006; Jensen, Potts, and
Jensen 2005), reducing the likelihood that consumers will
discover cookie use. Recent reports suggest that cookies are
deleted now more than previously (Regan 2005), but these
reports may be questionable in light of research showing
large discrepancies between Internet user reports and their
actual behavior (Jensen, Potts, and Jensen 2005; Milne,
Rohm, and Bahl 2004). Moreover, Hoofnagle (2005) notes
that consumers’ periodic deletion of all cookies results in
the deletion of cookies that contain the opt-out preferences
the consumers had chosen for particular Web sites. The
result is a blank slate that may put consumers at more pri-
vacy risk than if they had maintained at least some of the
(opt-out) cookies. Granted, selective allowance, rejection,
or deletion of cookies is available on a cookie-by-cookie
basis, but the heavy reliance of cookies by many Web sites
makes this option extremely inconvenient (Linn 2005).
Consider, for example, that the Study 1 examination of
2007 Web sites found up to 59 cookies in one home page
visit and that approximately 65% of the Web sites had 5 or
more cookies on their home page (approximately 32% had
10 or more).

A potential aid in the evaluation of Web site privacy poli-
cies may come in the growing adoption of the Platform for
Privacy Preferences, or P3P, which involves a machine-
readable format for privacy policies (Cranor 2002, 2003).
Cranor, Guduru, and Arjula (2006) contend that an easily
programmable automated system lets online consumers
know whether a particular Web site has a privacy policy
that matches their privacy preferences without the need to
read through lengthy text. Such a method is most useful for
the fair information principles of “notice” and “choice”
(Cranor 2003). However, until such a method is widely
adopted, it is of limited use.

Study 1 showed that the percentage of Web sites setting
third-party cookies increased substantially and that the per-
centage of covert third-party placements was not reduced.
These findings are likely to add to the growing policy focus
on third-party cookies—for example, the FTC (2000) mea-
sured only third-party cookie use—which may spawn tac-
tics to circumvent the rejection or deletion of third-party
cookies. Indeed, Jackson and colleagues (2006) discuss
how cooperation between sites can allow the same or
greater levels of privacy invasion, regardless of the level of
third-party cookie blocking. For example, data acquired
through the placement of original domain cookies can eas-
ily and automatically be shared, just as bricks-and-mortar
companies have pooled resources in third-party databases
for years.

This and other factors (e.g., the recent Supreme Court
ruling criticizing the Child Online Protection Act [Ashcroft

v. American Civil Liberties Union 2004]) have consumer
advocates calling for new legislation, though few have
offered specifics as to what type of regulations may work
on a national and international basis. Some have argued that
the European Union can serve as a more effective model of
privacy protection (e.g., Strauss and Rogerson 2002).
Indeed, Jamal, Maier, and Sunder (2005) find that general
cookie use and third-party cookie use were lower and that
cookie disclosure for third-party cookies was higher for
U.K. Web sites (under the European Union privacy laws)
than for U.S. sites. However, they also find that the United
States fared much better with other types of disclosure prac-
tices (e.g., the presence of a privacy policy, its ease of
access, and how information is used).

These various issues and concerns suggest several rec-
ommendations for public policy makers. First, disclosure of
cookie use must be clearly noticeable and understandable
by the consuming public (regardless of age or level of
online expertise). Second, future Web browsers should be
designed to have the option of deleting categories of cook-
ies so that opt-out (or opt-in) preferences are not deleted at
the same time as other cookie deletions. Third, policy mak-
ers should note that even the complete elimination of third-
party cookie use by Web sites can be circumvented by
cooperative strategies with third parties in which informa-
tion is transferred after the Web site’s use of original
domain cookies. Finally, Web site organizations should be
informed that it is to their advantage to disclose cookie use
in order to develop higher levels of trust and patronage
intentions with their online users, particularly as the detec-
tion of cookie use becomes less cumbersome for these
users.

Further Research

The issues involved in securing an acceptable degree of
Internet privacy are diverse. As such, there are several
research opportunities. Recent efforts by scholars to under-
stand actual consumer behavior with respect to privacy
practices (e.g., Jensen, Potts, and Jensen 2005; Milne and
Culnan 2004) and content analyses of privacy policies
(Milne, Culnan, and Greene 2006; Schwaig, Kane, and
Storey 2005) can merge to create better methods of disclo-
sure, which should lead to greater choice, access, and secu-
rity (see FTC 2000). The findings that disclosure can have
positive effects on consumer reaction to cookie detection
support these efforts. However, there is a greater need to
examine consumer response to these practices, particularly
in light of potentially changing consumer attitudes toward
privacy. Awad and Krishnan (2006) note that consumers
who desire more information transparency are less willing
to provide information that will allow them the personaliza-
tion they seek. Future investigations into consumers’ desire
for privacy (shown in Study 3 to moderate reactions to
cookie detection) and its potential changes over time should
aid in understanding how disclosure may or may not affect
consumer reactions to privacy invasions as the Internet
matures. Furthermore, Studies 2 and 3 focused on parents
who evaluated a Web site that sold children’s school uni-
forms. As such, the respondents may have been overly sen-
sitive to privacy issues. This limitation should be remedied
with future work that examines adults’ reactions to other



types of Web sites, as well as children’s reactions to child-
oriented Web sites (see, e.g., Lwin, Stanaland, and
Miyazaki 2008).

Study 2 presented a simple disclosure of cookie use.
There is currently much diversity in how Web sites present
essentially the same disclosure information. For example,
cookies are described in privacy policies as “the industry
standard,” “common to most popular Web sites,” and “part
of everyday surfing of the Internet.” Their myths regarding
the ability to “access information from other portions of the
hard drive” or “run programs on the computer” are com-
monly debunked. They are promoted as “helpful” and/or
“necessary” for navigating Web sites and conducting online
transactions. However, few Web sites appear to be making
clear an exchange-of-benefits approach in which the accep-
tance of cookies is paired with meaningful compensation
(Goodwin 1991; Milne and Gordon 1993). Indeed, Sheehan
and Hoy’s (2000) discussion of exchange and relationships
may prove valuable in developing privacy policies that
serve as both fair information practices and marketable
offerings.

Finally, new technologies may make cookie concerns
obsolete before their privacy issues have been resolved. The
use of Web bugs (clear GIFs) has increased dramatically
and offers a way to track not only Web page navigation but
also the opening of individual e-mail messages (Bayan
2001; Martin, Wu, and Alsaid 2003; Security Space 2007).

Conclusion

Online privacy continues to be an issue of concern for con-
sumers, online organizations, and policy makers. Noncon-
sensual identification through the use of original domain
and third-party cookies is a particular privacy concern that
has caught the attention of both government entities and
consumer groups. The current research presents an investi-
gation into not only cookie practice versus disclosure over
time but also how online consumers react to the detection of
cookie use by a Web site. Although a priori disclosure of
cookie usage weakens the negative effects of cookie detec-
tion on consumer trust and behavioral intentions, concerns
about the current methods of disclosure suggest the need for
further examination. The finding that experience and desire
for privacy also moderate the effects of cookie usage may
suggest alternative methods of addressing an issue that
hopefully will be resolved long before the final cookie
from Study 1 is scheduled to expire on the research com-
puter’s hard drive, that being April 8, 2075 (cookie set by
sonyonline.com).
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