
Personal information privacy, “the ability of the indi-
vidual to personally control information about one-
self” [21], is fast becoming one of the most important
ethical issues of our information age [4, 17]. Infor-
mation technology developments—coupled with the
increasing value of information to decision makers
[13]—are causing a rising tide of concern about per-
sonal information privacy management practices. As
such concerns continue to grow, businesses’ ability to
use personal information may be threatened, and
decision makers will have to make trade-offs between
the efficient, effective operation of businesses and
the protection of personal information privacy [17]. 
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This issue becomes even more complex given that
interest in the globalization of information systems (IS)
has emerged as organizations enter increasingly com-
petitive international markets. Research has found that
country-to-country differences must be considered
when developing and implementing global IS applica-
tions [12]. Regulations and policies regarding the use
of personal information differ from one country to
another [2, 7, 14], as may the nature and level of infor-
mation privacy concerns. Therefore, in a global mar-
ketplace dependent on transborder data flows,

understanding the differences
in information privacy concerns
and regulatory approaches, and
the relationships between them,
may be a key to successfully
managing those concerns. 

Previous research has paid little attention to cross-
cultural issues and the relationships among varying
societal privacy concerns, cultural values, and informa-
tion privacy regulatory policies. This empirical study
addresses the complex relationships among these con-
structs through the following research questions: 

1) What are the relationships among nationality,
cultural values, and the nature and level of infor-
mation privacy concerns?
2) Are cultural values and personal information
privacy concerns associated with differing regula-
tory policy approaches?

Corporate and Public Policy Making 
Corporate policy making regarding information pri-
vacy has been primarily reactive in nature, in that

executives focus on information privacy
issues only in response to a perceived exter-
nal threat [17]. Calls for voluntary adher-
ence to industry privacy principles are
common, as are calls for additional regula-
tion of many industry practices. However,
voluntary adherence in many industries has
been at best sporadic [3, 4], which given ris-
ing concerns, may result in broad regula-
tion of information privacy issues in the
private sector [17]. 

In most European countries, in Canada,
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Figure 1. Regulation Models. The models can be described as follows:
1)The “Self-Help” Model depends on data subjects’ challenging inappropriate record-keeping practices. Rights of access

and correction are provided for the subjects, but they are responsible for identifying problems and bringing them to the

courts for resolution.

2) The Voluntary Control Model relies on self-regulation on the part of corporate players. The law defines specific rules

and requires that a “responsible person” in each organization ensures compliance.

3) The Data Commissioner Model utilizes neither licensing nor registration, but relies on the ombudsman concept through

a commissioner’s office. The commissioner has no powers of regulation but relies on complaints from citizens, which are

investigated. The commissioner also is viewed as an expert who should offer advice on data handling; monitor technolo-

gy and make proposals; and perform some inspections of data processing operations. This model relies to a great degree

on the commissioner’s credibility with the legislature, the press, and the public.

4) The Registration Model acts much like the Licensing Model, with one exception: the government institution has no right

to block the creation of a particular information system. Only in a case where complaints are received and an investiga-

tion reveals a failure to adhere to data protection principles would a system be “deregistered.” Thus, this model provides

more remedial than anticipatory enforcement of principles.

5) The Licensing Model creates a requirement that each databank containing personal data be licensed (usually upon pay-

ment of a fee) by a separate government institution. This institution would stipulate specific conditions for the collection,

storage, and use of personal data. This model anticipates potential problems and heads them off, by requiring prior

approval for any use of data.

*Adapted from Smith [17]; categories based on Bennett [2].
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and in several other nations, legislative activity
regarding information privacy restrictions has already
snowballed [7, 14]. However, it is not clear how these
accelerated reactions to information privacy are asso-
ciated with cultural or national differences in privacy
concerns. Indeed, nationality and cultural values may
be moderating factors that affect individuals’ con-
cerns regarding information privacy, and thus have

implications for both the study of privacy concerns
and global information management practices. 

Yet, while overall legislative activity regarding
information privacy is flourishing internationally, no
single, standard policy regarding privacy issues has
emerged. An analysis of international regulatory
models (see Figure 1) reveals a broad divergence in
approaches [2, 17]. The models vary significantly in
terms of governmental involvement in day-to-day cor-
porate operations. At the low government involve-
ment side (left end) of the continuum, the
government assumes a “hands-off” role and allows
corporations to monitor themselves, with reliance on
injured individuals to pursue their own remedies in
the court system. At the high government involve-
ment side (right end) of the continuum, the govern-
ment assumes authority to license and regulate all
corporate uses of personal data, including the right
to conduct inspections inside corporations and to
examine all proposed applications of personal data
before they are implemented. 

Theoretical Development
Prior research into global information privacy issues
has been limited primarily to considerations of vari-
ous regulatory schemata [2, 7, 14]. But to date, little
attention has been paid to the complex web of factors
that influence—and may be influenced by—these
regulatory options. As can be seen in Figure 2, differ-
ent nationalities can be expected to exhibit different
cultural values [9, 10, 22], which may in turn influ-
ence—along with other factors—the levels of infor-
mation privacy concern among individuals in each
country. These differing privacy concerns and values
may, in turn, have an impact on the regulatory
approach embraced by a particular country. Further,
we postulate that there may be a reciprocal relation-
ship, in which a country’s regulatory approach affects
its inhabitants’ levels of concern. In the following sec-
tions, we briefly examine each of these relationships.

Nationality and Information Privacy Concerns 
Westin [23] found that 1) every society values privacy

in some form, but 2) the expressions of this privacy
vary significantly across cultures. He also showed that
all modern, democratic societies provide for solitude,
intimacy, anonymity, and reserve—the four basic
states of privacy [23]. Additionally, Westin noted that
variations in privacy social balances, under which pri-
vacy’s states are traded off against other societal val-
ues, are prominent even in societies that are rather

homogeneous in many other respects. These varia-
tions in privacy patterns in interpersonal relations
have been observed across countries by anthropolo-
gists, psychologists, and sociologists [23].

It might be expected, then, that individuals in dif-
ferent countries would exhibit different levels of con-
cern regarding information privacy at a given point
in time. This leads to: 

PROPOSITION 1: Levels of personal information privacy con-
cern will differ across countries.

It can also be inferred from Westin’s [23] “social
balance” arguments that different dimensions of infor-
mation privacy may be perceived differently in differ-
ent countries. Past research suggests that information
privacy concerns are not unidimensional but instead
consist of a number of underlying factors. Four under-
lying dimensions of personal information privacy con-
cern have been identified by Smith et al. [19]: 1)
Collection, a perception that “there’s too much damn
data collection going on” [15]; 2) Unauthorized sec-
ondary use, under which personal data collected for
one purpose is used for another without permission;
3) Errors, which can be prevented by greater attention
to the integrity of databases, and 4) Improper access,
caused by looseness in management of “need to know”
policies within an organization [17].

It can be argued that the nature of information
privacy concerns—the hierarchy of levels of concern
associated with various dimensions—may also be cul-
turally affected. For example, Britain’s “deferential
democratic balance,” which values reserve between
English citizens and a high level of personal privacy
in homes and private organizations, might be expect-
ed to produce concerns about the various dimensions
of information privacy different from those produced
by the United States’s “egalitarian democratic bal-
ance,” with a constant tension between individualism
and social egalitarianism [23]. We thus state: 

PROPOSITION 2: The hierarchy of dimensions of informa-
tion privacy concern will differ across countries. 
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Nationality and Cultural Values 
Values can be defined as shared beliefs or group
norms that have been internalized by individuals [6].
Researchers have identified several major value
dimensions in which national cultures can be distin-
guished [e.g., 9, 10, 22]. National differences with
respect to cultural values result from a number of
ecological factors, such as a country’s history, econo-
my, technology, geography, religiosity, and demo-
graphics, and remain relatively stable over time [9,
10, 22]. Furthermore, research has shown that values
differ to some degree across countries and influence
a society’s responses to the environment [9, 10, 22].

Cultural Values and Concerns for Personal
Information Privacy 
Previous research has shown links between a number
of individual traits or values and information privacy
issues [20]. For example, Smith et al. [19] observed

significant positive associations between individuals’
information privacy concerns and their levels of trust,
paranoia, and social criticism. But just as individuals
have certain values, so do cultures. “Culture is to a
human collectivity what personality is to an individ-
ual” [9]. Given that links have been observed
between individual values and information privacy
concerns, it seems likely that associations between
cultural values and information privacy concerns may
also exist. In particular, this should be true for three
cultural values identified by Hofstede [9, 10]: uncer-
tainty avoidance, power distance, and individualism
versus collectivism. 

The uncertainty avoidance index (UAI) measures
the extent to which a society feels threatened by uncer-
tain and ambiguous situations and tries to avoid these
situations [9, 10]. Hofstede [9, 10] found that low
scores on this index were associated with low levels of
anxiety and stress and a willingness to take risks. High
scores were associated with high levels of anxiety, stress,
and concern for security. Further, respondents in high
UAI countries had a pessimistic outlook regarding the
motives of companies [9, 10]. Therefore, we expect: 

PROPOSITION 3a: Respondents in high “uncertainty avoid-
ance” countries will exhibit higher levels of concern regard-
ing information privacy. 

The power distance index (PDI) measures the
degree of inequality in power between a less powerful
individual and a more powerful other [9, 10]. Studies
have shown that high PDI countries exhibit lower lev-

els of interpersonal trust. Countries with high scores
on this index feel that people are a potential threat
and rarely can be trusted [9, 10]. In addition, Smith
et al. [19] observed a positive relationship between
interpersonal distrust and concerns for personal
information privacy. Therefore, we postulate: 

PROPOSITION 3b: Respondents in high “power distance”
countries will exhibit higher levels of concern regarding
information privacy. 

The individualism (IDV) index measures an indi-
vidual’s independence from organizations [9, 10].
High scores on this index reflect an “I” mentality—an
emphasis on individual initiative and achievement.
Low scores reflect a “we” mentality, an emphasis on
loyalty and belonging and an emotional dependence
of individuals on organizations. Countries with high
scores on this index tend to place more value on

employees’ personal lives. In addition, one general
societal norm found to be associated with high IDV
countries is the belief that everyone has the right to a
private life; in low IDV countries there is more of an
acceptance that organizations will invade one’s pri-
vate life [9, 10]. This leads us to: 

PROPOSITION 3c: Respondents in high “individualism”
countries will exhibit higher levels of concern for informa-
tion privacy. 

Cultural Values and Regulatory Approaches 
Cultural values affect the development and mainte-
nance of societal institutions, including political and
legislative bodies [9, 10]. An analysis of political sys-
tems and legislation in various countries shows differ-
ences that can be interpreted as consequences of
societal value differences. For example, Almond and
Verba [1] observed that different “political cultures”
are related to different cultural values.

Given that countries with high UAI scores exhibit
higher levels of anxiety, stress, and concern for secu-
rity, it is not surprising that they also exhibit prefer-
ences for clear written rules and regulations [9, 10].
Countries high in uncertainty avoidance have been
shown to more aggressively embrace regulatory solu-
tions than countries low in uncertainty avoidance [9,
10]. We therefore conjecture that: 

PROPOSITION 4a: Countries exhibiting high “uncertainty
avoidance” will exhibit higher levels of government involve-
ment in regulating information privacy. 
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In a society in which high levels of inequality (high
PDI) exist among citizens, the level of trust tends to be
lower [9, 10]. Low levels of interpersonal trust among
individuals in a society may result in a desire for more
government involvement to protect personal informa-
tion privacy. Further, Mulder [16] observed that indi-
viduals strive to reduce the power distance between
themselves and more powerful people. Legislation
may be one way to reduce the power inequalities that
exist in such a country as well as the levels of interper-
sonal distrust that may result as a consequence of high
levels of power inequalities. We therefore expect that: 

PROPOSITION 4b: Countries with higher levels of “power dis-
tance” will exhibit higher levels of government involvement
in regulating information privacy.

In countries with high IDV scores, individuals
exhibit emotional independence from organizations
and institutions. These societies value individual
more than group decisions [9, 10, 22]. The level of
individualism/collectivism in a society should also be
associated with beliefs about organizational and gov-
ernmental regulations or interventions. Inhabitants
in high IDV countries tend to both desire fewer orga-
nizational and governmental rules and comply less
with rules and regulations. Therefore, we expect: 

PROPOSITION 4c: Countries with higher levels of “individu-
alism” will exhibit less government involvement and more
individualistic approaches to regulating information privacy.

Information Privacy Concerns and Regulatory
Approaches 
The relationship between levels of information privacy
concern and regulatory approaches in various coun-
tries is expected to be a complex one. A number of
authors have observed that regulatory responses usual-
ly occur in reaction to a growing level of discontent
within the populace, which is transmitted to legislators
in some form [2, 7, 17]. Smith [17] argues that higher
levels of concern in the populace will generally be asso-
ciated with higher levels of government involvement. 

However, this earlier work rarely
addresses the reciprocal relationship
(denoted in Figure 2 by a dotted
line) between regulatory structure
and levels of information privacy
concern. It could be conjectured
(based loosely on Bennett [2]) that
as a society embraces more strict reg-
ulation regarding personal informa-
tion handling practices, levels of
concern within the populace may be
relaxed as a function of reduced
numbers of privacy violations in the
country. Smith and Kallman’s work
[18] provided some support for this
relationship. This suggests that regu-

lation will increase as concern increases to a point at
which regulation is sufficient to dampen concerns;
then concerns will relax as the regulation becomes
more pronounced. Therefore, we expect: 

PROPOSITION 5: Lower levels of information privacy con-
cern will be associated with both 1) countries with no priva-
cy regulation and 2) countries with the highest levels of
government involvement in corporate privacy management;
higher levels of privacy concern will be associated with more
moderate regulatory structures. 

Method and Procedures
To examine the links among nationality, information
privacy concerns, cultural values, and regulatory
approaches, an ex post facto quasi-experimental
design was used. Although it takes the only practical
approach to this type of research, this study can pro-
vide evidence only of association between constructs;
it cannot establish causality. 

To evaluate the propositions, a number of measures
were required. First, measurements of personal infor-
mation privacy concerns were collected from a sample
that included respondents of various nationalities.
Then, measures of predominant values were obtained
for each of the nationalities. Finally, the existing infor-
mation privacy regulatory approach in each of the rele-
vant countries was coded according to the regulatory
“model” (see Figure 1) that it matched most closely.
These steps are elaborated on in the following sections.

Cross-Cultural Information Privacy Concerns 
To gather measurements of personal information
privacy concerns in various countries, an information
privacy concern instrument developed and validated
by Smith et al. [19] was used. This instrument, which
contains 15 items on 7-point Likert scales, identifies
four underlying dimensions of information privacy
concern: 1) Collection, 2) Unauthorized secondary
use, 3) Errors, and 4) Improper access. In addition to
this instrument, the survey included some demo-
graphic items (see Appendix). 

The survey was administered to a sample of
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Classification Countries

No information privacy regulation

Self-Help (Model 1)

Voluntary Control (Model 2)

Data Commissioner (Model 3)

Registration (Model 4)

Licensing (Model 5)

Thailand

France

Japan
United States

Australia
Canada

New Zealand

Denmark
United Kingdom

None

Table 1. Country classifications



approximately 900 members of the Information Sys-
tems Audit and Control Association (ISA & CA) in
approximately 30 countries. The sample was com-
prised of 74% men and 36% women. The respon-
dents were primarily IS auditors (64%) or financial
auditors (10%) at various levels in their organizations
(executives/directors, 13%; managers, 40%;  lower-
level subordinates, 47%), with an average of 16 years
of industry experience. Surveys were distributed at

selected chapter meetings, filled in by the respon-
dents during the meetings, and collected by the chap-
ter presidents.1 Data from these surveys were used as
measures of personal information privacy concern. 

Cross-Cultural Values 
To operationalize measures of the predominant value
systems of the various countries in the study, three
cross-cultural value indices—power distance, uncer-
tainty avoidance, and individualism—developed by
Hofstede [9, 10] were utilized. Countries used in this
study (Australia, Canada, Denmark, France, Japan,
New Zealand, Thailand, the United Kingdom, and the
United States)2 were assigned measures of cultural val-
ues based on the Hofstede [10] indices. The value
indices range from zero to 100, with 100 representing
the highest level or strongest degree to which the
value dimension is manifested in the culture. In the
sample of countries included in this study, the power

distance index scores ranged from 18 in Denmark to
68 in France;  the uncertainty avoidance index scores
ranged from 23 in Denmark to 92 in Japan; and the
“individualism” index scores ranged from 20 in Thai-
land to 91 in the United States. 

Information Privacy Regulatory Approaches/Models 
To operationalize measures of government involve-
ment in information privacy regulation in each of the

countries, existing regulatory
approaches were coded according to
the regulatory “model” that they  fit
best. This coding was based on an
assessment of the countries’ regula-
tory approaches to information pri-
vacy as documented by Madsen [14]. 

Specifically, two judges, blind to
the purposes of the study, were pro-
vided with extensive descriptions of
information privacy regulatory
models as shown in Figure 1. These
regulatory model descriptions were
used as the classification codes in
the present study. In addition, the
judges were provided with exten-
sive descriptions of each country’s
existing information privacy regula-
tions from Madsen [14]. The
judges used these regulation
descriptions to classify the informa-

tion privacy policy of each country in the study
according to which of the five regulatory models best
reflected the elements of its existing policy. Further-
more, “no information privacy regulation” was avail-
able to the judges as a classification option. The
inter-judge reliability of the coding was 0.81, with dis-
agreements reconciled by a third independent judge.
Results of the coding process can be seen in Table 1.

Analyses and Results 
A number of analyses were performed to assess the
associations in the proposed model, with the excep-
tion of the nationality/values link, which has been
shown in previous studies [9, 10, 22]. 

Relationship Between Nationality and Information
Privacy Concerns 
Proposition 1 predicted that the level of personal
information privacy concern would vary across coun-
tries. An ANOVA assessing group differences in the
overall level of information privacy concern by coun-
try (determined by calculating each respondent’s
mean score across the 15 items on 7-point scales)
showed that overall level of information privacy con-
cern varied significantly (p < 0.01) across nationali-
ties. The mean overall concern levels in the sampled
countries ranged from a low of 5.36 in Thailand to a
high of 6.01 in Canada.3 These results provide sup-
port for Proposition 1. 
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Country Collection Secondary Use Errors Improper Access

United States

Canada

Australia

United Kingdom

New Zealand

France

Japan

Denmark

Thailand

5.4 (4)*

5.7 (3)

5.6 (3)

5.2 (4)

5.3 (3)

5.0 (4)

4.9 (4)

4.8 (4)

4.7 (4)

6.1 (1)

6.4 (1)

6.6 (1)

6.0 (1)

6.4 (1)

6.6 (1)

6.3 (2)

6.2 (1)

5.8 (2)

5.5 (3)

5.6 (4)

5.3 (4)

5.6 (3)

5.2 (4)

5.5 (3)

5.6 (3)

5.5 (3)

5.2 (3)

5.9 (2)

6.1 (2)

5.8 (2)

5.8 (2)

5.9 (2)

6.2 (2)

6.5 (1)

6.1 (2)

6.0 (1)

Table 2. Level of information privacy concern by dimension in countries

*First number represents the mean (on a scale of 7), and number in parentheses
represents the dimension's rank in the given country.

1 In some cases, meeting attendees took the surveys home and returned them
to the researchers. We separated these surveys from those administered in
the controlled environment and performed t-tests to ascertain any differ-
ences. There were no significant differences in response patterns; thus, all
the responses were used.

2 Only those countries from which 20 or more responses to the information
privacy instrument  were returned were used in this study (n = 706). The fol-
lowing countries were therefore eliminated: Argentina, Belgium, China, Fin-
land, Germany, Holland, Hungary, India, Italy, Liechtenstein, Malaysia,
Norway, Russia, and Switzerland. Nationality of respondents was self-report-
ed (see item in Appendix).
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Proposition 2 suggested that in addition to overall
levels of information privacy concerns, the relative
importance or hierarchy of the dimensions of those
concerns should also vary across nationalities. To test
this proposition, a chi-squared contingency test was
used to assess the level of association between nation-
ality and relative importance of the four dimensions
of information privacy concerns (determined by cal-
culating mean scores across the relevant items per-
taining to the respective dimensions). The aggregate
mean scores for each of the dimensions by country
(see Table 2) were used to conduct the chi-square
contingency analysis.

The results of the analysis showed no significant
difference in the relative importance or hierarchy of
concerns across nationalities. In fact, “secondary use”
(overall mean = 6.16, SD = 0.98) was
the highest concern dimension in
seven of the nine countries sampled
and second in the remaining two.
“Improper access” (mean = 6.00, SD
= 0.95) was the second most impor-
tant dimension virtually across the
board, with “collection” (mean =
5.31, SD = 1.13) and “errors” (mean
= 5.55, SD = 1.04) being the two
least important dimensions in every
case. These results do not support
Proposition 2.

Relationship Between Cultural
Values and Information Privacy
Concerns 
Propositions 3a–3c suggest that cul-
tural values should influence the
level of personal information priva-
cy concern in a society. To test
these propositions, a regression
analysis was performed to assess the
association between each of the
three relevant value dimensions
(power distance, uncertainty avoid-
ance, and individuality) and infor-
mation privacy concerns. However,
no significant relationships were
found between the overall level of
information privacy concern and
any of the three value dimensions. 

Relationship Between Cultural
Values and Privacy Regulations 
Propositions 4a–4c suggest that the
amount of government involve-
ment in information privacy regula-
tion is affected by cultural values in

the various countries. A polychotomous probit analy-
sis was used to test these propositions.4 In the analysis,
regulatory structure (ranging from “no regulatory
policy” to Model 4, which reflects high government
involvement) was the dependent variable, and priva-
cy concerns, along with the three cultural values,
were the independent variables.5

Results of this analysis (see Table 3) showed signif-
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values

“Power Distance” value

“Uncertainty Avoidance” value

“Individuality” value

Level of information
privacy concern

  0.19

  0.02

–0.02

–0.14

0.01

0.009

0.006

0.06

0.0001

0.02

0.02

0.03

Table 3.  Relationship between cultural values, privacy concerns, and
                   regulatory models—probit analyses (n = 706)                

Lack-of-fit chi-square p-value

Source of Variance Probit
Coefficient

Standard
Error

p-value

982.2 >0.10

3 Responses within each country were relatively
homogeneous, with standard deviations ranging
from 0.86 (U.S.) to 0.46 (Thailand).

Model Comparisons p-value
Mean Concern

(7 = highest concern)

No regulation 

Self-Help 
(Model 1)

Voluntary 
Control 

(Model 2)

Data 
Commissioner

(Model 3)
 

5.36

5.92

5.72

5.88

5.63

vs. Models 1, 2, 3

     vs. Model 4

0.02

ND*

 vs. Models 1, 2, 3

vs. “No regulation”

0.02

ND

Registration
(Model 4)

*ND = No difference (p >0.10)

Table 4.  Association between level of information privacy concern 
                   and regulatory approaches                   

4 A probit analysis was utilized instead of ordinary least squares (OLS)
regression because the dependent variable was categorical rather than
interval in nature.

5 The information privacy concerns and cultural values were both included
in the probit analysis because both have postulated relationships to the
dependent variable (regulatory approach). Thus, exclusion of information
privacy concerns might have led to 1) estimation bias in parameters and/or
2) insufficient explained variance of the model fit.



icant effects of each of the three cultural values on
the model of privacy regulation existing in the vari-
ous countries. As expected, the value dimensions of
power distance and uncertainty avoidance each had
statistically significant positive effects (p < 0.03 for
each dimension) on existing privacy regulation. Fur-
ther, the dimension of individuality had an expected
significant negative effect (p < 0.02) on regulation.6  A
Chi-square lack-of-fit test performed on the probit
analysis showed a non-significant chi-square, suggest-
ing sufficient model fit. This analysis provides sup-
port for Propositions 4a–4c.7

Relationship Between Information Privacy Con-
cerns and Privacy Regulations
Proposition 5 suggests that there will be differences
in privacy concerns associated with different regula-
tory structures. Specifically, lower levels of informa-
tion privacy concern will be associated with “no
regulation” countries and with the highest levels of
government involvement in corporate privacy man-
agement, while higher levels of privacy concern will
be associated with more moderate regulatory struc-
tures. This proposition was tested using ANOVA and
mean comparisons. An ANOVA was used to assess the
significance of group differences in information pri-
vacy concerns among respondents grouped by their
country’s regulatory structure model (Figure 1). As
expected, the level of information privacy concern
varied significantly (p < 0.005) among the groups. 

As shown in Table 4, countries with either “no pri-
vacy regulation” or the most strict model of privacy
regulation observed in the study (registration model)
were associated with significantly lower information
privacy concerns (p < 0.02) than those using  the other
three models. Countries with more moderate regula-
tory structures were associated with higher aggregate
levels of concern, and those levels of concern were not
significantly different from one another (p > 0.10).
These findings provide support for Proposition 5.

Discussion
As global approaches to IS management and transbor-
der data flows become more commonplace, national
differences in personal information privacy concerns
and regulatory approaches to privacy protection stand
as prominent challenges to both design and imple-
mentation of cohesive information systems. In an

attempt to address some of the cross-cultural issues
associated with personal information privacy, this study
examined relationships among nationality, cultural
values, personal information privacy concerns, and
information privacy regulatory approaches. 

Differences in overall levels of personal informa-
tion privacy concern based on nationality were
observed, as were associations among regulatory
approaches, levels of information privacy concern,
and cultural values. Contrary to expectations, the
hierarchy of information privacy concerns appears
consistent across nationalities, and a link between
cultural values and levels of information privacy con-
cern was not observed. Implications of these findings
will be discussed, along with constraints of the study.

Limitations
This is one of the first cross-cultural, empirical stud-
ies related to personal information privacy. There-
fore, certain limitations—imposed primarily by
sampling issues—must be acknowledged. 

First, the sample in this study may not be represen-
tative, given that it consisted of ISA & CA members and
that the number of responses were too few in several
countries to allow inclusion. But the fact that some dif-
ferences across countries were observed in this some-
what homogeneous population may suggest that more
dramatic differences could be expected in a sample
drawn from the general populations of the countries. 

Second, the lack of support for the association
between cultural values and information privacy con-
cerns may be explained by the use of 1) a limited set of
cultural values and 2) aggregate rather than individual
value scores—constraints imposed by the survey’s
length and the limitations of the surveyed organiza-
tion. Even in light of these constraints, the present
study provides some preliminary yet useful insights
into the international information privacy domain.

Implications for Managers
The overall level of information privacy concern
among the ISA & CA members, across all countries,
was high. Since these respondents are particularly
well acquainted with information privacy policies and
practices inside corporations, these high levels of
concern should stand as a sobering reminder of
potential problems that may lie ahead. In that high
levels of information privacy concern were shown to
be associated with increasing degrees of government
involvement in corporate privacy management, IS
executives should expect governmental responses if
their own actions do not abate these concerns.

Most organizations have been reactive in their
management of privacy issues, waiting for an external
threat before crafting cohesive policies [17]. A more
thoughtful managerial approach would include a
proactive focus on privacy issues before an external
threat forced a defensive corporate response or
excessively restrictive regulation. The national differ-
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6 Interpretation of the probit coefficients is the same qualitatively as in OLS
regression. The sign of the coefficient determines the direction of the effect;
larger coefficients are associated with larger effects. However, the effect of
size of the independent variable on the dependent variable is not directly
comparable to that in OLS regression, in that the probit coefficient indicates
the change in standard deviation of the normally distributed (transformed)
dependent variable [8].

7 Note that the effect of information privacy concern on privacy regulation
was significantly negative. This can be attributed to the hypothesized recip-
rocal relationship between the two variables, which is examined with
respect to Proposition 5. 
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ences observed in this study seem to suggest that IS
managers in international organizations should
embrace a multinational approach to  the develop-
ment of systems utilizing personal data, by crafting
country-specific solutions [12]. Furthermore, it may
be appropriate to pay even more attention to privacy
controls in countries where levels of concern are
highest and where the culture values regulatory solu-
tions. Finally, special attention
should be devoted to unauthorized
secondary use and improper access
in every country. These approaches
should reduce the probability of
consumer backlashes, of negative
media exposure, and of onerous
legislative solutions. 

But this approach, while manageri-
ally prudent, may be flawed from
some ethical perspectives. It can be
reasonably argued that protection of
personal information privacy is a
“hypernorm”—a principle that is so
“fundamental to human existence
that [it serves] as a guide” across all
cultures [5]. If this is so, then man-
agers have an obligation to protect
personal information privacy in every
system and in every country, regard-
less of distinctions in national levels of
concern or of regulatory approaches.
The fact that concerns about privacy
are higher in some places than others,
or that certain managerial practices
engender greater concern than do
others, should not be used to develop
managerial policies, according to some ethical perspec-
tives [11]. While IS managers must draw their own con-
clusions regarding ethical responsibilities, some
responses may make managers vulnerable to criticism
from certain ethical camps.

Implications for Public Policy 
If IS executives do not choose to proactively confront
the privacy management issues in their organizations,
it is likely that levels of concern will continue to rise
and that citizens will look to their governments for
relief. The potential existence of reciprocal relation-
ships between information privacy concerns and reg-
ulatory approaches may be useful information for
countries grappling with their own public policies
toward information privacy.

If levels of concern rise in a given country and if
corporate policies and practices are not modified to
dampen those concerns, lawmakers may then be
forced to move away from the laissez-faire approaches
represented by the Self-Help and Voluntary Control
models. If future research supports the model tested
in this study, it appears that the best path for such
countries may be through the more restrictive Licens-

ing and Registration models rather than through the
more moderate Data Commissioner model. This
should be a sobering finding for executives, as it sug-
gests a threat of strong regulation should manage-
ment efforts be insufficient. Executives may choose to
reject the ethical “hypernorm” argument discussed
previously. But the threat of negative impacts on the
bottom line, driven by both market forces and the leg-

islative agenda, should be sufficient to prod them
toward a more enlightened view of the personal infor-
mation privacy management domain.
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Companies should not use personal information
for any purpose unless it has been authorized
by the individuals who provided the information.

Companies should take more steps than they
currently take to make sure that the personal 
information in their files is accurate.

Computer databases that contain personal
information should be protected from unauthor-
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