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In recent years, data privacy has attracted increasing public concerns, especially with public scandals from top
Internet companies, emerging over inappropriate data collection, lack of transparency in data usage, and
manipulation of users’ preferences. This has led to responsive efforts from multiple sectors of society to constrain
the violation of individuals’ data privacy. Among these efforts, the regulations like GDPR are the most influential,
which are believed to be able to change the foundation of the whole data ecosystem. The main concern of current
regulation is data transparency, designed to enable individuals to make rational decisions about their data.
However, I argue that transparency cannot mitigate a key issue of data privacy, which is the right of receiving
benefits from data. This issue is getting severe with the rapid development of the data economy and will become
the essential problem of social welfare and fairness in the Al era. I further point out that the key to solving this
issue is to migrate the current centralized data utilization paradigm to a new decentralized paradigm. Based on
the recent technical advancements, I propose an applicable pathway to implement such a paradigm. And to

realize a fair and sustainable data eco-system, joint efforts should be made within this paradigm.

1. Introduction

Although data privacy had become an issue even before the emer-
gence of the Internet [1], it’s getting the intensive attention of the public
in recent years. With the pervasive usage of new ICTs including
high-speed networks, cloud computing, and pervasive data collection
[2], we now have a great availability of data which is breeding an
emerging data ecosystem. In the meantime, a series of public concerning
events like the Cambridge Analytica scandal, in which personal data of
up to 87 million Facebook users were collected without their consent
[3], has attracted unprecedented discussions about data privacy prob-
lem. The concern is not just about the invasive business of Internet gi-
ants, but also about the government and other private/public sectors
(such as the contact tracing during Covid-19 [4]) (see Table 1).

In response to such a challenge to traditional public values, efforts
have been made by different parties. From companies, how to convince
their customers that their services and products protect user privacy has
become the focus of business and marketing strategy in the past couple
of years. Many technical solutions were proposed and deployed [5,6].
Companies also published various Al Ethics guidelines [7] with privacy
protection as their primary concern. From the research community, in
addition to traditional privacy protection research mainly focusing on

access control, authorization, anonymization, and encryption [8], recent
research has focused on proposing methodologies to enhance privacy
protection in the Internet era, e.g., wireless location protection [9],
personalized search [10], video surveillance [11], and blockchain [12].
From governments, attempts have been made from the legal and regu-
latory perspectives. The EU’s GDPR (General Data Protection Regula-
tion) in particular has had an important impact [13]. Many states in the
U.S. have also adopted their privacy protection laws, such as the CCPA
(California Consumer Privacy Act) in California.

However, despite these efforts, the data privacy issue is still severe. It
is caused by the inherent tension between privacy protection and
data utilization. As Al is becoming a new engine of economic devel-
opment, such tension is getting even more intense. Data are the fuel for
Al modeling, and are gradually viewed as a new type of asset. However,
how to protect this special asset is challenging and has not been well
solved in the current regulatory and legislative framework [14].
Therefore, to build a trustworthy data privacy environment, we have yet
to take a significant step forward. I argue that the current efforts are
mainly about data transparency, which is difficult to achieve in the
real context. More importantly, although transparency helps people
understand how their data are being used, it cannot mitigate the key
issue of data privacy, which is the fairness of receiving benefits
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Table 1
Summarizes the main ideas, and examples of applications of these technologies.

Technology Main idea Application examples
Federated Moving modeling to data Healthcare [70], city
learning owners, and aggregating local management [71], mobile

models to a global model.
Secure multi- Jointly computing a function
party while keeping data from data

applications [78].
Scientific computations
[79], data mining

computation owners private. (Bogdanov et al., 2012).
Differential Sharing aggregated information =~ Behavior prediction [80],
privacy while withholding data about personalized online
individuals advertising [81].
Blockchain A decentralized, distributed, Energy [82], food supply
and oftentimes public, digital [83].
ledger.

from data. For example, big tech companies such as Facebook and
Google reap huge financial benefits by collecting user data to provide
customized ads, but users often don’t know about it or can’t get a cor-
responding return from it.

I define data fairness as the state in which various parties,
especially including individuals, receive fair revenue (monetary
value) from the data that belong to them. Please note that the dis-
cussion of fairness is limited in its economic aspect, and excludes the
other ethical dimensions like bias and accountability. This kind of data
fairness issue will become the essential problem of social welfare in
the Al era. Such fairness has been noticed before (such as in MIT, 2021).
And in this work, we provide a more comprehensive analysis of it along
with a technological solution for redressing the balance of the data
economy. In this work, I will discuss the key logic of data fairness that is
ignored in previous privacy protection. I hereby propose a decentralized
paradigm and a pathway of potential technical and management solu-
tions to achieve data fairness.

The main contributions of this paper are:

o It reviews the data privacy issue in the AI context and makes a
comprehensive discussion about the impact of regulatory effort as
well as its limitation.

o It re-identifies privacy issues from a data fairness perspective, which
is about the right of sharing the revenue from data.

o It further points out the key issue of data fairness is the centralized
data utilization paradigm and proposes a decentralized paradigm.

Please note that I constrain the discussion within the scope of per-
sonal data privacy. I also define two roles in the data Eco-system: data
owner (in many cases, it’s also the creator of data) and data user. Data
owner can be an individual (or any organization) from which data are
generated and sensed. A data user is an entity, typically a company, that
utilizes data from a data owner for various purposes, such as processing,
modeling, aggregating, and selling of data. Under this definition, data
users include the data processor and data broker.

This paper is organized with the following structure. Section 2 re-
views the increasingly severe issue of data privacy. Section 3 discusses
the regulatory efforts and explains why the focus on transparency is not
sufficient to ensure effective privacy protection. Section 4 analyzes the
properties of data as a new type of asset. In Section 5, the concept of
‘Data Fairness’ is examined, along with the challenges associated with
achieving it within a centralized paradigm. Therefore, a new decen-
tralized paradigm is proposed in Section 6. A further discussion and
conclusion are then made in Section 7.

2. Why is the data privacy issue getting worse?

The Internet pushed the data privacy issue under the spotlights,
especially when the Internet was transforming from service-driven
to data-driven. Traditionally, the service and platform providers on
the Internet cared more about the information, features, and services
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provided to their users, in which data collection was more like a by-
product. But in recent years, data have become the central focus and
more business models based on data were created. This data-driven
paradigm drove several factors that intensified the data privacy issue:

1. Data can be more easily collected to form Big Data [15]. Along with
over 20 billion sensors [16], people are generating about 2.5 quin-
tillion bytes of data on daily basis [17]. The privacy problem is not
just about the great volume: Firstly, these data are more sensitive
because many sensors are intimate to humans; Secondly, these data
and associated online services are now ubiquitous, collecting data
from all aspects of our personal life [18]; Dataveillance, which is the
systematic monitoring of people or groups from data [19] is now
reinforced with the availability of Big Data (Degli, 2014). Thirdly,
these sensitive data are more easily disseminated through high-speed
network transmission and low cost of data duplication. A piece of
data can be simultaneously harnessed by multiple parties, and it
becomes more vulnerable to privacy attacks [20]. Since computing is
now distributed, privacy leakages have become more likely [21].

2. Data collection is convergent to the Internet giants. Big companies
like Google and Facebook are now able to collect users’ data
comprehensively, as people move more personal activities and social
interaction to their online platforms. On one hand, these companies
have high coverage of users, which enables them to understand the
overall picture of the population. On the other hand, these com-
panies have multiple channels to collect a single user’s data (web
searches, emails, location, etc.), which through systematic combi-
nation can make the comprehensive profile of the user exposure to
the companies (Machanavajjhala, 2006). Google’s privacy policy has
extended from 600 words in 1999-4000 words in 2019 [22],
reflecting the increasing range and amount of what Google collects.
Many activities of these big companies are widely perceived as a
potential violation of privacy norms. Companies mainly focus on
revenue, cost-efficiency, and scalability as their primary goals, which
legal compliance with security and privacy has often taken a back-
seat (Shastri, 2019).

3. Big data economy and Al. With the advancement of our capability of
utilizing big data [15], data have demonstrated great value [23-25],
and is viewed as the new engine of economic growth. Data’s role is
further emphasized in Al, especially for deep learning, which con-
sumes a large amount of data for model training. Therefore,
extending the applications of AI accelerates the growth of data
collection. For example, more sophisticated recommendation sys-
tems are based on the monitoring of users’ purchasing patterns. And
this kind of active collection and usage of data make it vulnerable to
privacy violation (Papernot, 2016), such as targeted marketing.

With all these factors, user privacy is attracting more public concern
in recent years (Victor, 2016), especially about the privacy violation
scandals. Tech companies have a history of constantly testing legal limits
on privacy invasion. Take Facebook as an example, it has faced legal
opposition and social protest for its applications like DeepFace (Facial
recognition for Tag suggestion), expensive tracking methods [26], and
sharing users’ data with third parties without the users’ consent [27].
More notorious events include the 2012 presidential campaign (in which
Facebook was criticized for allowing the Barack Obama presidential
campaign to analyze and target select users by providing the campaign
with friendship connections of users) and Facebook-Cambridge Analy-
tica scandal. Take Google as another example, Google has been criti-
cized for its actions including the scanning of users’ email [28],
collecting users’ locations [29], fusing users’ data across its multiple
services [30], etc. Recently, some companies take action for better pri-
vacy protection and even claim privacy as the primary goal of their
products and services.

In addition to private enterprises, the practice of collecting and
analyzing data from the public is increasingly a core part of how modern
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government bodies operate [31], and governments are criticized for
monitoring citizens based on their online data [32,33]. However, more
discussion about governmental data misuse is out of the scope of this
paper.

3. Privacy regulation

In response to the privacy issues discussed before, the solution from
the government is to introduce the privacy protection regulatory
frameworks. In the US, the Consumer Privacy Protection Act (2011,
2015), Commercial Privacy Bill of Rights Act (2011, 2014), Data Broker
Accountability and Transparency Act (2014), and California Consumer
Privacy Act (CCPA), were all designed to inject transparency into com-
mercial data collection. In the EU, the Data Protection Directive 95/46/
EC (DPD95) has been adopted to protect the privacy of personal data
collected, defining the privacy of personal data as a fundamental right of
all European citizens. In May 2018, the General Data Protection Regu-
lation (GDPR) came into effect to replace the DPD95 and to harmonize
the laws across the EU. While the DPD95 was just a directive, the GDPR
is a regulation [13]. GDPR puts “data protection by design and default”
at the core, and utilizes the consent of the data subject as the central
vehicle to regulate the data lifecycle, data subjects’ rights (including
new rights of data erasure and portability), and legal obligations, to
ensure the protection of personal data of EU citizens. Since 2018, GDRP
has caused significant impact [34], and became a challenge for Internet
companies [35]. While GDPR has been regarded as the trigger for some
positive effects [36], there are also some unintended impacts. Some
criticized that the formulation of the GDPR was vague and ambiguous
[37]. Other issues include the negative post-GDPR effects on EU ven-
tures, relative to their US counterparts [38]. To summarize, the effec-
tiveness of GDPR is still difficult to conclude at the moment [39].

The efforts of public policy and regulatory oversight focus on
transparency. Such transparency is mainly achieved by the consent
mechanism, and is designed as a means to improve the control of in-
dividuals on their data, and empower data owners to transact with data
users, as equals within data eco-system. It is widely believed that data
owners need access to information about data collection and processing
to make rational decisions about their data. However, although theo-
retically, transparency can eliminate the information asymmetry and
thus logically protect users’ privacy by “giving consumers a seat at the
table” [40], but there are many problems in the implementation
process :

1. First of all, comprehensive transparency is difficult to implement.
Data are not easily traceable once collected. A data processor can
apply a series of operations upon data (aggregation, transformation,
modeling, etc.) to make it unidentifiable as the original data.
Transformed data and the models upon it can then be sold in multi-
layered markets. For example, consumers’ transaction history can be
mined, enriched, and used to train a recommendation model, which
extracts the precious while sensitive knowledge from data. There-
fore, information asymmetry still exists between the data owner and
data user by separation via complex data processing and data mar-
kets. It is difficult to control the usage of data in “downstream”
contexts.

2. Secondly, although the regulatory efforts have the power to funda-
mentally change the eco-system of the data economy, it will be a long
process with continuous efforts. The technical developments may
outpace the regulatory framework. And responsive changes from
data users (especially the big tech companies) are sometimes hypo-
critical and deceptive, to make an illusion of transparency while
leaving basic power imbalances intact. In response to the regulatory
forces and public concerns, and to maintain customer trust today,
many companies demonstrated that data privacy is one of their core
values in recent years. However, many actions are to provide users a
vague image of the extent of data protection and largely misconstrue
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actual practices of data collection and utilization. For example, most
Internet companies are requested to provide a privacy policy for their
services. It is ironic that while these policies have been greatly
extended [41], they suffer from bad readability and other complex-
ities which make them unusable [42]. Although it is not a funda-
mental problem and can be mitigated through regulation, it
demonstrates the asymmetric position between the big tech com-
panies and the end-users (even also between the big tech companies
and regulations). Therefore, a lot of extra regulatory efforts are
needed in the future.

3. Thirdly, these regulations are not fully incompatible with the current
data economy environment. Transparency violates many inherent
business models in the data economy, including the data broker in-
dustry. For example, the capability of extracting incremental data
value depends on the algorithms and models belonging to the data
broker. If the algorithms and models are forced to become trans-
parent, the data broker then cannot protect its core business value.
Zarsky believed current regulations failed to properly address the
surge in Big Data practices and made the data ecosystem suboptimal
and inefficient [43]. It is not that transparency has not yet been
properly configured, it is that the consumer empowerment frame
misunderstands key dynamics of commercial surveillance and
therefore offers flawed policy solutions. In many people’s beliefs,
privacy is even seen as a barrier to economic growth [44]. More
importantly, current regulations ignore the citizens’ right of
getting a fair share of the revenue from data, which will become
more crucial in the future data economy. I will discuss this in the
next section.

An evidentiary example of the above issues is the emerging market of
behavioral prediction and modification, in which data are used for
massive consumer profiling and ad targeting. In this market, data broker
(transnational data corporations, like Acxiom, Experian, and Choic-
ePoint) plays a key but controversial role in data monetization (U.S.
Committee on Commerce, Science, and Transportation, 2013). They
gather consumer data as raw materials from millions of people, to create
various informational goods and provide services, and then distribute
them to clients for a wide range of uses. Acxiom alone claims to retain
over 3000 pieces of information for nearly every adult consumer in the
United States and offers “multi-sourced insight into approximately 700
million consumers worldwide” (Acxiom [45]. These data brokers his-
torically operated under the radar of consumer awareness but got
intensive attention and regularization in recent years. Many efforts were
brought in to make the industry more transparent but although a certain
degree of transparency was achieved, most responses from the industry
are superficial (U.S. Committee on Commerce, Science, and Trans-
portation, 2013). As discussed before, the data broker can apply com-
plex data processing and repackaging, to make the real usage of data
difficult to track. More importantly, the principle of transparency is
incompatible with their core business value. The global data broker
industry is estimated to comprise around 5000 companies of various
sizes generating $178 billion in revenue in 2020 (Twetman, 2021). Data
are their core assets, and the right to get value from data is their core
interest. Total transparency will leave no space for this industry and thus
is difficult to achieve. A more realistic target should be data fairness.

4. Data as assets

Data privacy entitles an individual the rights to his/her data. As the
right of transparency is difficult to preserve, it’s necessary to pro-
tect another type of right, which is about fairly receiving monetary
value that an individual can derive from his/her data. To under-
stand why such fairness of data revenue is as important as (if not more
important than) transparency, we need to look at data from the eco-
nomic perspective. In this section, I will check the economic properties
of data, and then discuss their impacts on privacy protection.
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Data transform the economy from two aspects, one is about the
enhancement of existing business, and the other is about creating new
business:

1. For the first aspect, data are the key inputs to extract added value
from the existing commercialization model [46]. In a data-enhanced
commercialization model, individuals are no longer mere consumers
of goods, information, and services, but the producers of valuable
data (e.g., location traits, comments, photos, and purchasing his-
tories), which can then be used to improve the service and product
provided, like a targeted advertisement, financial offerings, product
recommendation, etc. Since not all value derived from data is pri-
marily monetary, its impact on the current economy is
under-estimated. But this model is so successful, that as an intrinsic
component of life, data have now become a primary target of
commercialization strategies, and it has transformed marketplaces,
altering how firms and consumers interact [47].

2. For the second aspect, data are increasingly regarded as a treasured
resource or a new form of capital and asset [31] to enable a new
business model, especially in the Al era. Data are the fuel for Al is the
foundation for technology-driven innovation, spanning industry
sectors from health [48], advertising [49], to e-commerce [50],
transportation [51], etc. For example, $14.4 trillion of new value are
associated with the °‘Internet of Everything’ [52]. With the
advancement of machine learning technology, which is data-driven,
a lot of novel and intelligent ways of doing business and governance
will be enabled. Therefore, compared with traditional production
factors like workforces and capital, data will play an even more
crucial economic role in coming years (or even becomes a currency
for citizens to pay for their communication services and security
[53].

Data has a variety of attributes, both commodity attributes and asset
attributes, the two are not contradictory, but in this article I only discuss
the attributes of data as assets. For example, data generated by users on
social media platforms (such as posts, comments, likes, etc.) can be
considered as commodities because they can be sold by the platform to
advertisers for precision marketing [54]. At the same time, this data can
generate revenue for the platform. By analyzing user data, the platform
can better understand the needs and behaviors of its users, thereby
improving its services, attracting more users, and increasing advertising
revenue [55]. Therefore, data can be considered as a special asset, which
is hard to understand straightforwardly within the conventional eco-
nomic framework and business logic. The special characteristics of data
include:

e Feature 1: Consuming data doesn’t exhaust it. And since it’s not
exhaustible, it can be shared by multiple data users, rather than
being exclusively utilized.

Feature 2: The marginal cost of reproducing data is essentially zero.
Feature 3: The marginal utility of data is unstable. Data are het-
erogeneous; each piece of data can have its unique value. Besides,
data do not have a fixed value irrespective of what it is used for. The
value of data is also augmented in a non-linear manner once aggre-
gated with the external data, which renders the accurate a priori
valuation impossible. And since data are typically “consumed” by the
models to provide services and products, the expected revenue from
data and how we can benefit from external data are difficult to
predict before modeling.

These important characteristics of data bring large challenges to
build an eco-system for data economy with privacy protection:

1. Data ownership: Features 1 and 2 make the ownership of data
difficult to protect. Although Recital 7 of GDPR states that “Natural
persons should have control of the data”, which indicates data
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ownership should remain with the data subject, once data leaves the
original owner, it is difficult to trace its consequential circulation and
usage, making the actual ownership hard to protect. It gets more
complicated when personal data are fused with other data, not only
from the original data owners, such as data from private companies,
government agencies, sensor networks, etc. Besides, a significant
portion of Internet data are computationally generated and therefore
have no “real” empirical source.

2. Data pricing: Features 2 and 3 make it challenging to price and trade
data. Data value depends on its context and how it is used. Since the
value of data can hardly be understood before modeling, the buyer
will be reluctant to offer a high price. And because the data can be
replicated with no cost, once it is traded, its ownership is not
transferred to the new owner, but just enlarges its coverage. The
topics regarding data pricing and trading are essential to building a
sustainable data economy and are still being delineated or theorized.

Current regulations cannot solve the issues regarding blurred
ownership protection. And the data pricing issue reveals the funda-
mental characteristic of “privacy asymmetry”, which is caused by the
capability gap of utilizing the data (or the capability of “data
commodification™). The crucial issue is that the data owners like in-
dividual users are excluded from the business model based on data as-
sets. Data are taken with little regard for compensation [31]. Although
some believe that regulations like GDPR will mandate a complete
business model shift (from a data ownership model to a data leasing
model) for companies [13], it is not that case: even if companies can
protect their users’ data privacy from arbitrary and malicious usage,
they have not established an approach to measure the contribution of
users’ data and give the revenue back to the users. Companies might
defend themselves like this: Our assets are primarily insights extracted
from data, not just the data itself. This weakens the idea of financially
compensating users. However, we must realize that without data, there
is no data insight. Data is the raw material for generating insights, and
without high-quality data, any insight or prediction can be wrong [55].
In addition, the benefits generated by the data themselves are distrib-
uted to companies like Google and Facebook, and financial compensa-
tion for users does not ignore the contributions of large companies.

Therefore, the real problem is not about transparency, but the power
imbalance of utilizing data, which caused data inequality trends (MIT,
2021). Because those companies that have the data and analytics ca-
pabilities may reap greater benefits, while those who do not have those
resources may be marginalized [56]. And the root of the power imbal-
ance is the commodification of personal information (U.S. Committee on
Commerce, Science, and Transportation, 2013). The absence of
structural reciprocities between the data users and data owners
caused incursions actions into legally and socially undefended territory
[571. That is why we need to place data commodification and its fairness
at the center of data privacy analysis.

More broadly speaking, the impact of data privacy and the power
imbalance of utilizing data is not just in economics. It is also related to
the public core values of the society. In the absence of privacy protec-
tion, the technology giants, all of whom are heavily investing in and
profiting from Al, will dominate not only the public discourse but also
the future of the public core values and democratic institutions [58].
This is why voter manipulation by Cambridge Analytica in the 2016
presidential election attracted so much attention. There is a connection
from data commodification to a structural understanding of capitalist
imperatives. A key insight of commodification theory is that individuals
are compelled to act “within a social field whose terms of engagement
are primarily set by capital” [59]. Many researchers identified this trend
of ubiquitous data utilization and monetarization as a new paradigm
called “datafication” [60], and believed it is becoming a leading prin-
ciple, not just for economics (there are similarities between
financialisation and datafication), but also for an opportunity to create a
revolutionary political-economic relationship between data and
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capitalism. A distributed and largely uncontested new expression of
power forms, as a ubiquitous networked institutional regime, which a
profoundly anti-democratic threat. This new political-economic rela-
tionship is referred to by a variety of labels (such as ‘surveillance capi-
talism’, Zuboff, 2019), which indicates the enlargement of the social
terrain of a new type of capital accumulation. Please note that my views
combine a lot of political economy perspectives and are not limited to
Zuboff’s. From a political economy perspective, the digital economy has
not truly surpassed capitalism. In fact, it is merely a new manifestation
of capitalism, conforming to the characteristics of capitalist relations of
production. Therefore, even in the context of the digital economy, we
can still comprehend and predict its development by analyzing the na-
ture and dynamics of the economic system. This requires us to under-
stand more deeply the new form of asset - data, and its role in economic
activities.

After understanding the asset properties of the data, it is important to
find a counter-acting force, a force from the crowd with the capability of
utilizing their own data, to balance such power imbalance in this
political-economic relationship. While substantial risks to rights and
liberties are emerging, at the same time vast opportunities to create
value, promote welfare, and enhance various social objectives are
unfolding.

5. Data fairness and centralized paradigm

Data economy is a vast, interconnected set of technologies, com-
panies, marketers, and billions of humans. As a valuable asset to
monetize in the data economy, data will take an increasing proportion of
revenue created by the whole society [61]. When the data economy
takes a majority share of the economic system, how to fairly share
its revenue will become the central issue of social welfare. We
should move beyond current efforts on data privacy, and take it as a
significant issue about social wealth distribution and fairness in the data
economy. Therefore, I propose to treat data fairness as the new target
for privacy protection. I define fairness as a state in which various
parties get fair revenue from the data belonging to them. “Fair
revenue” means when a data product (e.g., a machine learning model)
creates profit, the contributions of the input elements (including data
from individual users) can be fairly estimated, and the profit can be
distributed to these elements’ owners.

I argue that the key regarding data fairness is the centralized
paradigm of data utilization (i.e., analysis and modeling for mining
value from data), which also is the root issue of data privacy. Below are
the reasons:

e Data ownership: The current paradigm of data analysis and
modeling suffers a high risk of data ownership violation, due to its
centralized architecture. Data are extracted and collected to a
centralized infrastructure. Once the data have been collected, it is
hard to protect its ownership and the right to get incentives. And
with information asymmetry, given today’s methods of accessing
and utilizing data, individuals usually cannot directly retrace what
happens to their personal information.

Long value-added chain and undefined incentive: In a centralized
paradigm, data need to go through a long value-added chain to
become a data product or to enable a service. The existence of a
centralized paradigm drives a series of actions including data
extraction, collection, processing, redistribution, etc. This value-
added chain can be very complicated in real cases, with multiple
platforms, brokers, and processors applying different manipulations
on data. Through this value-added chain, the real value of original
data and the contributions of data owners are diminished or ignored.
And due to the difficulty of data pricing, users cannot get a fair
incentive.

The formation of the current prevalence of the centralized paradigm
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is natural. The original intention of the Internet is to build an open, free
and interconnected space. However, there was always a trend of
centralization of the Internet services, due to the cost efficiency, the
platform effect, and the technical constraints. I also need to point out
that the monopoly position of big tech companies and the centralized
paradigm has enhanced each other during the last decade, exacerbating
the discussed data unfairness. On one hand, building a centralized
platform to support large-scale applications requires high construction
and maintenance costs, which is only affordable by big tech companies,
and thus enhances their monopoly position, by excluding those small
companies. On the other hand, the monopoly position of big tech
companies promotes the adoption of the centralized paradigm, because
those companies are willing to aggregate or augment different plat-
forms, services, and data together, to deliver more comprehensive
products and extract more insights from data.

Therefore, we need to realize that the development of the digital
economy is a dynamic process, and the early free digital economy does
not contradict the current trend of centralization, they reflect the
different stages of development and market dynamics of the digital
economy. The resulting Internet nowadays is centralized, with most
traffic and profits concentrating on a small group of big tech companies.
This does not mean that the free digital economy is dead, but that it is
evolving in new forms and conditions. At the same time, it also means
that we need to constantly adjust and change to meet new challenges
and opportunities.

Although the centralized paradigm has its advantages like cost effi-
ciency, the profit is mainly occupied by big companies, with little
incentive for individual users except providing some free Internet ser-
vices [62]. described this situation as “data colonialism”, in which in-
dividuals are dispossessed of the data commoditization, while
companies become a new means of capitalist with “accumulation by
dispossession”. Therefore, I argue the real danger in the Al era is not the
so-called “the evil AI”, but the asymmetric power relationship and the
resulting enlargement of the wealth gap, i.e., the gap between the data
users (companies along with their entrepreneurs and employees) and
massive data owners. Without intervention, current unfairness will be
the norm [1]. But we should understand data commodification as a
dynamic and contested process. As we are still in the early days of
large-scale commoditization of personal data, it is now a crucial time to
establish the necessary new norms for acquiring, sharing, and reselling
data to ensure data fairness. It is important to propose an alternative
approach to the current data economy paradigm, making a
counter-force to the current trend. Our answer to this issue will shape
the character of information civilization in the future, just as the logic of
industrial capitalism and its successors shaped the character of indus-
trial civilization over the last two centuries. There have been some
ongoing attempts already, including the “Data Dividend” project® and
EU’s B2C data sharing for the public interest.

6. Achieving data fairness through decentralization

The fundamental solution is to shift from a centralized paradigm to a
decentralized paradigm, and this is mainly achieved through the
decentralized paradigm. Of course, I must admit that there is also
decentralization in the centralized model. There may be an argument
that increasing user control and autonomy over data is more important
than centralizing or decentralizing data, in other words, there is no need
to spend a lot of effort to establish a decentralized paradigm. What I
want to explain is that even if there is a certain degree of decentraliza-
tion in the centralized model, users may not be able to exercise such
power, and it is difficult to truly achieve the decentralization in the
existing model. It is in the context of the mismatch of capabilities and
powers in reality that we propose decentralized paradigm as a

2 Data Dividend Project: https://www.datadividendproject.com/.


https://www.datadividendproject.com/

C. Wu

temporary alternative. At the same time, in a decentralized model, the
use of data can be recorded through technologies such as Blockchain,
which allows users to understand and control their data better [63]. But
in the future, increasing public control and autonomy over data will
remain the direction of our regulatory efforts.

Data are novel resources, decentralized paradigm can calculate its
value and identify its participants. In this part, I discuss the basic logic of
this new paradigm and its technical background. The comparison of
centralized and decentralized paradigms is illustrated in Fig. 1.

The proposed basic logic of the decentralized paradigm of data uti-
lization is as follows:

1. The data remain where it is collected, therefore its ownership always
remains at its owner and will be never transferred to other parties.

2. To utilize the distributed data, modeling is dispatched to participants
with data. Therefore, the modeling is decentralized.

3. Each participant builds its local and personalized model. These
models can then be federated to build a global model. The federation
can be either collaborative (transferring knowledge to other partic-
ipants), or adversarial (achieving a balance between conflicting
goals).

4. The contributions of participants are then estimated and used as the
foundation for data pricing. Please note that this kind of pricing is
about data usage, instead of data ownership.

Data creator

Data creator

Data user

Data creator

Data creator & user

Modeling revenue

collaboration
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Importantly, the proposed logic should be able to “translate” legal
requirements into technical solutions (World Wide Web Consortium,
1995). Mapping legal obligations into software functionality are non-
trivial [64]. The mismatch and disconnection between the legal and
the technological mindsets [65] would make it difficult in practice.
Compared with the current approach of “privacy by policy”, which
leaves the responsibility to comply with the regulation in the hands of
legal staff, this paradigm should be possible to build on applicable
technical solutions, not just from the legal or management perspective.
Besides, it is always stated that it’s a trade-off between privacy protec-
tion and data utility [66]. However, with the advance of technology,
especially the recent development of distributed Al modeling, it is
possible to achieve privacy protection and data utilization at the same
time. Below I introduce the key technologies we can rely on to build the
decentralized paradigm and to create the counter-acting power to
confront Surveillance Capitalism:

e Federated learning: Distributed modeling can be viewed as a kind
of Privacy Enhancing Technology (PET). Historically, the main
principles of PETs are data minimization and identity protection by
anonymization. Federated learning adopted a distinctive way. To
build models based on data sets that are distributed across multiple
devices while preventing data leakage, in federated learning, clients
collaboratively train a shared model under the orchestration of a

Data
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Data user
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Fig. 1. From centralized to decentralized paradigm.
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central server, while keeping the training data decentralized [67].
Since the data are utilized locally (at individuals’ devices or within
an organization) without sharing with external parties, its ownership
and privacy are protected. Due to its advantages in privacy protec-
tion, federated learning has got intensive research attention in the
past couple of years, and has accumulated many technical solutions,
in supporting edge devices [68], reducing communication costs
(Sattler Wiedemann et al., 2019), providing personalized services
[69], etc. And many real-world applications of federated learning
have emerged in healthcare [70], city management [71], etc., to
balance the data utilization and data privacy.

Secure Multi-Party Computation (MPC): Federated learning needs
to work in conjunction with security mechanisms to enhance its se-
curity level. And in addition to machine learning modeling, there are
other types of data analysis and data operations that also need a
secure and privacy-preserving approach. The main available options
are Secure Multi-Party Computation (also known as privacy-
preserving computation) and differential privacy. MPC enables par-
ticipants to jointly compute a function with their data while keeping
data private [72].

Differential Privacy (DP): A related method is differential privacy
[73], which is a family of algorithms that can share aggregated in-
formation about a statistical database while withholding information
about individual participants.

Blockchain: Blockchain [74] provides a robust and transparent
protocol to build the network infrastructure in the proposed
distributed paradigm. Although as a public distributed ledger,
Blockchain has the issues of privacy and anonymity, many recent
efforts have been made to overcome these issues (by integrating
technologies like MPC [75] and DP as complementarities), making
Blockchain a secure tamper-proof ledger to record digital in-
teractions [76]. These interactions not only contain operations on
the data but can also record the process of data modeling and anal-
ysis, by adopting smart contracts [77]. This ledger is important for
ensuring the creditability of the system.

Based on these technologies and their integration, it is possible to
build a new decentralized architecture for data utilization. Many at-
tempts have been made with such architecture (e.g., Warnat-Herresthal
et al., 2021), trying to achieve the principle of “Privacy by Design”
by “Model-to-Data”. Data now cannot be used for unrecognized pur-
pose (just like that in Cambridge Analytica’s voter manipulation), but
can be utilized by specified distributed model, which needs to be agreed
between data user and data owner before modeling. In this way, we
embed privacy into the entire engineering process, with these technol-
ogies effectively involved in the loop [84]. And thus, privacy protection
can “come before the fact, not after” [85]. Based on this mode of
“model-to-data”, we can further aggregate distributed models together.
With models personalized according to their local situation, these
models can be aggregated to build a more effective global model in
many different ways [86].

After understanding the technology, it is necessary to discuss the
relationship between P2P and decentralized models. P2P is a computer
network architecture that allows multiple computers to connect directly
to each other and share files, resources, and services without relying on a
centralized server. In a P2P network, each computer is both a client and
a server, uploading and downloading data simultaneously. P2P and the
decentralized model are not contradictory. In fact, we can use P2P as an
architecture at the bottom layer to achieve the decentralization of data
and control. Then, we can overlay methods such as federated learning on
top of it to achieve data privacy protection and shared learning. This
combination enables data management and learning models that are
both decentralized and privacy-preserving [87].

Next, to achieve data fairness, we need to find a way for fair data
pricing, as the foundation for a fair and sustainable data economy. I
argue that it’s more convenient to do data pricing with distributed
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modeling and data usage. Below is the process:

1. Once an aggregated model is used to create utility, its economic
benefit is confirmed.

2. The contributions of participants of distributed modeling are then
estimated. A popular method is Shapley Values (SV), which takes an
average of marginal contributions of all possible coalitions. SV pro-
vides a solution to solve the payoff distribution problem for a grand
coalition, characterized by a collection of desirable properties (bal-
ance, symmetry, zero elements, and additivity [88]). However, SV
suffers the challenges like computationally intractability and un-
fairness in the FL setting. Therefore, many works have proposed to
approximate its calculation (Jia et al., 2019) and improve its fairness
[89], and it has been utilized in computing the value of data for a
user in recent years (Ghorbani and Zou., 2020), according to its data
contribution during the modeling.

3. The economic benefit is then divided and paid to the participants
according to their SVs.

SVs can cause a computational catastrophe. Therefore, approxima-
tions like Monte Carlo-based methods were studied. Alternative to SVs,
there are some other data valuation methods like influence functions
[90] and reinforcement learning [91]. This kind of data valuation is for
data usage, which aligns with the current privacy legislation since the
data ownership doesn’t trade and is protected. Besides, the valuation is
dynamic, in which different modeling tasks lead to different prices.
Therefore, it complies with the attribution of unstable data utility. Such
data valuation provides a tool for the fair allocation of data benefits for
social welfare [92]. A new data eco-system can then potentially be built
based on this data utilization architecture. Data owners can protect their
privacy and data assets, and get fair revenue. The data eco-system also
provides the foundation to build crowd intelligence, in which partici-
pants can collaborate through distributed modeling and model aggre-
gation, without previous data collection and transfer problems, and thus
is more sustainable.

Fig. 2 summarizes the framework of the whole paradigm.

I need to point out that, to fully build the paradigm and the data eco-
system upon it, there are still many open questions to be answered:

1. Non-IID and personalized modeling: While the early efforts in
federated learning research focused on overcoming the statistical
challenges and improving security. Researchers realized that un-
balanced data distribution caused a big challenge for distributed
modeling [93], which largely reduces the model accuracy. How to
build an accurate while a personalized model with non-IID data
distribution is the key real-world application.

2. Model collaboration and aggregation: The essential requirement to
establish so-called “crowd intelligence” is how different models can
transfer their knowledge to each other, or aggregate to a more
effective model when needed.

3. There are still some important technical issues to be solved for data
pricing, such as the data combination requirement and computa-
tional complexity of calculating SV.

I am also concerned that decentralized data management and benefit
distribution models have been tried many times in the past few years,
but many attempts have failed to achieve the desired success. For
example, Datum is a decentralized data storage network that allows
users to sell their data to advertisers and market research firms. How-
ever, Datum closed in 2019, mainly due to its business model not being
able to attract enough users and data buyers. Many users may be
reluctant to spend time and effort managing their data, especially if the
benefits they derive from it are relatively small [94]. DataWallet is a
similar platform that allows users to control and monetize their data.
However, DataWallet closed in 2020 due to its inability to attract
enough users and data buyers, as well as its data quality issues.
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Fig. 2. The framework of the decentralized paradigm.

Decentralized data platforms may not offer the same data quality and
accuracy as traditional data brokers [94]. These failure cases and rea-
sons are worth reflecting on and improving.

7. Discussion and conclusion

To summarize, in this work I argue that the real issue of data privacy
in the Al era and data economy is its unfair distribution of the revenue
extracted from data. How to deal with this issue is the key to social
welfare in the future world. Current efforts of transparency regulation
cannot solve this issue. It is necessary to establish a new distributed
paradigm based on the technologies like federated learning, to find a
solution both technically sound and theoretically grounded. However,
such a technological solution will have a long way to promote social
welfare. Obstacles still exist in distributing the wealth generated by data
from individuals. The limited modeling capacity of data owners and the
black-box model developed by tech elites cause the actual unfairness in
distributed data modeling. And there are counter-forces to this distrib-
uted paradigm, including the development of large-scale pre-trained
models [95] and model monetization and marketplace. But many de-
velopments are supporting the future distributed paradigm, such as
personalized model training [86], few-shot learning [96], distributed
learning on Blockchain [97], trusted execution environment (TEE) on
edge devices [98], decentralized model marketplace [99], etc. With
these efforts, it is possible to form a practical solution to support data
fairness. And it’s essential to link such technical solutions to the runtime
mechanism of the real social welfare systems in the future.

It is necessary to mention that under previous technology levels, data
was dispersed through decentralization, making the aggregation effect
of data difficult to manifest, thus greatly reducing the value of data. But
current technology is gradually overcoming this issue, such as the
Federated Learning and Secure Multi-party Computation mentioned in
this article. These methods can synthesize and utilize data under
decentralized conditions to enhance the value of data. Our technology
will continue to improve towards this goal in the future.

I also argue that to enable such a paradigm on a large scale, joint
efforts from the research communities, governments, companies, and
the public are needed, which is “a mammoth task that falls to society as a
whole” (MIT, 2021):

Research and technical development: Research and technical
development are important to force in the data ecosystem. On one hand,
the rapid development of AI promotes data utilization and data econ-
omy. On the other hand, such advancements brought great challenges
like data privacy. To handle these challenges, separate efforts were
made from the different research communities. For example, there is a

long history of separation between two research threads. One thread is
more about methodology and technical aspects, designing new algo-
rithms, engineering methods, and platforms to achieve better systematic
performance; while the other thread cares the data research more from
the ethics, management, legal, and other social science aspects. An
example of consequence is that in Al ethics research, most efforts are
from legal and ethical people. Their research can be hardly integrated
into the engineering framework. The ignorance of each other prevents us
to build a theoretically grounded and technically sound solution for data
privacy protection. As we’ve seen, recent technical breakthroughs like
Blockchain and federated learning provide a good foundation to build a
sustainable data ecosystem. To make it benefit society, a lot of joint
research needs to be done. And for the problems like data pricing,
separated effort from a single discipline is not sufficient. The AI meth-
odology should take the privacy concern during its design. And the
research of social science should propose the scientific problems from its
perspective, to drive the innovation of methodology and engineering.

Regulation and government: Although, as discussed before, regula-
tions like GDPR still have limitations at the moment, they can bring
significant effects if well designed, in promoting public awareness and
driving technology development. For the regulations to better play their
roles, they need to evolute corresponding to the public requirement and
environmental changes. Therefore, I propose that future regulation
should take serious consideration of data fairness and appropriately
increase the content of the tax law. Data companies, especially multi-
national tech companies, are often accused of using existing tax code
provisions to avoid taxes. The business model and global operation of
these companies allow them to set up subsidiaries in countries with low
tax rates to reduce the tax burden by shifting profits [100]. In response,
some countries, such as France and the United Kingdom, have begun to
tax digital services, which complements the traditional corporate in-
come tax system. Digital services tax is a way of taxing the digital ser-
vices income generated by a company in a certain country or region,
rather than taxing the company’s profits. We can also learn from this
approach. The government also needs to monitor the running effects of
the regulations, as the technical development and the market situation
can also give reactive counter-acting force to the forming of future
regulations. Therefore, it is important to review the real effects of reg-
ulations like GDPR, and see how to adapt them to fit the technical
development. In addition, other than regulations, the government
should also make clear its role in data fairness and the context of data
economy, and promote its role in maximizing the overall welfare of the
society with a rapidly growing data economy.

Commercial company: The effect of commercial companies in the
data ecosystem is subtle. On one hand, due to the regulation and the
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consideration of their public images, the companies are active in
developing and adopting privacy-preserving products. And through big
Internet giants, these products can achieve scalability. However, on the
other hand, the inherent business logic of extracting value from data is
difficult to be changed for these companies. Therefore, many efforts are
superficial, leaving the real issue of data fairness remaining or even
deteriorating. That is why although all people are talking about privacy,
the revenue from data utilization of those big companies growing
constantly. Therefore, it is important to further involve the public in the
current practice of data business and push the companies to adapt to the
new distributed paradigm.

The public: How do we deal with the privacy issue would have a
significant impact on the value of the public and even the value of de-
mocracy. The ultimate and decisive force is the public orientation and
decision. The awareness and cognition of privacy issues have been
enhanced in the past years. However, as discussed, the main focus is now
still conventional, with little awareness of the issue of unfairness in the
data economy. Therefore, more discussions among different parties
should take place, to make the public clearer about the fundamental
issues and all available solutions. And the innovation of privacy-
preserving business models should be encouraged.
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